Plaintiff: CHOW Kam Pui: 1% 26.3. 2025
HCA L2§ /2025
IN THE HIGH COURT OF THE
HONG KONG SPECIAL ADMINISTRATIVE REGION
COURT OF FIRST INSTANCE
ACTIONNO. L2S  OF 2025

BETWEEN
YAN YU YING (frik3%) Plaintiff

AND

PERSON(S) UNKNOWN WHO RECEIVED
CRYPTOCURRENCY ORIGINATING
FROM THE BITCOIN ADDRESSES
DEFINED AT PARAGRAPH 4 OF

THE INDORSEMENT OF CLAIM

UP TO 26 MARCH 2025 1% Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS
OR COMPANIES OR OTHER ENTITIES WHO ARE
IDENTIFIED IN THE BINANCE.COM PLATFORM’S

TERMS AND CONDITIONS AS BINANCE OPERATOR 214 Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS OR COMPANIES

OR OTHER ENTITIES THAT OPERATE COINBASE.COM 3" Defendant



PERSONS UNKNOWN BEING THE INDIVIDUALS OR COMPANIES

OR OTHER ENTITIES THAT OPERATE OKX.COM 4" Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS OR COMPANIES

OR OTHER ENTITIES THAT OPERATE GEMINI.COM 5 Defendant

BITCOINFORME S.L. TRADING AS BIT2ME 6 Defendant

FIRST AFFIRMATION OF CHOW KAM PUI

I, CHOW Kam Pui, of the University of Hong Kong do solemnly, sincerely and truly

affirm and say as follows:-

1. Tam a Senior Lecturer at the Computer Science Department at the University of
Hong Kong and the one of the Plaintiff’s appointed experts in HCA 2295 of
2019.

2. Iam duly authorised by the Plaintiff to make this affirmation on her behalf.

3.  Imake this affirmation in support of the Plaintiff summons of even date for:

3.1. Retrospective release from implied undertaking not to use information

obtained in HCA 2295/2019 to recover her lost Bitcoins



3.2. Release from undertaking to use the information disclosed in HCA

2295/2019 to recover her lost Bitcoins

3.3. An order in terms of the draft order annexed to the Summons.

3.4. Leave to serve the order and the Concurrent Writ of Summons in this

action out of jurisdiction.

3.5. Leave for substituted service of the order, the Concurrent Writ of Summons
and subsequent court document by substituted service as per the draft

order.

Unless otherwise stated, the facts and matters deposed to in this Affirmation are
true and are derived from my personal knowledge or my perusal of the relevant
documents. Where there are facts and matters not within my own knowledge,
they are derived from such sources of information specifically indicated below

and true to the best of my information and belief.

I am one of the Plaintiff’s experts in the related civil action HCA 2295 of 2019.
I understand my duties as an expert witness, in particular my overriding duty to
help the Court impartially and independently on matters relevant to the expert’s
area of expertise. I understand and agree to be bound by the Code of Conduct
for Expert Witnesses at Appendix D of Cap.4A.

I have read the First Affirmation of YAN Yu Ying, the Plaintiff in draft. I will

proceed on the same factual basis as supplied by her.

For the Court’s ease of reference, there is now produced and shown to me
marked “CKP-1” an Exhibit Bundle, containing documents I will refer to
hereinbelow. References to tab numbers in bold or in bracket [ ” are tab

numbers of this CKP-1, unless otherwise stated.



10.

11.

12.

13.

For the Honourable Court’s ease of reference, I will begin my tab number where

P’s tabs to YYY-1 ends, i.e. the first item will be [10].

I am advised that this is intended to facilitate the Court’s easy reading at the ex

parte hearing.

For the avoidance of doubt, where I refer to legal advice, the Plaintiff does not

waive privilege in respect of such advice.

I have been advised by the Plaintiff’s duty of full and frank disclosure and
understand I have to assist the Plaintiff and alert the Court to reasonable counter-

arguments that may be raised by the Defendants.

Finally, for the avoidance of doubt, my investigations below are necessarily done
on a very short time scale, and there is a real possibility that they contain errors

that are revealed by subsequent investigation.

However, I believe the substance of my investigation and advice below to be
correct, and will draw the Honourable Court (and the Defendants) attention to

any material error that come to my knowledge subsequently.

NEED FOR URGENT ACTION TO REPORT BITCOIN THFT AND BEGIN
TRACING

14.

15.

Soon after discovering the theft of Bitcoins from the Subject Addresses (whose
full addresses are given on the indorsement of claim Paragraph 4) on 12.03.2025,

the Plaintiff contacted me for advice.

In particular, I was asked to advice whether Chainalysis, CYBERA (a service
recommended by Chainalysis) and Collisionless (another service recommended

by Chainalysis) were trustworthy sources of help for recovering her Bitcoins.



16.

17.

18.

19.

20.

21.

Having heard of Chainalysis before, I advised on an urgent basis that these
should be trustworthy services and that action should be taken as soon as

possible to stop or at least slow down the dissipation of 361 Bitcoins.

The reason for urgent action is because Bitcoins can be dissipated very quickly,
and the sooner one acts, the greater the likelihood the dissipation could be

slowed or stopped.

For example, to my understanding, CYBERA is a service marketed to financial
institutions to enhance their Anti-money Laundering Capacities, specifically to
fight Authorized Push Payment (APP) Fraud and other scams. See print out
from the webpage of https://chainalysis.com/, recommending CYBERA;
CYBERA'’s website https:/www.cybera.io/ [10].

If credible evidence (e.g. redacted affidavit of Mr Leung) is provided by
CYBERA that cryptocurrency transferred to them are proceeds of crime, then it
stands to reason that the exchange would be more wary in dealing with them (or

even to freeze them pre-emptively).

Furthermore, I believe that there is good reason for the Plaintiff to disclose
information obtained from HCA 2295 of 2019, including the redacted affidavit

of Mr Leung, to investigators such as Mr Buonora on an urgent basis.

The sooner the investigators can be satisfied of the propriety of the Plaintiff’s
complaint and the tracing exercise begun, the more likely it is that the dissipation

of the 361 Bitcoins could be slowed or stopped.

HOW BITCOIN TRACING WORKS

22.

I have had a chance to read the “Forensic Memo on Fraud Incident” [11]
(“Report”) produced by Mr Umberto Buonora of Recoveris.io, an investigator

instructed on behalf of the Plaintiff,



23.

24.

25.

The Report comprises of a 38-page main body (which is easily printable) and 5

annexes.

23.1. Annex A is a methodology explanation that is comparatively easy to print

and read.

23.2. Annex B is described as a graph. I could not open it on my laptop on short
notice. It is said to be the same graph as that accessible via a link provided

in the Report.

23.3. Annex C is also described as a graph. It is a low-resolution image that does

not obviously affect the Plaintiff’s case negatively or positively.

23.4. Annex D is a text file. When printed out, it is approximately 200 pages of

dense text.

23.5.1 advise that the Plaintiff need not rely on Annexes B to D for the purpose
of this application. On a quick review, they do not affect the Plaintiff’s
case either way. For the Honourable Court’s reference, they are included

in a USB exhibited before me as Exhibit CKP-2.

23.6. Annex E is an Excel file. Appropriately formatted, it prints to 11 pages. It
is of interest to the Honourable Court at this stage purely for the fact that it
shows around 365 transfers within around 8 days (from 12 March to 20
March 2025). The Chinese headings are in the original.

I will not repeat what Mr Buonora stated in his report. Instead, it may be helpful

if I explain at a high level how Bitcoin tracing works.

Bitcoin tracing works by investigators collecting data correlating recipients with

Bitcoin addresses.



26.

27.

28.

29.

30.

For example, suppose someone wants to transfer Bitcoin to an exchange. The
exchange gives him an address to send the bitcoin to. The person can now

correlate that exchange with that Bitcoin address.

By repeating the process and applying other techniques, investigators can map

different legal entities to different bitcoin addresses.

In practice, investigators use software suites by certain providers (such as
Chainalysis), who have access to databases and tools that are not freely available

on the internet.

This is why experienced investigators can do the “mapping” between legal
entities and bitcoin addresses more quickly and more comprehensively than

others.

With the Report, the Plaintiff’s legal advisors could then proceed to identify

defendants in this action.

THE NATURE OF THE DEFENDANTS

31.

Given the technical description involved, it may be helpful for me to give a brief

technical explanation on who the proposed defendants are.

Persons unknown who received the 361 Bitcoin

31.1.D1 is/are persons unknown who are identifiable only by way of their

association with certain cryptocurrency addresses.

31.2.In particular, while investigations are ongoing and the precise Bitcoin or
other cryptocurrency addresses of D1 are not listed here, in principle it is

possible to compile a list of all cryptocurrency addresses associated with D1.



31.3. Such a list may be very long: the excel already discloses around 365 transfers

within 8 days.

Centralised exchanges

31.4.D2-D6 are centralised cryptocurrency exchanges that appear to adopt a

degree of “Know your customer” (“KYC”) measures.

31.5. However, the fact that they are centralised cryptocurrency exchanges does

not mean they are necessarily easy to identify: see below.

SUBSTITUTED SERVICE ON THE DEFENDANTS

Practical impossibility of identifying or serving D1

32.

33.

To my knowledge and belief, it is practically impossible for the Plaintiff to
contact D1 (who are persons unknown associated only with cryptocurrency

addresses) in person or by post.

While in it is possible in theory for law enforcement agencies to D1’s identity
and address by resource-intensive and time-consuming investigations and/or
subpoena to bodies such as Internet Service Providers, this is beyond the reach

of most private individuals / their investigators in practice

Proposed substituted service on D1

34.

[ am instructed by the Plaintiff to research and to advise on the proposed method
of substituted service on D1, i.e. “NFT Airdrop” on the Subject Addresses.

NFT Airdrop to Subject Address

35.

I have been provided with a number of web links to legal authorities by the

Plaintiff’s legal advisors where the Court has ordered service by “NFT Airdrop”



36.

37.

38.

35.1. Chow v Defendant 1 2:24-cv-00480-DJP-DPC (United States District
Court Eastern District of Louisiana) as found on

https://usdccourtservice.com/cv-00480/ [12]

35.2. Wang Chichen v FeCommerce fDeals Co., Limited (HCA 1017 of 2023)

(as reported by a law firm website) https.//www.rs-

lawyers.com.hk/post/fighting-fire-with-fire-the-first-service-nfi-in-hong-

kong [12]

35.3. Worldwide A-Plus v Holder of Wallet Addresses (HCA 2417 of 2019) (as
reported in the SCMP in January 2025)
https://web.archive.org/web/20250000000000* /https://www.scmp.com/ne

ws/hong-kong/law-and-crime/article/3296250/hong-kong-court-order-sent-

cryptocurrency-wallets-setting-new-precedent ; [12]

The mechanics of a “NFT Airdrop” can be illustrated by Chow v Defendant 1,
where the relevant court documents are all posted on the internet at

https://usdccourtservice.com/cv-00480/. [12]

First, the plaintiff obtains Bitcoin addresses that received her lost Bitcoins, e.g.

by way of a tracing report.

Secondly, the plaintiff then uses a technology called “Bitcoin Ordinal” to post a

text message (or other data) onto certain Bitcoin address. For example see

38.1. Print out from https://ordiscan.com/inscription/70323799 showing the text

message of a Court order and a link to a website with further documents.

[12]

38.2. Print out from
https://www.blockchain.com/explorer/addresses/btc/3IMiHDTJiKPnrvS7D




ycPAgYcA6HrHRk8UG showing that for the same Bitcoin address, there

is a positive Bitcoin balance. [12]

39. I confirm that, to my knowledge and belief, it is technologically to do a “NFT

airdrop” and post a message in the same way to the Subject Addresses.

39.1. At present there is no NFT or other message posted to the Subject
Addresses

https://ordiscan.com/address/32stz4yrsBHDIJp3 WMXN3U4KK3BZUH3w
ckw

https://ordiscan.com/address/3BGJuYeHak3WhSiSrkNz25XInE23dFiQam

https://ordiscan.com/address/39HbS58CkPY9iLQV{8893bJJeuFGt7hwlUDu
[12]

39.2. Thus, if ordered by the Honourable Court, the Plaintiff can take steps to
send court papers to the Subject Address by “NFT Airdrop”, e.g. in the
format of some text and a link to a password-protected website, where the

relevant court documents are available to download.

40. In full and frank disclosure, despite these authorities shown to me, I am myself
do not believe that D1 would pay attention to any “NFT airdrop” to the Subject

Addresses. There are several reasons for this:-

40.1. First, the “NFT Airdrop” would not be visible to most mainstream Bitcoin

explorers, e.g. that on https://www.blockchain.com. In fact, the Bitcoin

Ordinals can only be seen by searching a special Bitcoin Ordinal explorer

e.g. https://ordiscan.com.

40.2. Second, anyone can “NFT Airdrop” any data to any Bitcoin address.
While the Subject Address happen to be free of other NFTs, this may not

10



41.

42.

be the case for others. There is a possibility that court documents sent by

NFT airdrop is buried by other NFTs.

40.3. Third, these concerns have been raised by (among others) a blogger named
louisli.eth at https://mirror.xyz/louisli.eth/PBFOtL-
Rh1FOI4YSIApG72AnAo_Ea52zL KtR60Tc9iM [12], who argues that the
newspaper reports of Worldwide A-Plus v Holder of Wallet Addresses

(HCA 2417 of 2019) are overblown and turns on the special nature of the

centralised cryptocurrency in question.

Be that as it may,

41.1.1 can also see the strength of the argument that, in cases such as the present,
nothing is known (or can expected to be known even after investigation) as

to the identity of D1.

41.2. It follows that, at the present stage of technology, the only practical way of
seeking contact with D1 (who created and controlled/controls a Bitcoin

address without more) is to conduct a “NFT Airdrop” as explained above.

41.3. To avoid doubt, it is possible that the identity or address of D1 can be
discovered by investigation, by which time D1 can be contacted in person

or by post.

41.4. However, as explained above, to my knowledge, in practice only law
enforcement agencies have the power and resources to conduct
investigations identifying persons such as D1. These kinds of
investigations are beyond the reach of most private individuals / their

investigators in practice.

Furthermore, in full and frank disclosure, the Report mentions the use of the
“THORCHAIN decentralised bridge” and the eXch.cx centralised no-KYC non-
compliant exchange, and it is possible to advertise the court orders on social

media channels there.

11



43.

44.

45.

46.

47.

However, at this stage it is unclear to what extent these services are used. It is
also unknown to what extent posting the court order on those platforms will help

bring the court order to D1’s attention.

Finally, in further full and frank disclosure, it may be argued that the NFT

Airdrop should not be made to the Subject Addresses, but to the cryptocurrency

addresses that current hold the 361 Bitcoins or their traceable proceeds.

However, it is unclear whether such a course of action is practicable, given that

there are 360 transfers in 8 days alone.

Moreover, it is unclear to me whether doing so would materially increase the
likelihood of this action coming to D1’s attention. As explained above, D1 may
never look at the Airdropped NFT if he chooses not to visit explorers such as

https://ordiscan.com.

In the premises, I advise that “NFT Airdrop” to the Subject Addresses is likely to
be the only practicable means for the Plaintiff to draw this action to D1’s

attention.

Service on D2-D6

48. Asregards D2-D6, the Report has identified them as exchanges holding
information about clients whose Bitcoin wallets which received part of the 361
Bitcoins.

49. However, as explained below, it is not a straightforward matter discovering who
is the legal entity behind each exchange.

D2 (BINANCE)

50. The Binance website (https://www.binance.com/) does not clearly state which
company operates it.

51. Some web searches suggest D2 to be a Cayman Islands company. See

https://www.capitalmarketstribunal.ca/sites/default/files/2023 -

12



52.

53.

54.

35.

56.

06/oth 20230518 binance-holdings-ltd.pdf where lawyers for Bianance says

that “5. The applicant Binance Holdings Limited (“Binance”) is a corporation
incorporated under the laws of the Cayman Islands. 6. Binance operates the

crypto asset trading platform binance.com” [13]

The Plaintiff’s legal solicitors have conducted a company search in the Cayman
Islands Companies Registry, and identified a “Binance Holdings Limited”. Its
registered office is Appleby Global Services (Cayman) Limited, P. O. Box 500,
71 Fort Street, George Town, Grand Cayman KY1-1106 Cayman Islands. [13]

However, the Plaintiff’s legal advisors have also drawn my attention to the
English cases of Fetch.ai Ltd v Persons Unknown Category A [2021] EWHC
2254 (Comm) and LMN v Bitflyer Holdings Inc [2022] EWHC 2954 (Comm),
where difficulties arose in identifying the correct legal entity that held the

relevant legal data for Binance.com. [13]

Thus, instead of naming one of the many entities as defendants (and risking
further delay), the Plaintiff’s legal advisors have described D3 as Persons

Unknown who operate Binance.com.

On one of https://www.binance.com/en/event/user_protection, a webpage on

binance.com, I found an email entitled “legal@binance.com” next to “Legal

Inquiries™.

Furthermore, on https://www.binance.com/en/support/fag/detail/360000006051
“How to Report Stolen Funds Transferred to Binance” dated 2018-01-15 15:19,
it 1s said that,

“If you've fallen victim to cyber theft and the stolen funds have been moved
fo a Binance account, please contact Binance Support and provide the

Jfollowing:

- A detailed description of how the incident happened and when did it
happen;

13



57.

58.

Screenshots/videos of you logging in to the account. This may help
support your claim that you’re the owner of the wallet that was
compromised.

Details of the transaction: which wallet was compromised, and the
account that received the alleged stolen funds.

A list of all the blockchain transactions involved (TxID with clickable
links).

A copy of the police report filed concerning the incident” [13]

I therefore advise that
57.1. Emailing “legal@binance.com” and
57.2. Giving notice of the Court order on Binance support

are effective in drawing this action to D2’s attention.

In full and frank disclosure, I am advised by Messrs. Edwin Yun & Co that there

is another webpage https://www.binance.com/en/support/law-enforcement which

is said to be of the “Government Law Enforcement Request System” and states,

“Government Law Enforcement Request System
For Government and Law Enforcement Agencies only:

Welcome to the Government Law Enforcement Request System (LERS).
Government and law enforcement agencies can use this system to submit
information requests. Binance will review each case and cooperate on a
case-by-case basis to disclose information as legally required, in

accordance with our Terms of Use and applicable laws.

Please submit your inquiry on our new Law Enforcement Portal. For
global law enforcement agencies, please use the following link:

https://app.kodexglobal.com/binance/signup. For law enforcement from

China, you can use the following link:

14



59.

60.

https://app.kodexglobal.com/binance-cn/signup. After clicking the link,

you will need to register on the platform. After registration, you will be
able to submit your requests, keep track of your cases, and access all

relevant information.

If you have an exigent request, please make sure to mark your case
“Exigent” under the legal process type and we will process it immediately.

Note the portal only works in Google Chrome and Microsoft Edge.

Additionally, be aware that agency verifications submitted with the use

of VPNs will not be completed.” [13]

I am told by the Plaintiff’s legal advisors Messrs. Edwin Yun & Co that it is
possible to sign up on the system even as a law firm, and that in fact it had

notified D2 of this incident.

However, to date no substantive response has been received, and it is unclear
whether the “Government Law Enforcement Request System” is an effective
channel for private individuals (as opposed to law enforcement agency) to

communicate with Binance.

D3 (COINBASE)

61.

62.

In LMN v Bitflyer Holdings Inc [2022] EWHC 2954 (Comm) (above) [13], there
was a difficulty in identifying the correct Coinbase entity holding relevant

information.

But on its website, Coinbase.com provides a clear and straightforward way for

legal documents to be communicated:

“Civil matters: If you are trying to serve Coinbase with official court
documents or a subpoena, these documents must be sent to our
Registered Agent for Service of Process. Contact information for our
registered agent in your state may be found here. Other legal
documents may be sent to the Coinbase Legal Team at this address:

248 3rd St #434, Oakland CA, 94607.” (Emphasis added) [14]

15



63. The list of “Registered Agent for Service of Process” refers to states within the
USA and is unlikely relevant to the Plaintiff.

64. In full and frank disclosure, the webpage’s URL contains the letters “us”
https://www.coinbase.com/legal/us. Together with the reference to “states”, it
may be thought the webpage is directed purely at users located in the USA.

65. However, when I attempt to visit “https://www.coinbase.com/legal” in Hong
Kong, I am still automatically directed to https://www.coinbase.com/legal/us.

66. I therefore believe that the address for the Coinbase Legal Team is intended for
the use of Hong Kong legal documents instead, and that posting documents there
would be effective in drawing the action to D3’s consideration.

D4: OKX

67. According to https://www.okx.com/help/okx-law-enforcement-request-guide on
its website, the services of OKX.com are provided by 9 different corporate
entities. [15]

68. The webpage states that,

“2. LAW ENFORCEMENT REQUESTS
We are responsible for processing law enforcement requests from all
jurisdictions, in accordance with our Terms of Service, our Privacy Notice

Statement, and any applicable laws and regulations.

If you are an authorized law enforcement officer, please address all law
enforcement requests to “OKX” (as opposed to a specific OKX entity) and
send such requests to enforcement@okx.com . We make every effort to
promptly respond to your emails. If, however, you do not receive our

response, please check your email's junk/spam folder.

16



69.

70.

71.

If applicable, please also reference the appropriate applicable Mutual Legal
Assistance Treaty-related documents if cross-border law enforcement is

involved.” [15]

By contrast with Binance, no sign up to a registration system is required.

In full and frank disclosure, Paragraph 3 of the webpage requires that the email

be sent from “an official government domain and attaching documentary
evidence of your personal authority as a representative of your law enforcement
agency to administer such request (e.g. photo of your agent badge)”, showing

that D4 expects to receive requests from law enforcement agencies (e.g. the
Police). [15]

However, given that D4 has provided this email address in public, I believe that

sending the Honourable Court’s order to enforcement@okx.com is effective to

bringing the application to D4’s attention.

DS GEMINI

72.

73.

74.

75.

Gemini exchange (https://www.gemini.com/) appears to be operated by at least

two different companies, “Gemini Trust Company, LLC (a New York limited-
purpose trust company), Gemini Moonbase, LLC, and its affiliates™. [16]

However, helpfully, Gemini provides on its homepage a “Contact” option.

Once the user clicks “Contact”, he is taken to a webpage called “Submit a

Request” which includes an option “Fraudulent Activity”.

I believe that sending the Honourable Court’s order through that webpage portal

effective to bringing the application to D5’s attention.

17



D6 Bit2Me

76. Bit2Me is operated by BITCOINFORME, S.L. (hereinafter Bit2Me), with
registered office at Calle German Bernacer, 69, 03203, Elche, Alicante, SPAIN
See GENERAL TERMS AND CONDITIONS OF THE BIT2ME PLATFORM
SERVICES downloaded from https://bit2me.com/legal/terms. [17]

71. Tam told by the Plaintiff’s legal advisors that in light of the clarity in the

controlling legal entity, she will not pursue a substituted service application for
Dé.

78. Finally, I attach my CV for the Honourable Court’s consideration.

AFFIRMED at Messrs. Johnny K..)
K. Leung & Co., Solicitors of

)
16™ Floor, The Chinese Bank ) , .
Building, 61 Des Voeux Road ) &/ %‘ FM
Central, Hong Kong, this 26 )
day of March, 2025. )

Before me,

Ta

Simcon H, H. Lenng
Solicitor, Heug Kaung SAK

Leung & Co.
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Plaintiff: CHOW Kam Pui: 1%: 26.3. 2025
HCA 6215 /2025
IN THE HIGH COURT OF THE
HONG KONG SPECIAL ADMINISTRATRIVE REGION
COURT OF FIRST INSTANCE
ACTIONNO. (25  OF2025

BETWEEN
YAN YU YING (1f3435) Plaintiff
AND

PERSON(S) UNKNOWN WHO RECEIVED
CRYPTOCURRENCY ORIGINATING

FROM THE BITCOIN ADDRESSES

DEFINED AT PARAGRAPH 4 OF

THE INDORSEMENT OF CLAIM

UP TO 26 MARCH 2025 1% Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS

OR COMPANIES OR OTHER ENTITIES WHO ARE
IDENTIFIED IN THE BINANCE.COM PLATFORM’S

TERMS AND CONDITIONS AS BINANCE

OPERATOR 274 Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS OR
COMPANIES OR OTHER ENTITIES THAT OPERATE
COINBASE.COM 34 Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS OR
COMPANIES OR OTHER ENTITIES THAT OPERATE
OKX.COM 4" Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS OR
COMPANIES OR OTHER ENTITIES THAT OPERATE
GEMINL.COM 5" Defendant

BITCOINFORME S.L. TRADING AS BIT2ME 6™ Defendant

FIRST AFFIRMATION OF CHOW KAM PUI

Affirmed on : 26" March, 2025
Filed on : 28™ March, 2025
This Affirmation is filed on behalf of the Plaintiff.

Edwin Yun & Co.,
Solicitors for the Plaintiff,
Room 1101, 11 Floor,
Nos.54-58 Des Voeux Road Central, Hong Kong.
Tel : 28155116 Fax : 2815 5269
Ref: Y2251839



Plaintiff: CHOW Kam Pui : 1%: 26.3.2025
aca 625 72025
IN THE HIGH COURT OF THE

HONG KONG SPECIAL ADMINISTRATIVE REGION

COURT OF FIRST INSTANCE
ACTIONNO. 025 OF 2025
BETWEEN
YAN YU YING (& 5) Plaintiff
AND

PERSON(S) UNKNOWN WHO RECEIVED

CRYPTOCURRENCY ORIGINATING

FROM THE BITCOIN ADDRESSES

DEFINED AT PARAGRAPH 4 OF

THE INDORSEMENT OF CLAIM

UP TO 26 MARCH 2025 1** Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS

OR COMPANIES OR OTHER ENTITIES WHO ARE

IDENTIFIED IN THE BINANCE.COM PLATFORM’S

TERMS AND CONDITIONS AS BINANCE OPERATOR 2™ Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS OR COMPANIES
OR OTHER ENTITIES THAT OPERATE COINBASE.COM 3" Defendant



PERSONS UNKNOWN BEING THE INDIVIDUALS OR COMPANIES
OR OTHER ENTITIES THAT OPERATE OKX.COM 4" Defendant

PERSONS UNKNOWN BEING THE INDIVIDUALS OR COMPANIES
OR OTHER ENTITIES THAT OPERATE GEMINL.COM 5% Defendant

BITCOINFORME S.L. TRADING AS BIT2ME 6" Defendant

This is the exhibit marked “CKP-1" referred to in the First Affirmation of
CHOW Kam Pui affirmed on the 26" day of March 2025.

No. Date Description
1. 26.03.2025 Chainalysis and CYBERA printouts
2. 24.03.2025 Forensic Memo on Fraud Incident with Annex E
3. 26.03.2025 NFT Airdrop printouts
4. 26.03.2025 Binance printouts
5. 26.03.2025 Coinbase printouts
6. 26.03.2025 OKX printouts
7. 26.03.2025 Gemini printouts
8. 26.03.2025 Bit2Me printouts
9. CHOW Kam Pui CV
Before me,

\
Ao .

Simeon B. H. Lemg
Solicitor, Hong Kong SAR
Jobnny KK Leung & Co.
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25/03/2025, 22:30

4 Chainalysis

The 2025
Crypto Crime
Report

Crypto is transcending traditional crime types—from Al-
driven scams to drug trafficking. Get the latest insights on
the evolving threat landscape and how to fight back.

Read the report

hitps://www.chainalysis.com

The Blockchain Data Platform - Chainalysis

Welcome to Chainalysis!

With more than 1 billon addresses mapped to
real-world entities, customers across
government, tinancial institutions and web3
choose Chainalysis for blockchain intelligence.
Ready to learn more?

Request a demo

Why choose Chainalysis

Explore solutions

Help with a personal crypto scam

Download Crypto Crime Repont

Something else

This session and your communication may be recorded
as described in our Privacy Policy
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Industries We are paving the way for a global economy
Research built on blockchains. Businesses, banks, and

Solutions governments use Chainalysis to make critical
Costomere decisions, encourage innovation, and protect

consumers.

Watch the overview

https://www.chainalysis.com 2/14
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Law enforcement

Detect, disrupt, and deter crypto crime with blockchain insights.

Regulators

https://www.chainalysis.com 3/14
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The Blockchain Data Platform - Chainalysis

Protect consumers, establish safe markets, and maintain financial stability.
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Financial institutions

Generate new revenue opportunities with digital assets for financial
institutions.

https://www.chainalysis.com
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Centralized exchanges

Harness the power of blockchdin data to enhance security, mitigate risk, and
ensure customer trust.

UNIQUE INSIGHTS

Research

https://www.chainalysis.com 5/14
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The 2024 Geography of Crypto Report

Download report

MAR 19, 2025

Cryptocurrency's Role in the Global Fentanyl Trade Offers
Opportunities for Disruption

https://www.chainalysis.com 6/14
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The Blockchain Data Platform - Chainalysis

MAR 10, 2025
International Action Dismantles Notorious Russian Crypto
Exchange Garantex

MAR 06, 2025
Preventing Large-Scale Crypto Hacks: Key Security Measures for
Exchanges

MAR 04, 2025

OFAC Designates Iran-based Darknet Marketplace
Administrator with 49 Cryptocurrency Addresses for Facilitating
Fentanyl Sales

FEB 24, 2025
Leveraging Transparency for Collaboration in the Wake of
Record-Breaking Bybit Theft [UPDATED 2/27/25]

SIMPLIFYING THE COMPLEX

Solutions
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Romance scam investigation

Victim claims a potential romance scam began on Dec. 2, 2022 and has continuec
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Crypto Investigations Solution

Employ industry leading blockchain intelligence to tackle crypto challenges

https://www chainalysis.com 8/14
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https://www.chaipalysis.com

Learn more

Crypto
O Compliance
Solution

The Blockchain Data Platform - Chainalysis

Delivering effective risk
management solutions for
regulatory compliance and
operational safety

GLOBAL ORGANIZATIONS TRUST CHAINALYSIS

Customers

Blockchain
Intelligence
Get industry-leading

mapping of real-world
entities to on-chain activity

©
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Connecticut State Police safeguards citizens

https://www chainalysis.com 1014
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Read the story

View all customer stories

WHY CHOOSE CHAINALYSIS

Breadth and depth of data

More than 1 billion addresses mapped to real world entities

Best in class customer satisfaction

https://www.chainalysis.com 11/14
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Gartner® Peer Insights™ score of 4.7
' & 5 & &

Industry standard transaction monitoring

9/10 top crypto exchanges use Chainalysis

Why Chainalysis

Get started with Chainalysis

https://www.chainalysis.com 12/14
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Request a demo

Email Address Subscribe
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SOLUTIONS
Platform

Crypto Investigations
Solution

Crypto Compliance
Solution

Blockchain Intelligence
Transpose

Free Sanctions Screening

© 2025, Chainalysis

https://www.chainalysis.com

INDUSTRIES
Law Enforcement
Centralized Exchanges
Financial Institutions
Tax Agencies
Regulators
Decentralized Finance
Consumer Brands

Cybersecurity

JOIN US
Careers

Open Positions

The Blockchain Data Platform - Chainalysis

COMPANY
About Us

Become a Chainalysis
Partner

Media Resources

Scam Prevention

CONTACT US
sales@chainalysis.com

media@chainalysis.com

RESOURCES
Blog
Webinars
Podcast

Reports

SERVICES
Glohal Services

Training & Certification

inUC > I

Privacy Policy

Legal
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The 2025 Crypto Crime
Report

Crypto is transcending traditiona! crime types—from Al-driven
scams to drug trafficking. Get the latest insights on the evolving
threat landscape and how to fight back.

Read the report

[ Square & GEMINI  JR Microsoft

Solutions

BANG & OLUFSEN

Customers

W saxciars

Services Insights

& >BNY

Log in a demo

| am sarry to hear that you've been
a victim of a personal crypto
scam.

While Chatnalysis does not
conduct personal Investigations,
one of aur Investigative partners
may be able to help you.

CYBERA helps indlviduals
Impacted by crypto scams can
report incidents for free. To date,
CYBERA has aided over 10,000
victims and has played a pivotat
role In advancing hundreds of
asset recovery cases. Visit Cybera
for assistance,

Colllslonless ls a leading Web3
sarvices firm with extensive
experience in cryptocurrency
investigations and asset tracing.
Thelr team of investigators use
Chainalysls tools ta analyze
blockehain transactlons and can
gulde you through next steps. Visit
Collisionlass for assistance.

if there's anything else | can assist
with, please let me know.

11us sassion aid your CommuimLation inay be recantd ¢,
described n our Privacy Pollcy.
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Free benefits

Get access to our Al-powered and secure platform to
help you recover funds, awarded as Technology Pioneer
by the World Economic Forum (WEF).

@ Case Vetting

We will review your case and contact your for additional
information if it doesn't match our quality standards.

@& Global Reporting

Our WEF-awarded criminal complaint information sharing
system alerts relevant parties in line with Interpol
recommendations.

B Crypto Cases

Free consultation call with a trusted crypto tracing
investigator. Read about tracing to recover funds here.

® Case Matching

We identify related cases to help escalate and maximise case
response with law enforcement and affected institutions.

m@ Support Resources
Helpful resources to assist with prevention and education to

stay safe. www.scamhelp.org.

https://app.cybera.iofen/?source=Chainalysis

Report your scam - CYBERA™ _

(*& Login

CYBERA_

in collaboration ‘ . .
with & Chainalysis

Registration

Email

B3 Set your email

Password

LD Choose your password

| acknowledge and understand that false
reporting is a crime

Register and Continue

| Continue as Guest

1n
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CYBERAm Solutions  Insights  Company GET A DEMO

Protect Your
Customers from
Authorized Push
Payment (APP)
Fraud fo

| High-Risk Account @
Under investigation for Victim Repart

CYBERA empowers financial institutions to build | scams ) ) Submitted
customer loyalty by fighting scams and helping plef seni banis
victims recover assets.

Confirmed Mule
Account
Flagged for fraud prevention

Speak to an Expert

Scams Are the #1 Threat to Financial Institutions

hitps://www.cybera.io 1/5
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CYBERAW Solutions  Insights  Company GET A DEMO

CYBERA delivers next-gen Scam Prevention and Response, using non-probabilistic intelligence to detect mule
accounts and block payments to scammers in real time. Our industry-leading victim support increases recovery
chances and minimizes customer impact.

5 O M + g:g:l?emders $1 O M + Recovered 1 0 K+ Xf;:s“t‘gd

Safeguarding users across Helping victims reclaim lost funds Providing expert support for scam
leading banks and platforms recovery

How CYBERA Works

Scam Prevention , Scam Response

How CYBERA Scam Prevention works

hteps://www.cybera.io 25
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CYBERA

CYBERA delivers verified, non-probabilistic

anti-scam intelligence, seamlessly

integrating with existing fraud and anti-

money laundering (AML) systems.

Our intelligence actively blocks outgoing
payments to scammers, detects mule
accounts with precision, and uncovers

CYBERA

Solutions

scam Bank
Accounts

Crypto
Addresses

Emails
URLs

hidden fraud networks—enabling financial
institutions to stay ahead of evolving threats.

Explore Scam Prevention

Prevent Scams
with Verified
Intelligence

Block scam payments in real
time with non-probabilistic

https:/fwww.cybera io

Why CYBERA

® Expert Scam
Response

Enhance customer trust by
outsourcing sCam response,
ensuring victims get specialized
support and increasing recovery
rates.

insights  Company GET A DEMO

\. r‘Fraudulent ]
*-+ Bensficlary
Screening J

Build Customer
Loyalty

Proactively protect customers,
recover lost assets, and boost

retention with industry-leading
scam prevention and response.
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CYBERA

CYBERA

Solutions

Insights Company

Stop Scams Before They Happen

See how our fraud prevention solutions can help.

CYBERA

PRODUCTS INDUSTRIES
Scam Prevention Banking
Scam Response Crypto

Cyber Insurance

https:/iwww.cybera.io

Talk to an expert

USE CASES

Transaction Monitoring

Wire Fraud

Anti Money Laundering (AML)
Scam Customer Support

Scam Asset Recovery

ABOUT

Who we are
Contact
Terms of Use

Privacy policy

n

GET A DEMO
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CYBERAM Solutions  Insights ~ Company GET A DEMO

https://www.cyberaio
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RECOVERIS

Forensic Memo on Fraud Event
March 24, 2025

The body and the appendices of the report has been removed to
protect the integrity of the investigation. If you wish to see the
report, please contact the Plaintiff’s solicitors Messrs. Edwin Yun
& Co. by the means explained in https:/www.hca6250f2025.com/.

Confidential - for internal use only
©2025 All contents of this document are covered by copyright.

This document was prepared by Recoveris {in foundation), with an office at Poststrasse 24,

6300 Zug, Switzerland, and cannot be used or reproduced in whole and parts without prior
written confirmation.

recoveris.io
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VIRGINIA S. CHOW
V.
DEFENDANT “1” a/k/a “KAI XUAN WANG” and JOHN DOES 1-20, as yet
unidentified Individuals, Business Entities and/or Unincorporated

Associations.

United States District Court Eastern District of Louisiana
Case No. 2:24-cv-00480-DJP-DPC

SEE IMPORTANT LEGAL NOTICES BELOW

On April 15, 2024, in the United States District Court for the Eastern District
of Louisiana, VIRGINIA S. CHOW filed a Second Amended Complaint for
Conversion of Stolen Cryptocurrencies.

The filings and orders in this matter are available below.
NOTICE NO. 1 TO DEFENDANTS

If you fail to respond to this Complaint, judgment by default will be entered
against you for the relief demanded in the Complaint for Conversion of
Stolen Cryptocurrencies. To prevent this from happening, you must file a
response with the court clerk or administrator within 21 days from the
date this message was posted. Your response must be in proper form and
have proof of service on the Plaintiffs’ attorney:

Reagan Charleston Thomas
Aylstock, Witkin, Kreis and Overholtz, PLLC
17 East Main Street, Suite 200
Pensacola, Florida 32502

NOTICE NO. 2 TO DEFENDANTS

On April 5, 2024, VIRGINIA S. CHOW filed an Emergency Motion for a
Temporary Restraining Order without Notice to Defendants, which was
granted on April 16, 2024. A hearing to determine whether to convert this

temporary restraining order into a preliminary injunction is set for April

https:/fusdecourtservice.com/cv-00480/
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24, 2024, at 3:00 P.M. in Courtroom C-555 in front of the Honorable Judge

Darrel James Papillion.
NOTICE NO. 3 TO DEFENDANTS

On April 5,2024, VIRGINIA S. CHOW filed an Emergency Motion for a
Temporary Restraining Order without Notice to Defendants, which was

converted to a Preliminary Injunction on May 1, 2024.

For further details, see the filings below, including the Preliminary
Injunction dated May 1, 2024.

. VIEW
Complaint — 02/24/2024
(PDF)
o VIEW
Exhibit 1 — 02/24/2024
(PDF)
.. VIEW
Civil Cover Sheet — 02/24/2024
(PDF)
VIEW
Request for Summons — 02/24/2024
(PDF)
VIEW
Request for Summons John Does — 02/24/2024
(PDF)
VIEW
Summons Issued —- 02/27/2024
(PDF)
. VIEW
Amended Complaint — 04/04{2024
(PDF)

https:/fusdecourtservice .com/cv-00480/
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. ] VIEW
Exhibit A Amended Complaint — 04/04/2024
(PDF)
_ VIEW
Motion for TRO — 04/05/2024
(PDF)
VIEW
Exhibit A to Motion for TRO — 04/05/2024
(PDF)
Proposed Order Granting Motion for TRO — VIEW
04/05/2024 (PDF)
VIEW
Second Amended Complaint — 04/15/2024
(PDF)
Second Amended Complaint Exhibit A — VIEW
04/15/2024 (PDF)
. . VIEW
Order Granting Motion for TRO — 04/16/2024
(PDF)
i ) . VIEW
Motion for Alternative Service — 04/18/2024
(PDF)
Exhibit 1(Second Amended Complaint) Motion VIEW
for Alternative Service - 04/18/2024 (PDF)
Exhibit 2(Declaration of Tracer) Motion for VIEW
Alternative Service — 04/18/2024 (PDF)

https://usdecourtservice.com/cv-00480/ 3/5
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Proposed Order Granting Motion for
Alternative Service — 04/18/2024

Order Granting Motion for Alternative Service
— 04/19/2024

Motion for Continuance — 04/23/2024

Proposed Order Granting Motion for
Continuance — 04/23/2024

Order Granting Motion for Continuance —
04/23/2024

Notice of Filing Proof of Service — 04/30/2024

Exhibit 1 to NOF POS Reagan Affidavit —
04/30/2024

Exhibit A to Exhibit 1 — 04/30/2024

Exhibit B to Exhibit 1 — 04/30/2024

Exhibit C to Exhibit 1 — 04/30/2024

https://usdecourtservice.com/cv-00480/

VIEW
(PDF)

VIEW
(PDF)

VIEW
(PDF)

VIEW
(PDF)

VIEW
(PDF)

VIEW
(PDF)

VIEW
(PDF)

VIEW
(PDF)

VIEW
(PDF)

VIEW
(PDF)
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. - . VIEW
Preliminary Injunction — 05/01/2024
(PDF)
_ VIEW
Motion for Clerk’s Default — 06/05/2024
(PDF)
o VIEW
Exhibit 1 to Clerk’s Def RT Dec. — 06/05/2024
(PDF)
Proposed Motion for Clerk’s Default — VIEW
06/05/2024 (PDF)
VIEW
Entry of Default — 06/06/2024
(PDF)
_ . VIEW
Exhibit A (Tracing) — 10/01/2024
(PDF)
Motion for NP Discovery and Leave to Serve 3rd VIEW
Party Subs — 10/22/2024 (PDF)
PO Granting Motion for NP Discovery and VIEW
Leave to Serve 3rd Party Subs — 10/22/2024 (PDF)
Order Granting and Denying In Part Motion for VIEW
NP Discovery and Leave to Serve 3rd Party Subs (PDF)

- 11/04/2024

https://usdceourtservice.com/cv-00480/ 5/5
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Ravenscroft
& Schmierer

Solicitars | Notary | Rechtsan+ifi Services  Asticles Team Careers CSR  Contact How can we help you?
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' Mia Cheng Jul 24, 2023

Fighting Fire with Fire: The First Service NFT in Hong Kong

As cryptocurrency increases in popularity, so does the number of victims who fall for crypto scams. With unidentifiable
perpetrators due to the intrinsic anonymity of the crypto world, courts have found new ways to serve notice of legal
proceedings, including the use ofcrypto productsagainst those who used such elements to do harm in the first place. In Wang
Chichen v FeCommercefDeals Co., Limited and 20 others, we secured the first grant for a service NFT in Hong Kong, hetping to

establish this novel method of alternative service as part of a wider gtobal movement.

Authors:
Anna tau, Partner
Mia Cheng. Intern

What is alternative service?

Service is when an individual is formally notified of any legal proceedings against them and is required by Cap. 4A The Rules of the
High Court, Order 10, s1(1))1. According to Order 65, sz of the same Rules, personal service involves 'leaving a copy of the document
with the person to be served.2 However, in cases where personal service is impossible. alternative service is usually permitted by the
Court. This is when an individual is served in a manner different from personal service3: for instance, posting a copy of court
documents that have been filed at their last known address, sending emails to known email addresses or any ather form of service

that does not involve direct interaction with the individual to be served

As such. alternative service is common in cybercrime or crypto cases, where the anonymity provided by the Internet means
defendants' identities are often unknown. For instance, in AA v Persons Unknown, Re Bitcoin 2019l EWHC 3556 (Comm) 4, the English
Court allowed service via email, where email addresses and other contact details held by Binance and Tether Holdings Limited (the

plaintiffs) were used to notify the unknown persons of the legal proceedings against them.

Contact Us
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AA v Persons Unknown, Re Bitcoin [2019] EWHC 3556 (Comm) 4

What is an NFT, and how can it be used for alternative service?

NFT stands for 'non-fungible token It is commonly used to represent digital tokens of tangible assets such as art or music, and
ownership of such assets can be recorded on a blockchain — platforms on hosting cryptocurrencies The blockchain functions as a
public digital ledger, recording transactions across various computers The record of such transactions cannot be modified without
altering all subseguent blocks in the chain. hence the name Consequently, ownership over NFTs can be easily verified by checking
transaction records Specific information is also stored in the NFT's metadata. such as artists’ digital signaturess This makes NFTs

non-fungible as they cannot be exchanged for one ancther since they are unique, belonging to only one owner at a time

The first use of crypto wallets and the blockchain for alternative service was seen in LCX AG, -v- John Does Nos 1 - 256. where the
US Supreme Court granted alternative service of a terporary restraining order through ‘airdropping’ - the unsolicited transfer of a
digital token to an address on a blockchain - a service token into a crypto wallet. The token contained a hyperlink to the relevant

Court documents, allowing the claimant to track whether the documents had been accessed and the corresponding IP address to be

logged

Soon after, in DAloia v (1} Persons Unknown (2) Binance Holdings Limited & Others [2022] EWHC 1723 (Ch)7. the English court
approved alternative service by NFT. This was done through airdropping an NFT into the crypto wallets to which the Claimant had
previously transferred cryptocurrency as well as ordering alternative service via email Mr Justice Trower held that this would lead to
a higher likelihood of the defendants being notified of the proceedings. thus establishing the precedent of service NFTs being
allowed by UK Courts

Qur case: a summary

In establishing the precedent of alternative service by NFT in the jurisdiction, Wang Chichen v FeCommerce fDeals Co, Limited and
20 others is the first case of its kind in Hong Kong We successfully secured injunctions to freeze our client’s assets as well as self-
identification orders against unknown defendants following a cryptocurrency investment scam The Court granted alternative service
via our suggestion - airdropping an NFT with a link to the court documents into the unknown defendants’ crypto wallet addresses
This increases the probability that the defendants will be notified of the injunction and self-identification orders, which in turn assists

our client in righting the wrongs that have been committed against them

Thus. by embracing innovation and possessing a thorough understanding of the technology used by our client. we not only helped
our client get one step closer to justice but atso brought forth a new method of alternative service reflecting the digital world's
increasing relevance Our awareness of the changing world is paramount, particularly when placed at the forefront of litigation where

novel solutions must be concocted



The ramification of service NFTs

While the Courts' embracement of technolagy may increase the likelihood of defendants being notified of legal action against them,
this probability must not be overstated. It is unlikety for a defendant to reveal themselves if they are truly so anonymous that an NFT is
the only way to serve them. It could be argued that defaulting provides the incentive for self-identification, but it is almost impossible
to enforce judgment against an anonymous defendant's assets if they truly do default whilst remaining unidentified. This is due to the
nature of crypto wallets - only the owner has access to the stored assets. Thus, it is highly unlikely claimants will be able to recover or

be fully compensated for their lost assets despite serving defendants via an NFT,

As such, it is likely that although alternative service via NFTs will become increasingly common, the practical effects of such methods
of service remain to be seen. Regardiess, as technology continues to advance and cases like ours result in courts becoming more
familiar with the virtual world, it is equally likely that more efficient and certain methods of serving court documents will be created.
Disclaimer: This publication is general in nature and is not intended to constitute legal advice You should seek professionat advice before

taking any action in relation to the matters dealt with in this publication.

For specific advice about your situation. please contact:

Internet Fraud Continues
to Rise: Do This If You Fall

Hong Kong alert to data
protection challenges as

A Minor Matter or a Major
Breach? Analysing the

Victim technology evolves: a... Legal Implications of...
Got scammed? This succint Privacy Laws in Hong Kong are In today's interconnected
guide walks you through what set to be amended following digital world, cybersecurity
you should do and what you developments in Al and breaches have become alltoo
can expect should the.. increased cross-border data.. common. posing significant..
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The Wayback Machine - https://web.archive.org/web/20250127192434/https://www.scmp.com/news/hong-kong/...

Hong Kong courts Hong Kong / Law and Crime

Hong Kong court order sent to cryptocurrency wallets, setting new

precedent

Lawyer says this is first time among major common law jurisdictions that court order effectively served by
way of tokenisation

Reading Time: 3 minutes @

Kahon Chan
Published: 12:30pm, 25 Jan 2025 | Updated: 7:24pm, 25 Jan 2025

Advertisement

https:/{web archive .org/webi20250127192434/https:/iwww scmp.com/news/hong-kongflaw-and-erime/article/3296250/hong-kong-coun-order-sent-cryplocurrenc...  1/3
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A Hong Xong court order related to a fraud claim has been “successfully executed” with
the assets involved “effectively suspended” after being sent to two cryptocurrency
wallets using tokenisation technology, a novel approach that experts predict will set a

precedent for other jurisdictions and boost the city’s appeal as a tech hub.

Advertisement

The injunction order, which prohibits disposal of assets “worldwide and in Hong
Kong”, was served to the unknown holders of two wallet addresses on the Tron
blockchain after a Hong Kong company fell victim to a false representation scam and
lost more than US$2.6 million.

The civil claim’s plaintiff is Worldwide A-Plus, a marketing consultancy that transferred
US$2.66 million worth of Tether, a stablecoin pegged to the US dollar, to two wallets
controlled by scammers that purported to be salespeople from a hacked online
marketing platform.

The order, which listed the unknown holders of the two wallets as the case’s defendants,
was granted by High Court Deputy Judge Douglas Lam on December 5 and
subsequently served by law firm Ravenscroft & Schmierer in the form of a “tokenised

legal notice”.

Public records retrieved on blockchain scanner platform Tronscan on January 17 show
that both wallets contain a token named “2-Jan25-Notice”, which was transferred on

January 3 and carried a message that stated the initial court order remained in effect.

Advertisement

https:fiweb.archive org/web/20250127192434/hups:www.scmp.com/news/hong-kong/iaw-and-crime/articie/3296250/hong-kong-court-order-sent-cryptocurntenc. ..
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“Please refer to the hyperlink in our previous legal notice dated Dec 9 2024 for a copy
of the relevant court order and the plaintiff’s statement of costs, which has now been

served on you, by way of Tokenised Legal Notice,” the message read.

hitps:/iweb.archive.org/web/20250127192434/htips:/www.scmp.com/news/hong-kong/law-and-crime/anicle/3296250/hong kong-court-order-sent-cryptocurrenc...  3/3
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Inscription #70,323,799 | Ordiscan

Q. Blocks Inscriptions Runes Connect

text/plain;charset=utf-8

VIRGINIA S. CHOW

V.

DEFENDANT “1” a/k/a “KAI XUAN WANG” and JOHN DOES 1-
20, as yet unidentified Individuals, Business

Entities and/or Unincorporated Associations.

United States District Court Eastern District of
Louisiana
Case No. 2:24-cv-00480-DJP-DPC

SEE IMPORTANT LEGAL NOTICES BELOW

On April 15, 2024, in the United States District
Court for the Eastern District of Louisiana,
VIRGINIA S. CHOW filed a Second Amended Complaint

for Conversion of Stolen Cryptocurrencies.

The filings and orders in this matter are available
at the URL 1link below:

https://usdccourtservice.com/cv-00480/

NOTICE NOG. 1 TO DEFENDANTS

If you fail to respond to this Complaint, judgment
by default will be entered against you for the
relief demanded in the Complaint for Conversion of

Stolen Cryptocurrencies,

To prevent this from happening, you must file a
response with the court clerk or administrator

Jithin 21 days from the date this message .as

https://ordiscan.com/inscription/70323799
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Blocks Inscriptions Runes

Reacan Charleston Thomas

Inscription #70,323,799

Inscription ID
84e68186addc0c75349504730bd988cc537db90ad985d4ff3¢c86b23... 2a1488i0

Owner
3JMjHDTJ...HrHRKBUG

Content size
2.07 kB

Sat number
1,966,877,807,407,242

Creation date
Apr 24, 2024, 1010 PM (11 months ago)

Creation transaction
84e68186...fd2a1488

Creation block

840,668
Activity
Type From To Tx Date
Inscribed 3JMjHDTJ...HrHRk8UG 84¢68186...fd2a14388 Apr 24, 2024, 10"

£ ordiscan

https://ordiscan.com/inscription/70323799 212
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Biockchain.com Sign In

3JMjH-RK8UG
Base58 (P2SH)

Bitcoin Address
3JMJHDTUKPnrvS7DycPAGYCASHIHRKBUG

Bitcoin Balance

Q.27367766 « $24,038.60

Wallet Chart

Summary

This address has transacted 25,109 times on the Bitcoin blockchain. It has received a total of 64154.37966326 BTC
$5,635,028,165 and has sent a total of 6415410598560 BTC $5,635,004,127 The current value of this address is
0.27367766 BTC $24,038.40.

Total Received @ Total Sent @ Total Volume @
64154.37966326 BTC 6415410598560 BTC 128308.48564885999 BTC
$5,635,828,165 $5,635,004,127 $11,270,032,292

Transactions @
25109

Transactions

ID: 4711-f514 From 3JMj-k8UG -5.80285796 BTC » -$439,428
1/28/2025, 21:23:27 To 2 Qutputs Fee 97.5K Sats » $85.60

ID: df70-177d From 3JMm-k8UG 0.0000060@ BTC « $0.53
11/13/2024, @9:17:08 To 3JMj-k8UG Fee 138 Sats « $0.12

ID: 2277-363@ Fram 695 Inputs -19.95538779 BTC « -$1,752,790
12/12/2024, 18:31:46 To 2 Qutputs Fee 633.3K Sats « $556.29

ID: 8¢c26-175f From 786 Inputs -49.75507809 BTC « -$4,370,259
12/04/2024, 20:17:03 To 2 Qutputs Fee 429.7K Sats ¢ $377.41
m ID: 4891-dé5d Frem 460 Inputs -49.27636791 BTC » -$4,328,211
12104172024 11:58:44 To 2 Outputs Fep 147 8K Qate ¢ ®147 R
Home Prices Charts NFTs Buy More

https://www blockchain.com/explorer/addresses/bte/3IMjHDTIjKPurv S7DycPAgY cAGHrHRk8UG 113
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Blockchain.com

Address: 3JMjHDTJjKPnrvS7DycPAgY cAGHTHRKBUG

ID: 39e3-%efS
11/02/2024, 23:10:29

From 3JMj-k8UG
To 2 Outputs

-20.18531138 BTC » -$1,765,958

Fee 34.7K Sats » $30.44

ID: e%c3-4e86
18/02/2024, 01:27:24

From betp-imxf
To 2174 Outputs

0.00000546 BTC » $0.48
Fee 191.3K Sats « $168.06

ID: 954f-69¢0
9/27/2024,17:38:03

From 82 inputs
To 2 Outputs

-19.55990549 BTC » -$1,718,052

Fee 30.2K Sats « $26.52

ID: 2332-2d61
8/05/2024, 06:13:22

From 183 Inputs
To 2 QOutputs

-9917415361 BTC « -$8,711,005

Fee 83.7K Sats « $73.51

ID: 1d50-f@c4a
6/03/2024, 23:35:33

From 21 Inputs
To 2 Qutputs

-17.39173564 BTC « -$1,527,610

Fee 59.9K Sats « $52.62

ID: 8¢68-7775
4/26/2024, ©5:22:17

From 2 Inputs
To 2252 Outputs

2.00000546 BTC « $0.48
Fee 3.7M Sats » $3,214.77

ID: 84e6-1488
4/24[2024, 22:04:46

From bclip-ezyw
To 3JMj-kBUG

0.00000546 BTC « $0.48
Fee 64.3K Sats « $56.44

ID: 5868-68e5
424]2024, 21:31:27

From bclp-33w3
To 3JMj-k8UG

2.00000546 BTC » $0.48
Fee 236.8K Sats « $20799

ID: 8a@0-fc34
41242024, 20:17:51

From bclp-er2t
To 2223 Outputs

0.00000546 BTC » $0.48
Fee 12.4M Sats « $10,889.60

1D: d@eb-7ff2
3/25/2024,11:23:50

From 2 Inputs
To 1670 Outputs

0.00000546 BTC « $0.48
Fee 756.5K Sats « $664.44

ID: 5f3d-152¢
3/15/2024, 94:07:15

From 2 Inputs
To 1401 Qutputs

0.00000546 BTC » $0.48
Fee 1.9M Sats « $1,654.68

ID: 9e13-2256
2/29/2024, ©@9:38:59

O|O|O|O10|0[0|0]0|010]0

From 3JMj-k8UG
To 2 Outputs

-50.93845281 BTC ¢ -$4,474,201

Fee 127.6K Sats « $112.10

Home Prices

Charts NFTs

https:/fwww blockchain.com/explorer/addresses/bte/3YMjHDTJjKPnrvS7DycPAgY cAGHIHRkBUG

Buy Morzs



26/03/2025, 00:57 Address: 3IMjHDTIjKPnrvS7DycPAgY cAGHrHRKEUG

Biockchain.com

Explore top crypto assets.

B Theta Protocol Monero Tronix
THETA XMR TRX
@ EQSIO protocol Loopring
EOS LRC

Chiliz
CHZ

Moonbeam NEXO Hedera
GLMR NEXO HBAR

Mome Prices Charts NFTs

https://www blockchain.com/explarer/addresses/btc/3IMjHDTIjKPnrvS7DycPAgY cAGHIHRKBUG

W
~(5)

w w

Buy

More
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Address 32stz4yrsBHDIJp3 WMXN3U4KK3BZUH3wckw | Ordiscan
Cennect bl

Q. Blocks Inscriptions Runes

© Address
32stz4yrsBHDJp3WMXN3U4KK3BZUH3wckw

BRC-20 Activity

Rare sats

inscriptions Runes

No inscriptions owned by this address

£ ordiscan

https:/ardiscan.com/address/32stz4yrsBHDIp3 WMXN3U4KK3BZUH3wckw

11



26/03/2025, 00:59 Address 3BGJuYeHak3WhSjStkNz25XJnE23dFiQam | Ordiscan

Q. Blocks Inscriptions Runes Connect

€ Address
3BGJuYeHak3WhSjSrkNz25XJnE23dFiQam

Inscriptions Runes Rare sats BRC-20 Activity

No inscriptions owned by this address

£ ordiscan

https://ordiscan.com/address/3BGJuYeHak3WhSjSrkNz25XInE23dFiQam

1
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Q. Blocks Inscriptions Runes Connect

€© Address

39HL58CKPYQILQVIE893bJJeuFGt7hwUDu

Inscriptions Runes Rare sats BRC-20 Activity

No inscriptions owned by this address

£ ordiscan

https://ordiscan.com/address/39Hb58CkPY 9i LQV8893blJeuFGt7hwUDu
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TERRREFGNZEREREEE? !

. louisli.eth 0x5d30  February 7th, 2025 Mint

BENRSTEANARRE TE—EMMEGRE - EPEIETERA  BNBREN—LR2AME - RS
RRERERBEMRE T —EERRLHEERNUSDTES - METEES » FREERT - FH—
EEETEIFETSENA  RERBHESERE - EEER—LRRTE - ZRIE - EBYIFT
Mg E R - EEECHyoutube B TURINATEE BB - FRENARAIMUEE (EEF) - RIERKBER

8 BHEREERENER  EUFENER-TAS » AEARORERMR -

https://mirror.xyz/louisli .eth/PBFOtL-Rh1 FOI4Y SIApG72AnAc_Ea52zL KIR60TcS%iM 114
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ERSZERETEEBRRMEEN - IMESHARENBZEENEEREARSRGERE
B AHASEEM - BSARR4NEN  RRATDRKRZBAKAEER  BREEAN TENR
ENLBEE ) - BRESHRNINBEY > (HILEMEERER - &R ERHABEREA
RORHT FESEAREEE  HERKEEESRMRIBNAL  ERFEBNRR AT RIARFIR
RINBEBIE -

ExAEL: Sttt ess AERERMERNSESREEEE RELBEM | BH0
https://www.hk0O1.com/article/1096910

SEMRYRBIZ B

ERNEEA

RUR—RRBHD > BE—FER - REAR—MAALT > MERAZRMEERNTronE ML - 32
260EBUSDT « TREFIZ T - BRAMIEMERESEA - —LAFAMNEERS LNERSRS - 88
EHAENTRZBAERE AP - REESHRSASHEESCHMARSEKEA - ERERE
8 MEEZNTonEBERTMAUNASENBREA -

EEINREILRS FHEE
AT RIAERG TICRS FHEE - 2Tron (Ri8) SEMUSDT (HENMBRENS IRE

) » HE1400BES - 2HR IRSUSENETRES - ROEPORER S - Eh—Er
USDTHEERBEIE -

BEERIEERERERTRLRS
RINMEARARIEAS S - FRPRRAELE T RAERERERGEL T RIS - 2EHEM -

<2-Jan25-Notice (LDT2JAN25)> TRC20
& Tron explorer » HME U ZIRFE Trontttit FRHWCRFRBAERER T

XHH2025F 1AM ¢

tronscan.org

& tronscan.org

https://mirror-xyz/louisli eth/PBFOLL-Rh1FOI4Y SIApG72AnAc_Ea52zLKIR60TeHiM 214
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#Tron explorera] R, » FIAX 4y 22— TRC204 » HBIEE T 0.000000000000000001 ZIHRME
Mgk -
TASg72YBCLYdoAwS5tRraS7TSFGYa5SwCiDT ] TNQDWpLFRJfQcKK4QZ2JrYSrzo9TcjtD8V -

B - KFTERMUIEE TC8PHHOBRPGIRXJzZWel RxhBP1AqGpuaK4D -

transferWithMessage(address _to, uint256 _value, string _message)

# Name Type Data

0 _to address TASg72YBCLYdodwStRra97TSFGYaswCiDT O

1 _value uint256 1

2 _message string Please be informed that pursuant to the Order of Mr Recorder William Wong SC on 27 December 2024

{1) the Injunction Order granted by Deputy High Court Judge Douglas {am SC on 5 Dec 2024 shall
continue until determination of this action or further Order; (2) costs of the hearing be paid by you as the
Defendants jointly and severally to the Plaintiff forthwith, to be summarily assessed. Please refer to the
hyperlink in our previous egal natice dated 9 Dec 2024 for a copy of the relevant court order and the
Plaintiff's statement of costs, which has now been served on you, by way of Tokenized Legal Notice. Yours
faithfully, Ravenscroft & Schmierer

—
I, SwitchBack | 1% Advanced Filter

frexplorerdt RAEE Ztoken& U< 2-Jan25-Notice (LDT2JAN25)> » MiKRAEBDXHAS « [REFLE
HIXHAR » Bfctransfer tokenfH{ER T transferWithMessage 53T 7T —BRX=F - BT :

Please be informed that pursuant to the Order of Mr Recorder William Wong SC on 27
December 2024 (1) the Injunction Order granted by Deputy High Court Judge Douglas Lam
SC on 5 Dec 2024 shall continue until determination of this action or further Order; (2) costs
of the hearing be paid by you as the Defendants jointly and severally to the Plaintiff forthwith,
to be summarily assessed. Please refer to the hyperlink in our previous legal notice dated 9
Dec 2024 for a copy of the relevant court order and the Plaintiff's statement of costs, which
has now been served on you, by way of Tokenized Legal Notice. Yours faithfully, Ravenscroft
& Schmierer

MENFTEFI< TRC721

RUEXFRBTR » 12 AFEREZCEBEMBEEA—R - BIRETron explorerktk » FREEHKRENIE
RAMTRC20 token transfer » {E{FFOKlink explorer » FAEMRINEEN12 AREEE MM TRC7218NFT
transfer » FBOKIINkBRAREERTNFTHIFBAS » ARIBMBENFTHIETF » FBIZ : <Court
documents for hearing on 13 Dec 2024 (Doc131224Hearing)> 1 <Legal Notice HCA24170f2024
AML Freeze Order (LegalAMLNotice)> °

https://mirror.xyz/louisli.eth/PBFOtL-Rh1FOI4Y SIApG72AnAc_EaS52zL KtR60TcOIM
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TRCZ0 NFT  TRC10 NFT. @ 28 ~ Qv

3

= S SARRLINCES =} REAMRUDT ~ @ e
#it 2 KAIRE
QB BUR () 527 (o) ES- fom KRB ID
~ ) Docid2..,
9db0d33fd87ea72fbcd.. 67775409 2024/12/12 12:11:33 TKQéCS...BqESRD T In  TASg72.aSwCiDT It; TRC721 Court do . §2
~ . LegalAM. ..
dsf63b2ea?f2b26esd5nn... 67725676 2024/12/10 18:54:12 TKQéCS..8QEEBd T In TASQ72. aSwCiDT 7 TRCT21 Legal No e #2

https://www.oklink.com/zh-hans/trx/address/TASg72YBCLYdo4w5tRra97 TSFGYadSwCiDT/token-
transfer/nft

{EBTronfINFT marketplace ape.nfIEENFTS AL » LREEETINFTROENSR -

LegalAMLNOotice: &

https://mirror.xyz/louisli eth/PBFOtL-Rh1 FOI4Y SIApG72AnAc_EaS2zL KtR60Tc%iM 4/14
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22 Floor, Bupa Centre, 141 Connaught Road West,
Ravenscroft R
FHETHEN 4] RIFEDL 2

& Schmierer Tel W% (852) 2388 3899

.. R F i B (852) 2385 2696
Solicitors Notary Rechtsanwilte ﬁw
Established since 1985

Your Reference : Tobe advised Please Reply to . Ms. Anna Lau / Ms. Erica So
Qur Reference © AL-20315-24-LIT Email : Nil

Date : 6 Dccember 2024 (Friday)

To: (1) Holder of Wallet Address TNQDWpLFRjfQcKK4QZ2JrYSrzo9TcjtD8V

Re: HCA 24171 2024

1. We act for Worldwide A-Plus Limited, the Plaintiff of the proceedings HCA 2417/2024 in the
High Court of Hong Kong (the "Ongoing Proceedings”).

2. We now send you, by way of service, the following court documents for your immediate
attention:

a. Writ of Summons (indorsed with an Indorsement of Claim and accompanied by the prescribed
forms of Acknowledgement of Service and Notes of Guidance) issued on 6 December 2024
(“Injunction Order");

b. Order for Injunction Prohibiting Disposal of Assets Worldwide and in Hong Kong made by
Deputy High Court Judge Douglas Lam SC dated 5 December 2024 against the 1% and 2™
Defendants with penal notice endorsed thereon;

c. Plaintifs Summons filed on 6 December 2024 for continuation of the Injunction Order
retumable on 13 December 2024 (Friday) at 10:00 a.m. before the Honourable Mr. Justice
Wilson Chan in Chambers at the High Court of Hong Kong;

d. Skeleton Submissions of the Plaintiff and List of Authorities with causes used at the hearing
on 6 December 2024, and

e. Hearing Bundle used at the hearing on 6 December 2024, containing, inter alia, a copy of the

Affirmation of Lau Man Ting dated 4 December 2024 together with the exhibit referred to
therein.

3. The documents referred to paragraph 2 above can be accessed here:

Lormers S84 Cunsulionn EFEIHEET Associates #£EF

Slefan Schrmierer David Ravenscroft A*® LeuXKa Yan RIFERR

Lau Man Ting PIHE Lovie Lee FEH Erica So &EE4L
Samantha Bradley

Michael Poon 7%

dited Mediator/Notary Public
* Civil Celebrant of Marriages

)S Ravenscroft
& Schmierer

Solicitors Notary Rechtsanwiilte

https://mirror.xyz/louisli eth/PBFOtL-Rh1 FOI4Y SIApG72AnAc_Ea522] KtR60TcSM 6/14
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22 Floor, Bupa Centre, 141 Connaught Road West,

RS Ravenscroft Singlig
» - ERTHEET 4] BERD 2218

24 & Schmierer Tol 2 (850) 2388 3655

. = F. H (852) 2385 2696
Solicitors Notary Rechtsanwalte a"m‘?ﬁz e :
Established since 1985

Your Reference . To be advised Please Reply to 1 Ms, Anna Lau / Ms. Erica So
Our Reference ¢ AL-20315-24-LIT Email : Nil

Date : 11 December 2024 (Wednesday)

To: (1) Holder of Wallet Address TNQDWpLFRjfQcKK4QZ2JrYSrzo9TcjtD8V
(2) Holder of Wallet Address TASg72YBCLYdo4w5tRra97TSFGYaSwCiDT

Dear Sirs,
Re: HCA 2417 of 2024

1. We refer to the captioned proceedings and the Retum Date Summons scheduled to be heard on 13
December 2024 (Friday) at 10:00 a.m. before the Honourable Mr. Justice Wilson Chan in Chambers
at the High Court of Hong Kong (the “Hearing”).

2. We now send you herewith, by way of service, the following court documents for your immediate
attention:

2.1. Skeleton Submission of the Plaintiff and List of Authorities with causes to be used at the Hearing
dated 11 December 2024; and

2.2. Hearing Bundles A & B to be used at the Hearing, containing, inter alia, a copy of the Affirmation
of So Yee Shun Erica and Affirmation of Chu Joshua Allen Kiu Wah both dated 11 December 2024
together with the exhibits referred to therein.

3. The documents referred to in paragraph 2 above can be accessed via the below link:

4. Kindly acknowledge receipt.

5. All of our client's rights and remedies are expressly reserved.

Yours faithfully,

R4

Ravenscroft & Schmierer

Enci.
Pormers 392 Cousdrants EFEIRTE Assonates &
Stefan Schnerer David Ravenscroft A* Lau Ka Yan $IFER:
Lau Man Ting R|&3E Louie Lee RS Erica So EB4L

Samantha Bradley

Michael Poon &+
A Aecredited Mediator/Notory Public
* Civil Celebrant of Marviages

EMENFTXENEEHIR TKQEC62cWsUmtj8Bsf2p50QcbKBg8qESBd » Ml 2 BITRC20MERIEE
Mk R—#x -

https://mirrorxyz/louisli .eth/PBFOtL-Rh1FOI4Y SIApG72AnAc_Ea52zL KtR60Tc9iM 74
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WiEst A TolRs ASEEEN{E <Legal Notice HCA2417/2024 AML Freeze
Order> TRC20

BE TKQ6CH62cWsUmtj8Bsf2p50QebKBg8qESBd (#2hTtE) BRI - BRI TEERIER
N8 ENE4 TCVEIg30IMdRIMLPSGPferhudWb5svCkaq9 » iFEith#ktron explorerEAH R
B o ERARKEEREMNtransferZ24 1B » EE12HZARSEEERE -

tronscan.org

& tronscan.org

Contract
® ¢ TCvE1g301mdRIMLPSGPferhu)Wb5vCkaq9 © = ®
Suspicious | Add aprivatename -

&\ [Risk Warning] This contract has been reported to be a phishing contract by multiple users. Please be cautious!

EEREIIOKINKEERRE » EREER - MBAEHBRI R <Legal Notice HCA2417/2024 AML
Freeze Order> 12 BAMENFTHR FENINFRHHBRTE 1% - TEREBRLAR - kRS > 5
arkham visualizerS2 IR EN R FEE TNQDWpLFRJfQCcKKAQZ2JrYSrzo9TcjtD8V FHA3Z B HIEL fthith
it -

https://intel.arkm.com/visualizer/entity/TNQDWpLFRjfQcKK4QZ2JrY SrzoQTcjtD8V?
flow=all&positions=%7B%7D&sortDir=desc&sortKey=time&usdGte=0.1

AIMBENRE—IXHR2ATNFTAFTREARNERE - B1NABRMFTER » WKRAERI BNIER
BEXHRAS  AREMN—EtokenHEMTET - HEHRR

EENXGEIERR - BELEE - RZEERRRNEENL

https://mirrorxyz/louisli .eth/PBFOIL-Rh1FOI4Y SIApG72AnAc_EaS52zLKR60TcOM 814
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HERE  RRENIBHFAREZZ  REBNT  BARGEESER - RUB AKX/ - TUE
FAgoogle spreadsheetiE&{FHHER - FRLAREIITREronBE T IF SR » FAESFT—ARER
ERER - BEENEZRRET » ETRERFELCERGENERGE—FE -

TRQ8CE2cWsUmijiBsl2pSoticbKBgaqESRY Legal Notice HCA2417/2024 AML Freeze Order  TCvE1g301mdRJMLP5GPierhuJWbSvCkqnd - 1115

TKQGCSZchUmﬁSBstSOchKBgﬂqESBd Legal Notice HCA2417af2024 AML Freeze Order TTxcRmBotYnWUBSF1TPV2KGiow8cDJugis  TRET21 12/10
TKQBCE2cWsUmtBBsf2p500cbKBgBESAE  Court documents for hearing on 13 Dec 2024 TATQEJbud88vXYaykyAUrsQwvmBwvitpUF [N 1211
TKQBCE62cWsUmtj8Bsf2p5oQcbKBoBaESBd Court documents for hearing an 13 Dec 2024 TJEGKkFcyNidj1DkNuU7EpR7eQf6ZYjrvMC TRCT21 1212
1'KQEC&2chUnf!iBBs12p50QchKBngE§Bd 19-Dec Notice (19-Dec Notice) TNGA7 SjtSeW9nweGCiuPjRHmySismUsGJn 12/19

2-Jan25-Notice (LDT2JAN2S) TNd3ISX6A56G4FtsUhsBHuSVxvng2z7n3ig 13

https://docs.google.com/spreadsheets/d/1Esui_p2stdYUU3QTO207h266MDwtf4f_FHBeWi8DIrE/

1 {RLRIAR S F kbR

Xt E 2 TC8PHHO8RPGORXJzWel RxhBP1AgGpuakK4D » {BE 118112 B XX {4-a0hAD
£ TKQB6C62cWsUmtj8Bsf2p50QcbKBg8qESBd » EMAMBARANEE - EFRMLIAETAR
arkham » IR A E M@t H TEIRIE -

QMMERBERERE MR » AN EEname serviceB 338 » Hlilethereum EHENS

(Ethereum Name Service) > solana %SNS (Solana Name Service) - HRBUIEDNS (Domain
Name Service) —#% » i$BAIPHRISERC R AR ET LR EF » fldlgoogle.comBEHR—(EIPFLZE
3172.253.118.113 - a1t tEEEIPHE F REEE - name service A IAEREFRIBEANER - =
REEEETESAMERHERTEERR - (FA—REEEME - FAEER—RBEANBERT - AF
BFREARIRES B IERIINGE - BL—ETNS (Tron Name Service) th100TRX » iELERE
MEMEEXRST »

hkhighcourt.trx

Register

TNSERER

A EECEHRERRDNML AR EARENIH ? MERELINS - RAEERRE—t » EHAERSH—
M ERAMERRSHI # RS ARNICHRETEZNRIRIF - BRAFAERAIMEI RIEBFGAR - 3

https://mirror.xyz/louisli.eth/PBFOLL-Rh1FOI4Y SIApG72AnAoc_Ea52zLKtR60TcHiM 9/14
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BEREAATLTTMURERMNNERASREENXNE NRIGHAFEE) T BEAZHERARE.? (BE
XHEHIETRT  EEMHBR14EER - OMUGHEIE) EREAER -

2 - XFHIEAA—

BERRT  RIEAHENFRBABRRT -

© XHERERA Tofa BRA T/
«  ARAEXMHER - BRXEE
+  BHINRIABLERER - FENESR

BNES/ NBLEINRERTEE - MARENBURERFTNERY - FROMHFEREOEEIE ? £
SRERIBE ( ARSUFSRERER  EXCEBFRERRR - BERENTBRIERNEREKT]
il »

3 - EENSNERFA

S ERE—TUSDTHER » USDTEH Tether AT 47601 : 1ETBEY » —RAOMBEEGIW
BTCHETH#E R ERIMER—1% » E— AR OIMERRE » TetheriBBFIAUSDTHIRARIEHIAE » BAR
#HEcrypto » RMEBRITHEFFER °

FRbA » E—AnEEERTRE  BERGICAKER  ERNASEESEKTether AT EUSDTREEE
HiEES MM AR RE > It—RBEHUSDTHE B LERE » FEREE > RTREFOE
W - BEARNRERER - ERTetherHIHEMIINET 5 TetherBRTREE - BERMNFE - BREEH
E5KRE) » SFERSCERE » BRI R ELRER - Tether—RPEFRIFRITHH - Tether2—RH
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IN THE MATTER OF BINANCE HOLDINGS LIMITED AND BINANCE.COM

APPLICATION OF BINANCE HOLDINGS LIMITED
For a Confidentiality Order, Sealing Order, and Order that All Hearings be Heard /n Camera

Under Rule 17(1) of the Capital Markets Tribunal Rules of Procedure and Forms, made under the
Statutory Powers Procedure Act, R.S.0. 1990, ¢. $.22, s. 25.1

NOTICE OF APPLICATION

A. ORDER SOUGHT

The Applicant, Binance Holdings Limited seeks the following Orders:

1. An Order to protect the confidentiality of any applications or motions (the
“Confidentiality Order”) brought during the investigation commenced pursuant to Part
VI of the Securities Act, R.S.0. 1990, c. S.5, in the Matter of Binance Holdings Limited

and Binance.com (the “Investigation™);

2. An Order that any materials issued pursuant to the herein application (the “Application™)
or to the Application For an Order revoking the Order issued under Subsection 11(1)(a) of
the Securities Act, R.S.0. 1990, c. S.5 on May 10, 2023 and an Order quashing the
summons issued under Section 13 of the 4cf on May 11, 2023, delivered by Binance on
May 18, 2023 (“Application to Quash”), be placed in a sealed envelope in the

Investigation’s file, that the envelope be kept confidential and not form part of the public
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record, and only be made available to the parties, the legal counsel for the parties, and the

Tribunal, pending further Order of the Tribunal (the “Sealing Order™);

3. An Order that any and all hearings scheduled in relation to the Application or Application
to Quash proceed before the Tribunal in camera (“In-Camera Order”);

4. Such further relief as counsel may advise and this Tribunal may permit.

B. GROUNDS

Background

5. The applicant Binance Holdings Limited (“Binance”) is a corporation incorporated under
the laws of the Cayman Islands.

6. Binance operates the crypto asset trading platform binance.com (“Binance Trading
Platform™).

7. On May 10, 2023, the Enforcement Branch of the Ontario Securities Commission (the
“Commission”) issued an Order pursuant to s. 11(1)(a) of the Securities Act, R.S.0. 1990,
c. 8.5, dated May 10, 2023 (the “Investigation Order™), appointing several Staff members
to investigate and inquire into matters relating to the Binance Trading Platform.

8, On May 11, 2023, the Commission issued a summons pursuant to s. 13 of the Securities

Act, RS.0. 1990, c. S.5, dated May 11, 2023 (the “Summons”), requiring Binance to
produce certain documents and information related to the Binance Trading Platform by

May 25, 2023.
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On May 18, 2023, Binance delivered a Notice of Application for the Application to Quash
to the Capital Markets Tribunal, seeking to revoke the Investigation Order and to quash the

Summons as an abuse of the Commission’s process.

Any Applications Brought During the Investigation Should be Kept Strictly Confidential

10.

11.

12.

Binance and the Commission are strictly prohibited by s. 16 of the Act, with some narrow
exceptions, from disclosing the existence or contents of the Investigation Order or

Summons. Section 16(1) states as follows:

16(1) Non-disclosure

Except in accordance with subsection (1.1) or section 17, no person or company shali
disclose at any time,

(a) the nature or content of an order under section 11 or 12; or

(b) the name of any person examined or sought to be examined under section 13, any
testimony given under section 13, any information obtained under section 13, the
nature or content of any questions asked under section 13, the nature or content of any
demands for the production of any document or other thing under section 13, or the
fact that any document or other thing was produced under section 13.

In order to ensure compliance with s. 16 of the Act, Binance requests that any applications
or motions brought pursuant to the Investigation, including the Application and the

Application to Quash, be subject to the Confidentiality Order.

As the Application and the Application to Quash disclose information regarding the
Investigation Order and Summons, Binance requests that any materials filed with respect
to the Application or Application to Quash be subject to the Sealing Order, and that any

hearings scheduled pursuant to either Application be subject to the In-Camera Order.
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13.  Pursuant to s. 25.0.01 of the Statutory Powers and Procedures Act, the Capital Markets
Tribunal has the power to make orders with respect to the procedures and practices that

apply in any particular proceeding, and thus has the power to make the Orders as requested.
14.  Binance pleads and relies on:

(a) Sections 11, 13, and 16 of the Securities Act, R.S.0. 1990, ¢. S.5;

(b)  Rule 17 of the Capital Markets Tribunal Rules of Procedure and Forms;

(c) Section 25.0.01 of the Statutory Powers Procedure Act,R.S.0. 1990, c. S§.22;

(d) Such further and other grounds as counsel may advise and the Tribunal may permit.

C. THE FOLLOWING DOCUMENTARY EVIDENCE will be used at the hearing of the

Application:

15. The Investigation Order and Summons issued by the Commission pursuant to the

Investigation;
16. The affidavit of Nikki Basdeo, affirmed on May 18, 2023 and exhibits thereto;

17.  The Notice of Application for the Application to Quash, delivered by Binance on May 17,

2023; and

18.  Such further and other documentary evidence as counsel may advise and the Tribunal

may permit.
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BORDEN LADNER GERVAIS LLP
Bay Adelaide Centre, East Tower

22 Adelaide Street West, Suite 3400
Toronto ON M5SH 4E3

Graeme Hamilton (LSO# 56790A)
ghamilton@blg.com
416.367.6746

Teagan Markin (LSO# 74337R)
tmarkin@blg.com
416.367.6379

Brianne Taylor (LSO# 82082L)
btaylor@blg.com
416.367.6292

Lawyers for the Applicant,
Binance Holdings Limited.

ONTARIO SECURITIES COMMISSION
20 Queen Street West, 22" Floor
Toronto, ON MHS5 3S8

Aaron Dantowitz (LSO# 47384L)
ADantowitz@osc.gov.on.ca
416.593.3678

Counsel to the Ontario Securities Commission
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IN THE HIGH COURT OF JUSTICE G
BUSINESS AND PROPERTY COURTS @NGW:5
OF ENGLAND AND WALES e

LONDON CIRCUIT COMMERCIAL COURT (OBD)

No.C1.-2021-000419

Rolls Building

7 Rolls Buildings
Fetter Lane
London EC4A I1NI,

Thursday. 15 July 2021

Neutral Citation Number: [2021] EWHC 2254 {Comm)
Before:

HIS HONOUR JUDGE PELLING QC
(Sitting as a Judge of the High Court)

(In Private)

BETWEEN:

(1) FETCH.AI LIMITED
(a company incorporated in England and Wales)

(2) FETCH.AI FOUNDATION PTE LTD
(a company incorporated in Singapore)
Applicants/ Claimants in an Intended Action

-and-

(1) PERSONS UNKNOWN CATEGORY A
(2) PERSONS UNKNOWN CATEGORY B
(3) PERSONS UNKNOWN CATEGORY C
(4) BINANCE HOLDINGS LIMITED
(a company registered in the Cayman Islands)
(5) BINANCE MARKETS LIMITED.
(a company incorporated in the United Kingdom)
Respondents / Defendants in an Intended Action

MS J. DAVIES (instructed by Rahman Ravelli) appeared on behalf of the Applicants/Claimants.

THE RESPONDENTS/DEFENDANT did not appear and were not represented.
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(Transcript prepared from Microsoft TEAMs recording)

JUDGE PELLING:

1 This is a without notice application brought by two claimants, Fetch.ai Limited (an English
registered company) and Fetch.ai Foundation PTE Limited (a Singapore registered entity).
As the claim was formulated down to the start of this hearing, three respondents were
identified, being: a category of persons unknown defined as set out in the various draft orders,
applications and the like, which I need not take up time describing at this stage; secondly,
Binance Holdings Limited (a Cayman registered entity); and, thirdly, Binance Markets

Limited (an English registered company).

2 The application is for: a proprietary injunction, worldwide freezing order and ancillary
information disclosure against the first respondent, the persons unknown; a disclosure order,
either in Bankers Trust and/or pursuant to CPR 25.1(g) and/or using the Norwich Pharmacal
jurisdiction, against the third respondent; and an order using the Bankers Trust jurisdiction
and/or CPR rule 25.1(g) as against the second respondent. In addition, pemmission is sought
to serve the proceedings out of the jurisdiction on the first respondent (the persons unknown)
since at this stage it cannot be known whether those persons are in or outside the jurisdiction
of England and Wales and against Binance Holdings Limited, who, as I have explained, are

not registered in, and apparently have no presence in, the jurisdiction of England and Wales.

3 The circumstances which lead to the making of this application are set out in some detail in
the first affidavit of Mr Rahman in support of this application and also summarised in the
skeleton argument filed in support of this application as well. In essence, what is alleged to
have happened is a fraud in which persons unknown were able to obtain access to accounts
maintained by the first claimant/applicant with Binance, within which were held various

cryptocurtencies referred to in these proceedings respectively as: USDT, which is a
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cryptocurrency tethered to the value of the dollar; BNB; BTC; and FET, amongst others. The
way in which these particular accounts are operated is, in effect, as trading accounts so that it
is possible to buy and sell cryptocurrencies using the accounts concerned with counterparties
who at all material times remain blind to the person operating the account in the position of
the first applicant. What is alleged to have happened is that the persons unknown obtained
access to the accounts maintained by the first applicant with Binance and were able then to
trade the crypto assets credited to the account by adopting massive undervalues for the
products traded, with the result that, in the aggregate, losses totaling in excess of US$2.6
million were sustained over a very short period by the simple expedient of trading assets
belonging to the first claimant at massive undervalues, moving the assets out of the accounts
of the claimant to third-party accounts (inferentially operated by or on behalf of those carrying
out the fraud) with the result that significant loss in the sum I mentioned has been inflicted
upon the claimant as a result of the assets being removed at an undervalue. In those
circumstances, what is sought are a proprietary order which is designed to freeze either the
assets which were removed from the first claimant’s account (if and to the extent they remain
identifiable in the recipient account) and/or to restrain third parties in possession of the
traceable proceeds of those assets from dealing with them as if they were their own. In
addition, and because this is a claim which is brought both with personal causes of action and
proprietary causes of action, a worldwide freezing order is sought against those who were
knowingly involved in the fraud for the purposes of freezing their assets worldwide, in order
to ensure to the best that can be achieved that the claimant is able to freeze assets, which will

enable any judgment of the court to have real effect.

4 I do not propose to say anything more about the nature of the fraud. The details relating to
how it was practiced are details which are not critically important to the present application.

It is necessary only to say that, in a table exhibited to Mr Rahman’s affidavit in support of the
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application, each of the relevant transactions which are said together to constitute the fraud
are set out and it is readily apparent from simply reading across the lines of the table how the
fraud operated, in effect, by, apparently, selling assets at below their then offer value and
market price and thereby causing, effectively, a diminution in value of the sums which the

claimant should have had in its account.

5 The first issue which arises, therefore, concerns the parties against whom the orders are to be
sought. The original formulation of the first respondent was to identify the persons unknown
as:

“being the individuals or companies who: (a) obtained access to the
First Applicant’s accounts...on the Binance Exchange and carried out
the transactions on 7 June 2021 as a result of which USDT, BNB, BTC
and FET held in those accounts were transferred to other accounts; and
(b) own or control the accounts into which USDT, BNB, BTC, FET or
the traceable proceeds thereof are to be found.”

6 It occurred to me on the pre-reading of the papers ahead of this application that that definition
was too wide ranging, having regard to the fact that relief was sought which not merely sought
to freeze either the virtual currency that had been removed from the claimant’s accounts or its
traceable proceeds, but sought worldwide freezing orders against those who, at least
potentially, were innocent in the sense of not knowing or having reason to believe, or
reasonable grounds to believe, that assets belonging to the claimant had been credited to their
account. This was a factor that the claimant drew to my attention as part of its full and frank
disclosure and fair presentation obligations and is something which, in my judgment, requires
that the persons unknown be broken down to the three categones discussed in the course of
the argument, being: those who were involved in the fraud against whom it is appropriate to
seek both heads of relief (subject to the points I am going to mention in a moment); secondly,
a class designed to capture those who have received assets, I think, without having paid a full

price for them, or something of that nature; and, third, and most importantly, those who fall

within the category of innocent receivers.
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7 In those circumstances, counsel having taken instructions, in principle, is agreeable to the
three categories of persons unknown being identified in the orders that follow and I need say
no more about it. But it does mean that careful focus has to be maintained on what relief is
being sought as against each of the categories of persons unknown. It is necessary also to
make sure, in relation to the third category, which is my principal concern on an application
of this sort, that it is defined in a way which makes clear that those innocent receivers, who
have no reasonable grounds for thinking that what has appeared in their account belongs to
the claimant, will not find him, her or themselves in breach of the order as a result. That has
been catered for by a qualification which is designed to restrict the scope of the proprietary
relief available in respect of the third class to those assets which the third categories of persons
unknown either knew, or ought reasonably to have known, belong to the claimant or did not

belong to them.

8 The next issue which arises concerns the causes of action which are available and whether,
and if so to what extent, those claims are maintainable against any respondents who are based
out of the jurisdiction. So far as that is concerned, I am satisfied to the standard required for
present purposes that the claimant has reasonably arguable claims based upon breach of
confidence, unjust enrichment and is entitled also to maintain an equitable proprietary claim
based upon constructive trust in respect of assets which have been removed from it dishonestly
and without its licence or consent. It is necessary for me to consider each of those now in
order to be satisfied, at least to the relevant level, that those are causes of action which are not

only available but which are capable of being advanced against respondents based out of the

jurisdiction.

9 So far as the first of those is concerned (breach of confidence), I am entirely satisfied that

there is a realistically arguable claim available to the claimants based on breach of confidence.
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First of all, I am satisfied that the assets credited to the first applicant’s accounts on the
Binance Exchange are to be regarded as property for the purposes of English law. They are,
to put it no higher for present purposes, a chose in action, and a chose in action, as a matter
of English law, is generally regarded as property. That is an important consideration when

considering claims against those located out of the jurisdiction asI explain below.

10 It is next necessary to consider the role of the private key, which is the means by which
someone is able to trade assets nominally credited to a Binance Exchange account. So far as
that is concerned, the private key is some code that is needed in order to operate the account.
It is perfectly clear that the key was confidential information because it was supplied to the
applicant for the purpose of enabling the applicant to operate its own account. In those
circumstances, I am satisfied to the standard necessary on an application of this sort that the
first respondents (that is to say those who were actually involved in prosecuting the fraud)
obtained access to confidential information and manipulated the accounts belonging to the
company in breach of the duty of confidence which necessarily attached in the circumstances.
The point which is made is that normally what is sought is an injunction in relation to a breach
of confidence claim. However, that is not the only remedy available. Damages are available
and accounts of profits are available. Inthose circumstances, it seems to me this is a perfectly

arguable cause of action available to the claimants.

11 The next question is whether, and if so to what extent, this is a claim which is maintainable as
a matter of English law in England, having regard to the potentially cross-frontier issues which
arise in relation to trading of this nature. Counsel drew my attention inevitably to the Rome
Il Convention for the purposes of demonstrating that the causes of action with which I am
concerned come within its scope as justiciable in accordance with English law. It was

submitted that the breach of confidence action is one which comes within the scope of
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Rome I, Chapter II, Article 4.1. It was suggested in the course of the argument that this was
so because the principles in Article 6 applied, which incorporates by reference back the
principles identified in Article 4.1. It was said in support of that proposition that there was
authority to be found to support that proposition in the decision of the Court of Appeal in
Shenzhen Senior Technology Material Company Limited v Celgard, LLC[2020] EWCA (Civ)
1293; [2021] FSR 1. In my judgment, that is a mistaken submission, although it does not
matter materially for present purposes. The reason I consider it to be mistaken is this. That
case was concerned with injunctive relief by which Celgard had sought to restrain the
defendant from placing its rival lithium-ion battery separators on the market in the UK or
importing them into the UK on the basis that the defendant had obtained access to the
claimant’s intellectual property in relation to its product; and, thus, what the defendant in that
case was seeking to do was not merely a breach of confidence in equity, but was also contrary
to reg.3.1 of The Trade Secrets (Enforcement, etc) Regulations 2018, which, together with
laws concerning the breach of confidence, constitutes the UK’s implementation of the
European Parliament and Council Directive 2016/943 (“The Trade Secrets Directive”). It was

in that context that, under the heading “Applicable Law”. The Court of Appeal said this:

“51. It is also common ground that the non-contractual obligation on
which the claims are based arises out of an act of unfair competition
within the meaning of Article 6 of the Regulation; and that Article 6(2)
applies because Celgard’s claims are concerned with an act of unfair
competition affecting exclusively the interests of a specific competitor,
namely [the claimant].”

In such circumstances, Article 6(2) provided that Article 4 would apply. In my judgment, that
is not authority for the general proposition that all claims formulated in breach of confidence
come within the scope of Article 6 of Rome II. The subheading under Article 6 is “Unfair
competition and act; restricting free competition.” In the recitals that appear at the start of
the regulation, at para.21, Article 6 is referred to as being:

“... not an exception to the general rule in Article 4(1) but rather a
clarification ofit. In matters of unfair competition, the conflict-of-law
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rule should protect competitors, consumers and the general public and
ensure that the market economy functions properly. The connection of
the law of the country where competitive relations or the collective
interests of consumers are, or are likely to be, affected generally
satisfies those objectives.”

12 In those circumstances, that recital, together with Article 6 (read as a whole) and in the context
of Rome II (when read as a whole) makes it clear that what Article 6 is concerned with is
anti-competitive practices and anti-competitive conduct. I fully accept, as the Court of Appeal
held, that that is capable of including the sort of conduct with which the Court of Appeal was
concerned in Celgard, but that does not, as I say, lead to the conclusion that all breach of
confidence cases are capable of coming within Article 6. Some will where they involve unfair

competition and acts restricting free competition, but many others will not.

13 That then leads to the question of what, if any, part of Rome I applies or could apply in those
circumstances. I am satisfied to the standard required for the purposes of an application of
this sort that the sort of conduct which is referred it in these proceedings as being a breach of
confidence is capable of coming within the scope of Article 4.1, being “a tort/delict”, and that
England would be the proper place in which to litigate such a claim, and according to English
law, because that would be

“the law of the country in which the damage occurs irrespective of the
country in which the event giving rise to the damage occurred and
irrespective of the country or countries in which the direct
consequences of that event occur.”

14 As would be apparent from that formulation, the first question which arises and the one which
is decisive for present purposes, is where a cryptocurrency is to be regarded as being located
for the purposes of the issues I am now concerned with. So far as that is concerned, it was
submitted on behalf of the claimant that these were property. I agree for the reasons I gave

earlier. It was submitted that it was property located in England because that was, in essence,

the country where the owners of the assets concerned were located. In that regard, I adopt,
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with respect, the conclusions reached by Butcher J in Jon Science v Persons Unknown

(unreported) (21 December 2020) in which, at para.13, the judge said this:

“..Jex situs of a cryptoasset is the place where the person or company
who owns it is domiciled. That is an analysis which is supported by
Professor Andrew Dickinson in his book Cryptocurrencies in Public
and Private Law at para.5.108. There is apparently no decided case
in relation to the lex situs for a cryptoasset. Nevertheless, I am satisfied
that there is at least a serious issue to be tried that that is the correct
analysis.”

What was said in the textbook to which Butcher J referred was this;

“5.109 That analogy with goodwill supports the submission that the
benefits accruing to a person who is a participant in a cryptocurrency
system such as Bitcoin or Ripple (i) are a species of intangible property
in the English conflict of laws, which (ii) arises from the participation
of an individual or entity in the cryptocurrency system, and (ii1) is
appropriately governed by the law of the place of residence or business
of the participant with which that participation is most closely
connected. Rather than deciding a fictional situs, the choice of law rule
can be more’ straightforwardly, and appropriately, expressed in the
terms that the proprietary effects outside the cryptocurrency system of
a transaction relating to cryptocurrency shall in general be governed by
the law of the country where the participant resides or carries on
business at the relevant time or, if the participant resides or carries on
business in more than one place at that time, by the law of the place of
residence or business of the participant with which the participation that
is the object of the transaction is most closely connected.”

With that in mind, there is no real doubt that England is the place where the first claimant
operated and held its assets. So far as that is concerned, the principle which applies is that
which was identified in Adams v Cape Industries and summarised as proposition 1 under the
heading “General principle derived from the authorities relating to presence”, which says this:

“The English courts will be likely to treat a trading corporation
incorporated under the law of one country (‘an overseas corporation’)
as present within the jurisdiction of the courts of another country only
if either (i) it has established and maintained at its own expense
(whether as owner or lessee) a fixed place of business of its own in the
other country and for more than a minimal period of time has carried
on its own business at or from such premises by its servants or agents...;
or (ii) a representative of the overseas corporation has for more than a
minimal period of time been carrying on the overseas corporation’s
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end business in the other country at or from some fixed place of

business.”
But the problem or potential problem that arises in the circumstances of this case is there is
some material from which it might be suggested that the first applicant operated as agent for
the second applicant (a Singapore entity). It is not suggested, however, that the Singapore
entity has any particular presence anywhere or operates otherwise than through the agency of
the first applicant. The credible alternatives, therefore, are either that the first applicant has
at all material times traded on its own behalf, using its own assets, is an English registered
corporation carrying on business in England and, therefore, satisfies the requirement
identified in Article 4 of Rome II; or, alternatively, operates as agent for the second applicant
in circumstances where the second applicant has no fixed place of business and all its business
is being conducted in England by the first applicant. By either of these routes England is the

appropriate place for the resolution of that dispute.

15 The other claims which can be made are, relatively speaking, more straightforward than that.
The first alternative is an equitable proprietary claim based on the relatively simple
proposition that, when property is obtained by fraud, equity imposes a constructive trust on
the fraudulent recipient, with the result that the frandulent recipient holds the legal title on
constructive trust for the loser: see, in that regard, Westdeutsche Landesbank Girozentrale v
London Borough of Islington [1996] AC 668 and the authorities referred to in the skeleton
which followed this analysis. In those circumstances, I am satisfied to the level of reasonable
arguability that, too, is an issue where the English court would have jurisdiction by operation
of the Rome II Regulation, either applying Article 3 or Article 10, or possibly Article 11. The
final cause of action on which the claimants rely is “unjust enrichment”, which plainly comes

within the scope of Article 10 of the Rome Convention.
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16 In those circumstances, I am satisfied to the level of reasonable arguability that these causes
of action are available to the claimants and are justiciable in England. Iam satisfied that there
is a serious issue to be tried by reason of the evidence contained in the two affidavits sworn
in support of the application. I do not propose on a judgment given on a without notice
application to go through that at any great length. The evidence there satisfies me that the

relevant test has been satisfied.

17 The next question I have to ask myself, since there is an application for permission to serve
the unknown defendants out of the jurisdiction, is whether or not the requirements of English
procedural law in relation to the service of proceedings out of the jurisdiction are satisfied in
relation to these causes of action. As is now well known, that requires consideration of three
questions, being: first, does each claim raise a serious issue to be tried on the merits (an issue
which I have already commented on and need say no more about); secondly, whether there is
a good arguable case that the claim falls within one of the gateways identified in the Part 6B
Practice Direction; and, thirdly, whether or not England and Wales is the proper place in which

to bring the claim.

18 So far as the third of these issues is concerned, I am satisfied, if otherwise a good arguable
case is demonstrated that the claim falls within one of the gateways identified in the Part 6B
Practice Direction, that England and Wales is the proper place in which to bring the claim.
For all the reason identified by counsel in the course of her submissions, but which include
the fact that the claimant’s business has been carried on exclusively in England and Wales,
the property the subject of the dispute, namely, the cryptocurrencies, are to be treated, as a
matter of English law, as located in England for the reasons that I have identified and the

losses caused by the allegedly fraudulent scheme were suffered here as a consequence.
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19 The question which then arises, therefore, is whether any of three causes of action that have
been identified pass through any of the gateways identified in the Part 6B Practice Direction.
So far as that is concerned, a number of different gateways are relied upon and I need comment
only on some of them. In relation to the breach of confidence cause of action, reliance is
placed upon gateway 21, which refers to a claim for breach of confidence where detriment
was suffered, or will be suffered, within the jurisdiction. I am entirely satisfied that the
detriment suffered by the claimant has been suffered within the jurisdiction for the reasons I
have already identified, that is to say the damage has been suffered within this jurisdiction
because the assets of which the applicants have been deprived were property located in

England.

20 1 am also satisfied to the level required for an application of this sort that gateway 11

potentially will also apply. That gateway applies where:

“the subject matter of the claim relates wholly or principally to property

within the jurisdiction, provided that nothing under this paragraph shall

render justiciable the title to or right to possession of immovable

property outside England and Wales.”
We are not concerned here with immovable property at all but with movable property. We
are concerned with property which is wholly or principally within the jurisdiction, for the
reasons that I have identified, and, therefore, the subject matter of the claim is one which

concerns property within the jurisdiction. Therefore, as it seems to me, it is at least

realistically arguable that gateway 11 applies as well.

21 Moving then to the unjust enrichment claim, gateway 16 provides:

“A claim is made for restitution where... the enrichment is obtained
within the jurisdiction; or (c) the claim is governed by the law of
England and Wales.”
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The enrichment is enrichment which was obtained by the fraudsters obtaining, by the manner
I have described, the assets which were located in England. In my judgment, therefore, the
enrichment that they obtained was obtained within the jurisdiction of England and Wales, or
at any rate it is realistically arguable that that is so. It is equally plain, for the reasons I have
identified earlier, that the claim is governed by the law of England and Wales and, therefore,
on that alternative basis, the unjust enrichment claim comes within gateway 16. For what it
is worth, sub-paragraph (a) of gateway 16 refers to acts committed within the jurisdiction. It
might be argued that the removal of assets located in England is an act committed within the
jurisdiction, but it is unnecessary for me to go that far having regard to the effect of sub-

paragraphs (b) and (c) which are disjunctive.

22 The final question is the position in relation to the propretary claim. So far as that is

concerned, gateway 15 applies where:

“A claim is made against the defendant as constructive trustee, or as
trustee of a resulting trust, where the claim arises out of acts committed
or events occurring within the jurisdiction or relates to assets within the
jurisdiction.”

23 The test for whether assets are within the jurisdiction, for the purpose of deciding whether a
claim relates to such assets, must focus on where the assets were located before the justiciable
act occurred. As I have already explained now on a number of occasions, it is at least
realistically arguable that the cryptocurrency with which these proceedings are concerned was
located at all material times in England and Wales and, thus, the constructive trust to which I
referred earlier was one which related to assets within the jurisdiction within the meaning of
gateway 15. That leads to the conclusion that it is realistically arguable that that gateway is

satisfied in relation to the proprietary equitable claim. In addition, and in any event, gateway

4A is to this effect and will apply where:
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“A claim is made against the defendant in reliance on one or more of

paragraphs (2), (6) to (16), (19) or (21) and a further claim is made

against the same defendant which arises out of the same or closely

connected fact.”
To the extent that any one of three causes of action does not satisfy any of the gates to which
I have referred, it is perfectly plain that at least the proprietary claim would come within the
scope of gateway 11 and the claim for breach of confidence, for what it is worth, within claim

21 as well. As long as either of those is correct, then the effect of gateway 4A would be to let

all other claims through.

24 Taking a step back, therefore, and asking myself the question that I am required to ask in this
context, namely whether or not the claimant has demonstrated that there is a good arguable
case that the claim falls within one of the gateways identified in the practice direction, I am
plainly satisfied that it has done so for the reasons that I have identified. That, therefore, takes
care of the claim against those responsible for the fraud. As I have explained, those are
currently person unknown and any order which I make against them will be broken down as
between the various categories of persons unknown that I alluded to at the beginning of this

judgment.

25 There are two questions which remain. The first is whether or not orders should be made
against the second and/or the third respondents for either Bankers Trust or Norwich
Pharmacal relief, and, secondly, whether or not an order should be made which is made
against all three defendants at this stage, or whether more appropriate course is to require
either the second or third respondent to provide the information required before proceedings

are commenced against the alleged wrongdoers.

26 I turn to the first question, which is whether or not, in principle, orders under either the

Bankers Trust or Norwich Pharmacal jurisdictions should be made. As I have already said,
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the second and third respondents are respectively Binance Holdings Limited and Binance
Markets Limited. Binance Holdings Limited is registered in the Cayman Islands. The
material generated by the Binance Group concerning which entities conduct what business is
remarkably opaque. I do not propose to take up time in this already over-lengthy judgment
explaining precisely why that is so. It is sufficient to say, as does Mr Rahman in para.26 of
his witness statement, that there is sufficient material online that suggests that Holdings,
which is, as I have said, a Cayman entity, is the main parent company within the Binance
Group. Mr Rahman sets out a number of reasons why collectively that conclusion is justified,
including; that, in 2018, the Binance trademarks were registered in the name of Holdings;
that, in 2018, the Financial Times reported that Binance had moved its corporate registration
to the Cayman Islands; and that, in February 2020, an article was published which suggested
that Binance Holdings was registered in 2017 in the Cayman Islands. That and the other
factors there identified by Mr Rahman lead me to conclude that it is probable on the
information available, or at least realistically arguable, that Holdings is the ultimate holding

company for the Binance Group.

27 The position so far as the third respondent is concerned is much less clear and, in particular,
my attention was drawn to a “tweet” conversation concerning the role of the third respondent
that took place earlier this month in fact, on 8 July 2021, in which, amongst other things, those
responsible for controlling Binance remarked that:

“We are aware of recent reports about an FCA UK notice in relation to

Binance Markets Limited (the third respondent). BML is a separate

legal entity and does not offer any products or services via the

binance.com website.”
It is, thus, at least possible that the accounts belonging to the applicants were not administered
or controlled by the third respondent but by either the second respondent or another company

within the group. In those circumstances, as it seems to me, the submission which is made by
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Ms Davies on behalf of the claimant is a good one, but the best chance of obtaining the
information that is needed in order to enable the claimant to advance its claim is likely to

come from the second respondent.

28 In those circumstances, the first question which arises is whether or not the court has
jurisdiction to make a Bankers Trust order (because a Norwich Pharmacal order is not sought
as against the second respondent for reasons that I am about to explain) against an entity that
is outside England and Wales. So far as that is concerned, there is a conflict of authority on
this question so far as English law is concerned. In AB Bank Limited, Off-shore Banking Unit
v Abu Dhabi Commercial Bank PJSC[2016] EWHC 2082 (Comm), [2017] 1 WLR 810, Teare
J was concerned with an application by the defendant in those proceedings to set aside a
Norwich Pharmacal order by reference to the question whether the court had jurisdiction to
permit service of a claim for such an order out of the jurisdiction under one of the jurisdictional
gateways identified in the 6B Practice Direction. The conclusion which Teare J reached, on
a contested application in which both parties were represented, was that an order for the
disclosure of information from a third party mixed up in another’s wrongdoings was not an
interim order in the sense identified in para.3.1(5) of the Part 6B Practice Direction and was,
in fact, final relief sought by the claimant against the respondent to such an application. On
that basis, para.3.1(5) did not apply. The judgment went slightly further than that, as it seems
to me, because, whilst Teare J addressed the effect of para.3.1(S) in para.10, he went rather
wider than that, I think, in the subsequent paragraphs of the judgment, and, in particular,
considered the impact of the necessary or proper party provision under para.3.1(3) of the 6B
Practice Direction. His conclusion, in short, was that, by whichever route was available, an
application for Norwich Pharmacal relief could not be obtained against an entity based out of

the jurisdiction.
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29 Ms Davies, in the course of her submissions, made perfectly clear that the claimant does not
accept that analysis as a correct one and relies on other authorities where a different position
was taken. In particular, I have taken again to the decision of Butcher J in Jon Science v
Persons Unknown (ibid.), a case 1 referred to earlier. In relation to this issue and having
referred expressly to AB Bank Limited in para.20 of his judgment on an application in many
ways similar to this, he held, at para.21, and in the face of a submission that AB Bank was

wrongly decided, as follows:

“] am not going on this interim application in circumstances where I
have only heard one side of the argument to express a view as to
whether the case of AB Bank Ltd is comectly decided. It seems to me
that it is distinguishable on the basis that it related to Norwich
Pharmacal orders, whereas what is here sought is a Bankers Trust order
and on the basis that in MacKinnon v Donaldson, Lufkin and Jenrette
Securities Corporation [1986] Ch 482 what was envisaged was that a
Bankers Trust order might be one where there can be service out of the
jurisdiction in exceptional circumstances and that those exceptional
circumstances might include cases of hot pursuit. That is this type of
case. As I say, I consider that there is a good arguable case that there
is a head of jurisdiction under the necessary or proper party gateway. I
should also say that it seems to me that there is a good arguable case
that the Bankers Trust case can be said to relate wholly or principally
to property within the jurisdiction on the basis of the argument which I
have already identified, which is that the bitcoin are or were here and
that the lex situs is where the owner resides or is domiciled.
Accordingly, I consider there is a basis on which jurisdiction can be
established.”

30 I am satisfied that on an application of this sort, which, like that before Butcher J, was made
without notice, I should adopt the course he identifies. As it seems to me, there are serious
issues to be considered as to whether or not the distinction between a Norwich Pharmacal
order and a Bankers Trust order can be maintained and there are also serious arguments to be
considered as to whether or not any of the gateways that are identified can, on proper analysis,
apply to an order of the sort I am here concerned with. However, if the second respondent is

dissatisfied with any order I make against it, it will be open to the second respondent to apply

to discharge that order and to argue before the judge hearing that application all points relevant
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to the issue that arises. It would be wrong of me not to follow what Butcher J has said because
judges of concurrent jurisdiction are required to follow each other unless satisfied that the
earlier judgment is plainly wrong. Whatever I might think about some of arguments which
will be available to a respondent, it would be quite wrong of me to conclude, and I do not
conclude, that Butcher J was plainly wrong, particularly having regard to the test that he (and,
for that matter, me on this application) have to apply. Applying that test and by reference to
the arguments that Butcher J identified, I am satisfied that a Bankers Trust order can, in
principle, be served out of the jurisdiction by reference to one of the gateways that he
identified. However, having regard to Teare J’s decision, it would be wrong for me to consider
making a Norwich Pharmacal order against the second respondent, and I do not do so,

applying that authority.

31 In those circumstances, the question I have to ask myself is whether the five critenia that have
to be satisfied before a Bankers Trust order can be made are satisfied in the circumstances of
this case. Those five criteria were summarised in Kryiakou v Christie’s [2017] EWHC 487
(QB) by Warby J at paras.4 to 15. I take each of those in turn for the purposes of considering

whether those requirements are satisfied in the circumstances of this case.

32 Firstly, there must be good grounds for concluding that the money or assets about which
information is sought belonged to the claimant. There is no real doubt about that for the
reasons that I have endeavored to explain and for the reasons which are summarised in the
evidence in support of the application. This was cryptocurrency in the first and/or second

applicant’s account with the second and/or third respondents.

33 The second question is whether there is a real prospect that the information sought will lead
to the location or preservation of such assets. I am satisfied that that is so essentially for the

following reasons: first, it is entirely unreal to suppose that such information will not be
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available to the second or third respondent in relation to its customers; secondly, and perhaps
more importantly, the terms under which the second and/or third respondent operate make
clear, at section (f), under the heading “Personal Data”, that there will be personal data
maintained by the respondent in relation to its customers. Therefore, and in those
circumstances, I am satisfied that there is a real prospect that, if an order is made requiring
the second respondent to supply the information about those who control the account to which
the claimant’s assets were transferred, that will lead to the location and preservation of such
of those assets as have been removed from that account and passed on or converted so as to

become traceable assets.

34 The third requirement is that the order should, as far as possible, be directed at uncovering the
particular assets which are to be traced and that the order should not be wider than is necessary
in the circumstances. Ms Davies submitted in the course of her submissions this was
essentially a drafting point. I agree and it will be something which I will have to return to

when considering the form of the order sought.

35 The fourth requirement is that the interest of the claimant is obtaining the order have to be
balanced against the possible detriment to the respondents in complying with the order. There
are two factors which, in my judgment, lead firmly to the making of an order in Bankers Trust
terms against the second respondent. The first is that there is very strong evidence, as things
currently stand, of a significant fraud by which the claimants were deprived of their assets.
That is a powerful consideration in looking at the balancing exercise that has to be carried out
between the interests of the respondents, on the one hand, and the interests of the claimant, on

the other.

36 Secondly, in relation to personal data, the terms on which the second and third respondents

operate contemplate that personal data may be disclosed to a number of others, including
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“your transaction counterparty” and, more particularly for present purposes, “regulatory
agents or law enforcement agencies to comply with the laws or regulations formulated by
government authorities.” This suggests that there is no absolute contractual right of
confidentiality and, in those circumstances, all those who trade on the respondents’ terms are
aware that there is at least a risk of personal data being revealed, particularly when made by

courts of competent jurisdiction.

37 The third factor which causes me to conclude that this requirement is satisfied in the
circumstances of this case is that the order can properly be formulated as far as possible to
focus on those who are directly involved in perpetrating the fraud, whilst at the same time
secking, as far as possible, to protect the interests of third parties concerned. I have already
endeavored to apply that principle by breaking up the original persons unknown classes into
three separate classes. But, in the end, if otherwise innocent parties, however innocently, have
been become involved in a fraud by others, then it is an unfortunate aspect of that unintentional
involvement that there may have to be some limited interference with their right of

confidentiality for the purposes of enabling a victim to recover what has been lost.

38 The fifth consideration was whether or not the claimant undertakes to meet the expenses of
the respondent in complying with the order and compensate the respondent in damages if loss
is suffered as a result of compliance. That engages an issue which Ms Davies dealt with right
at the end of her submissions conceming the value of an undertaking offered by the first
applicant. The accounts which have been filed with the evidence in support of this application
demonstrate that, net of all liabilities, the assets of the first applicant exceed £150 million
sterling. There is, therefore, no reason to think that the claimant would not be able to meet
the expenses that this particular requirement of the Bankers Trust jurisdiction requires. It is
perfectly true to say that the valuation of assets depends upon the valuation of cryptocurrency

held by the first applicant at the date of the relevant balance sheet, but I was told in the course
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of the submissions made by Ms Davies that there would be no material alteration since the
date of the balance sheet exhibited and she supplied me with some information from that
document; and it would require a massive change in the value to be attributed to the
cryptocurrency concerned to reduce the assets of the applicant materially to the level where
the ability to comply with an undertaking to meet the expenses of the third party could not be
complied with. In those circumstances, I consider it right and proper to make an order in the

Bankers Trust form as against the second respondent.

39 So far as the third respondent is concerned, the same principles apply if and to the extent the
third respondent is involved in managing the affairs of the claimant. Whether that is so or not
is, as I have said, opaque having regard the way in which the second and third respondents
choose to operate their business. If and to the extent there is no information available to the
third respondent, the third respondent will be able to say so. The alternative order sought
against the third respondent is an order for Norwich Pharmacal relief. The criteria that must
be satisfied if an order in those terms is to be made are those which were summarised in Mitsui
& Co v Nexen Petroleum UK Limited [2005] EWHC 625 (Ch), 3 All ER 511 at para.2]1 and
are themselves simply repetitions of the principles to be derived from all the relevant

authorities going back to Norwich Pharmacal itself.

40 First of all, it must be shown that a wrong has been carried out by an ultimate wrongdoer.
That is satisfied for the reasons that I have identified earlier in this judgment and is set out in

the evidence in support of the application.

41 Secondly, there must be need for an order to enable action to be brought against the ultimate
wrongdoer. I am satisfied that is fulfilled as well because, unless and until the information
which is being sought from the second and third respondents is supplied, it will be impossible

to identify who was involved in the wrongdoing and, more particularly, what has become of
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the assets wrongly taken from the claimant. Therefore, clearly, the second requirement in the

Norwich Pharmacal jurisdiction is made out.

42 The third issue is whether or not the person against whom the order is sought is mixed up so
as to have facilitated the wrongdoing. The answer to that is that the second and third
respondents were administering the accounts into which the fraudsters were able to gain
access and, in those circumstances and to that extent, they are mixed up in the wrongdoing
and they are certainly likely to be able to provide information necessary to enable the ultimate
wrongdoer to be sued for the reasons I have already identified; that is to say, by reference to
the know your customer information that the respondents will have to hand, it would be
possible to identify the individuals responsible, or at least the individual who control the
account or accounts to which the assets were transferred. In those circumstances, this

requirement is plainly satisfied as well.

43 The final requirement is that, before a court makes an order in Norwich Pharmacal temms, it
must be satisfied that is the necessary and proportionate response in all the circumstances to
what has happened. So far as that is concerned, the claimants have lost a sum of in excess of
$2.6 million. That is a sum which plainly it is necessary that they should take all reasonable
steps to recover. They are unable to recover, or even attempt to recover, what has been lost
unless they have the information which is exclusively in the possession of the second and
third respondents. In those circumstances, it is plain that it is necessary and proportionate to

make the order sought. |

44 There was also, as I have said, an order sought under CPR 25.1(g). Iam not sure whether that
is technically persisted with because it covers precisely the same ground as the orders I have
already made and it is maybe unnecessary for me to say anything further about that at this

stage.
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45 The next question is whether or not there should be permission to serve the claim form,
application notice and order on the second respondent out of the jurisdiction. Thave indicated
why I have concluded that is an appropriate order to make, having regard to the reasoning of

Butcher J in the fon Science case referred to earlier.

46 The final question is whether or not alternative service ought to be ordered. So far as the
second respondent is concerned, it is located in a Hague Service Convention state. As is well
known, therefore, before an alternative service order can be made, the court must be satisfied
that there are special or exceptional circumstances for departing from the machinery which
the Convention adopts for its signatory countries: see Russian Commercial Bank (Cyprus)
Limited v Khoroshilov [2020] EWHC 1164 (Comm) per Cockerill J at para.97. There is,
however, an increasing body of case law in which various judges of the Commercial Court
have held in various terms that orders which involve either prohibitory injunctions or
mandatory orders (including, in particular, freezing orders and the like) should be served by
alternative means if that is the only means by which the orders can be drawn speedily to the
attention of the respondent concerned because, if the alternative is service by a means which
will take weeks and perhaps months to satisfy, then the orders which are made and the reasons
for the making of those orders will be defeated. In those circumstances, I am entirely satisfied
that it is appropriate to make an alternative service order in respect of the order made against

the second respondent.

47 So far as the first respondent is concerned, they could or could not be, depending on the
circumstances, in a Hague Service Convention country: it is impossible to say. But, because
of the nature of the orders being sought, which, as I have already indicated, are proprietary
freezing orders in relation to all of the unknown respondents and worldwide freezing orders

in respect of those directly involved in the fraud or knowingly receiving the proceeds of the
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fraud, that is appropriate for service by an alternative means to the extent that that is
appropriate. But it may well be, as Ms Davies says, that the course that the claimants prefer
to adopt would be to hold fire on that for now, wait and see what information is forthcoming
from the second and third respondents before deciding that steps ought to be taken by way of

alternative service in respect of the currently unknown respondents concerned.

48 But, in those circumstances, the next question I have to decide is whether or not it is
appropriate to make orders against the unknown person respondents at this stage or only make
an order in respect of the second or third respondents. In essence, applications for both
Bankers Trust and Norwich Pharmacal relief are conventionally sought in Part 8 proceedings
brought before the commencement of proceedings against the individuals concerned.
However, there is a particular problem in the circumstances of this case, which is that the
second and third respondents have given mixed messages concerning what they propose to do
in relation to an account which they claim to have frozen and which apparently contains the
proceeds or some of the proceeds of the assets lost to the applicants as a result of the fraud
referred to earlier. There is a real possibility, therefore, that, unless an order is made against
the persons unknown, the second and third respondents might be tempted to unfreeze the
account, as at one stage they threatened might be the case; and, if that step is taken, then the
result would be that much, if not all, of the purpose of commencing and running this litigation
in the way it has been run would be defeated. Given the sums involved, that would be entirely
inappropriate and I am satisfied'in the particular circumstances of this case, therefore, that it
is appropriate to make the orders against the unknown respondents as well as the second and

third respondents.

49 Finally, I record for the purposes of this judgment that I gave permission to the claimant to
rely upon a skeleton longer than the length fixed by the Practice Guide for the Commercial

Court because I am entirely satisfied, and was satisfied when I pre-read the material in this
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case, that the length of skeleton was justified in the circumstances, having regard to the
complexities of the issues that arise. Secondly, I am satisfied that this was an application
which should have been made without notice since I am satisfied that if it was not the purpose
of bringing the application would, or at least there was a very strong risk that it would, be
defeated. For like reasons, it is appropriate that the hearing should take place in private. The
individual respondents to the application will no doubt see a note of this judgment and/or a
transcript of it, if one is being taken, and so will not be prejudiced by any of the orders that I

have made.

50 In those circumstances and as a matter of principle, I am prepared to make the orders sought

and I will now hear Ms Davies on the terms of the order.
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(being the companies or other entities who own
and/or operate the ‘Kraken’ cryptocurrency
exchange and who have been informed about these
proceedings and/or this order but not the Third
Defendant)

(11) PERSONS UNKNOWN (LUNO)

(being the companies or other entities who own
and/or operate the ‘Luno’ cryptocurrency exchange
and who have been informed about these proceedings
and/or this order but not the Fourth or Seventh
Defendants)

(12) PERSONS UNKNOWN (HUOBI)

(being the companies or other entities who own
and/or operate the ‘Huobi’ cryptocurrency exchange
and who have been informed about these proceedings
and/or this order but do not include the Sixth
Defendant)
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Defendants

Josephine Davies and Sam Gooedman (instructed by Rahman Ravelli) for the Claimant
Nik Yeo (instructed by DLA Piper UK LLP) for the 5* Defendant at the hearing on 11

November 2022

Hearing dates: 28 October, 11 November 2022

-----------------------------
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Mr Justice Butcher :

1.

The present claim is made for information orders by LMN, which is a cryptocurrency
exchange (‘C’) against six other cryptocurrency exchanges. I will refer to each of the
Defendants as D1, D2 etc, respectively.

This judgment relates to two hearings. The first, on 28 October 2022, was an ex parte
application made by C, without notice to any of the Defendants. I made certain orders,
which are described below, and required that notice of the application for the
substantive relief claimed should be given to the Defendants. A further hearing, on
notice, occurred on 11 November 2022. At that hearing, D5 was represented by Mr
Yeo and I am grateful to him for his heipful submissions. A representative of D1 was
present at that hearing. The position of most of the other Defendants had also been
made known to the court by that stage. I made further orders on that occasion. Again,
I will refer to them below.

On each occasion, I indicated that I would provide my reasons for the orders made
subsequently. These are those reasons.

Factual Background

4.

The essential factual background to this case, as alleged by C, is as follows. Cis a
company incorporated in England and Wales. It operates a cryptocurrency exchange.
Its analysis is that in doing so it does not hold the cryptocurrencies on trust. Rather, it
holds cryptocurrency in its own name and, in a manner analogous to conventional
banking, owes a personal obligation to pay the relevant amount to each customer.

A percentage of C’s cryptocurrency reserves is accessible via the internet through what
are called ‘Hot Wallets’, which is a term explained in the Securities and Exchange
Commission’s Glossary to the Cryptoeconomy as ‘wallet[s] ... connected to the
internet, enabling [them] to broadcast transactions’.

C’s evidence ‘is that some two years ago, hackers obtained access to its systems, and
transferred some millions of dollars-worth of cryptocurrency (consisting of Bitcoin,
Ripple, Tether, Ethereum, ZCash and Ethereum Classic) from it. C sought help from a
number of UK regulatory and law enforcement agencies, including the FCA, the
National Crime Agency and the Metropolitan Police. It worked closely with officers
of the Metropolitan Police’s Cyber Crime Unit. After about 3 months, however, the
Cyber Crime Unit said that it could provide no further assistance and suggested that C
should consider civil proceedings.

After a further four months, C instructed solicitors to pursue a civil action. C instructed
an expert, Pamela Clegg of CipherTrace, to seek to trace the cryptocurrency which had
been transferred by the hackers. Ms Clegg produced a report dated 14 September 2022,
and then a supplementary report dated 7 November 2022. Ms Clegg’s reports indicate
that she was provided by C with details of the transactions believed to have been carried
out by the hackers on the day of the hack. She then tracked the transactions on the
relevant blockchains. Using proprietary software and public records, Ms Clegg was
able to identify addresses under the same control; and through further software-based
analysis of transactions was able to identify ‘address clusters’ that could be inferred to
be under common control.
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11.

On any occasion where the chain of transactions reached an ‘exchange address’ Ms
Clegg could not discover what became of the cryptocurrency thereafter. This is because
‘exchange addresses’ are addresses owned and operated by the exchange itself. Whilst
such addresses tend to be associated with a particular customer, the actual crediting of
cryptocurrency to the relevant customer’s account takes place ‘off-chain’ (ie via an
internal accounting exercise). Cryptocurrency received into an ‘exchange address’ will
be often merged by the exchange into an ‘omnibus wallet” which is used to service
multiple customers’ requests.

The result of Ms Clegg’s exercise was the identification of 26 recipient addresses,
which were ‘exchange addresses’, to which Bitcoin (‘BTC’) or Bitcoin Cash (‘BCH”)
had been transferred. The distribution of these addresses amongst exchanges operated
either by the relevant Defendant or a company in the same group (a point to which I
will return) was as follows for BTC: D1, 1 account; D2, § accounts; D3, 1 account; D4,
2 accounts; D5, 1 account; and D6, S accounts. For BCH the distribution was: D2, 7
accounts; D6, 4 accounts.

C’s evidence is that, as all these addresses are ‘exchange addresses’ it is impossible to
trace the cryptocurrency any further without information from the exchanges about the
individuals behind the transactions. In the case of exchanges either operated by one of
the Defendants or by an associated company, C had reason to believe that each collected
know your client (‘KYC”) and anti-money laundering (‘AML’) information, and thus
might be able to provide relevant information.

As already indicated, C’s evidence prepared for the initial hearing, while identifying
the exchanges concerned, was not able to identify the exact legal entities which might
be responsible for operating them and hold the information and documents which C
sought. That evidence suggests that many exchanges use different companies to
contract in different jurisdictions and thus the relevant entity might depend on where
the natural person associated with a target address was located. Accordingly, in the
initial Claim Form what was called the ‘topco’ for each exchange was identified. These
‘topcos’ had been identified by C from a number of sources, including websites,
Bloomberg, WSJ, and regulatory and legal filings.

The 28 October 2022 Hearing

12,

At the 28 October 2022 hearing, C sought a ‘rolled up’ hearing of applications for
permission to serve the Defendants out of the jurisdiction and to serve by alternative
means, and of the substantive application for information orders. I agreed that this
hearing should be held in private, in order that publicity should not defeat the object of
the proceedings by giving notice to the putative fraudsters of the attempts to identify
them. I also agreed to consider the application for permission to serve out and to serve
by alternative means. I declined, however, to proceed with the application for the
substantive relief without notice being given to the Defendants. To do so appeared to
me inappropriate in the present case given: (a) that the alleged fraud was not of very
recent occurrence; (b) that the application was not made against the putative fraudsters;
and (c) none of the Defendants (nor any associated company) was alleged to have been
itself in any way fraudulent.

The application to serve out of the jurisdiction
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14.

hearing was that for permission to serve out. The Claim Form in relation to which this
permission was sought at that stage named six Defendants, to wit Ds 1-4 and 6, and
Coinbase Global Inc as D5. The Claim Form stated in part:

‘[C] seeks disclosure of documents and information, and ancillary relief, against [Ds]
in the form of the draft order appended to this Claim Form, pursuant to s. 37 of the
Senior Courts Act 1981, the Bankers Trust jurisdiction, to assist in identifying Persons
Unknown and locating the proceeds of [C’s] property.

... Part 8 of the Civil Procedure Rules applies to this claim.’
The draft order there referred to sought from each D the following information:

1.1. In respect of any customer account(s) which the [relevant] Target Cryptocurrency
were allocated to and/or received on behalf of:

1.1.1. The name the account(s) is held in;

1.1.2. All ‘Know Your Customer’ information and documents provided in respect of
the account(s);

1.1.3. Any other information and documents held in relation to the account(s) which
might or does identify the holder of the account(s), including but not limited to bank
account and payment card details, email addresses, residential addresses, phone
numbers, bank statements, correspondence and documents provided on account
opening or verification.

1.2. To the best of the [the relevant D’s] ability:
1.2.1. An explanation as to what has become of the [relevant] Target Cryptocurrency.
1.2.2. Insofar as the [relevant] Target Cryptocurrency has been transferred to any other

accounts (Onwards Account(s)), the details of the Onward Accounts set out in
paragraph 1.1 above.’

The requirements for an order permitting service out

15.

The first question which accordingly needed to be decided was whether permission
should be granted to serve out of the jurisdiction a Claim Form seeking such relief.
This required a consideration of three matters, as summarised in Altimo Holdings and
Investment 1td v Kyrgyz Mobil Tel Ltd [2011] UKPC 7 at [71] per Lord Collins,
namely:

(1) Was there a serious issue to be tried on the merits?

(2) Was there a good arguable case that the claim fell within one of the ‘gateways’ in
CPR PD 6B §3.1?

(3) Was England and Wales the appropriate forum for the claim to be tried?

The merits of the claim
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17.

As to the merits of the claim, C argued that there was at least a serious issue to be tried,
and that indeed there was a good arguable case as to its entitlement to the orders sought.
I am satisfied that C does have a good arguable case in this regard on the basis set out
in the following paragraphs.

The court has a wide jurisdiction to grant injunctions under s. 37 Senior Courts Act
1981. Orders requiring the provision of information have been considered justifiable
by two strands of authority. One is that stemming from Norwich Pharmacal Co v Comrs
of Customs and Excise [1974] AC 133. The principles applicable to a Norwich
Pharmacal order were conveniently summarised in Mitsui & Co v Nexen Petroleum
UK Ltd [2005] EWHC 625 (Ch), where Lightman J said (at [18]-[21]):

18.

19.

20.

... In its original form, the Norwich Pharmacal jurisdiction allowed a claimant to
seek disclosure from an "involved" third party who had information enabling the
claimant to identify a wrongdoer so as to be in a position to bring an action against
the wrongdoer where otherwise he would not be able to do so. Lord Reid described
the principle at page 175 as follows:

"...if through no fault of his own a person gets mixed up in the tortious acts of others
so as to facilitate their wrong-doing he may incur no personal liability but he comes
under a duty to assist the person who has been wronged by giving him full
information and disclosing the identity of the wrongdoers. I do not think that it
matters whether he became so mixed up by voluntary action on his part or because
it was his duty to do what he did. It may be that if this causes him expense the person
seeking the information ought to reimburse him. But justice requires that he should
co-operate in righting the wrong if he unwittingly facilitated its perpetration.”

The required disclosure may take any appropriate form. Usually it takes the form of
production of documents, but it may also include providing affidavits, answering
interrogatories or attending court to give oral evidence.

In subsequent cases, the courts have extended the application of the basic principle.
The jurisdiction is not confined to circumstances where there has been tortious
wrongdoing and is now available where there has been contractual wrongdoing: P v
T Limited [1997] 1 WLR 1309; Carlton Film Distributors Ltd v VCI Plc [2003] FSR
47 ("Carlton Films"); and is not limited to cases where the identity of the wrongdoer
is unknown. Relief can be ordered where the identity of the claimant is known, but
where the claimant requires disclosure of crucial information in order to be able to
bring its claim or where the claimant requires a missing piece of the jigsaw: see Axa
Equity & Law Life Assurance Society Plc v National Westminster Bank (CA) [1998]
CLC, 1177 ("Axa Equity"); Aoot Kalmneft v Denton Wilde Sapte [2002] 1 Lloyds
Rep 417 ("Aoot"); see also Carlton Films. Further the third party from whom
information is sought need not be an innocent third party: he may be a wrongdoer
himself: see CHC Software Care v. Hopkins and Wood [1993] FSR 241 and
Hollander, Documentary Evidence 8™ ed p.78 footnote 11.

Norwich Pharmacal relief is a flexible remedy capable of adaptation to new

circumstances. Lord Woolf CJ noted in Ashworth Hospital Authority v MGN
Ltd [2002] 1 WLR 2033 at 2049F:
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"New situations are inevitably going to arise where it will be appropriate for the
[Norwich Pharmacal] jurisdiction to be exercised where it has not been exercised
previously. The limits which applied to its use in its infancy should not be allowed
to stultify its use now that it has become a valuable and mature remedy."

The development of the jurisdiction is illustrated by the disclosure relief ordered by
McGonigal J in Aoot where he said:

"[17] In Norwich Pharmacal the information required was the identity of the
wrongdoer (the applicant knew what wrong had been done but not who had done it)
but I see no reason why the principle is limited to disclosure of the identity of an
unknown wrongdoer and does not extend to information showing that he has
committed the wrong.

" ..The information held by [the respondent] may not conclusively reveal an
alternate defendant to [one of the alleged wrongdoers] nor conclusively disclose who
received any part of the prepayment moneys, but I am satisfied that there is a
sufficient prospect that the information they hold will assist [the applicant] in its
search for wrongdoers and the funds paid away ...to justify making the orders
sought.

[20] The potential advantages to [the applicant] of seeing this part of the jigsaw and
the potential disadvantages of it being denied a sight of that part outweigh, in my
view, any detriment to [the respondent].”

21. The three conditions to be satisfied for the court to exercise the power to
order Norwich Pharmacal relief are:

i) a wrong must have been carried out, or arguably carried out, by an ultimate
wrongdoer;

ii) there must be the need for an order to enable action to be brought against the
ultimate wrongdoer; and

iii) the person against whom the order is sought must: (a) be mixed up in so as to
have facilitated the wrongdoing; and (b) be able or likely to be able to provide the
information necessary to enable the ultimate wrongdoer to be sued.

The second line of authority is that stemming from Bankers Trust Co v Shapira [1980]
1 WLR 1274 (‘Bankers Trust’). This may itself be said to be founded on the principle
in Norwich Pharmacal (as is suggested in Mackinnon v Donaldson, Lufkin & Jenrette
Corp [1986] Ch 482 (‘Mackinnon’) at 498A/B per Hoffmann J), or to overlap with it
(as suggested in Murphy v Murphy [1999] 1 WLR 282 at 290A/B per Neuberger J).
The central requirements for an order under this jurisdiction were summarised by
Warby J in Kyriakou v Christie Manson & Wood Limited [2017] EWHC 487 (QB), as
follows: -

¢12. The Bankers Trust jurisdiction arises where there is strong evidence that the
claimant's property has been misappropriated. The case decided that where there is such
evidence the court will not hesitate to make strong orders to ascertain the whereabouts
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of property and to prevent jts disposal, and those orders may intrude into what would
otherwise be confidential customer information.

13. The jurisdiction has been considered on a number of occasions since; the main
authorities being Arab Monetary Fund v Hashim (No.5) [1992] 2 AlER. 911, Murphy
v Murphy [1999] 1 WLR 282, both of those being High Court decisions, and Marc Rich
v Krasner [1999] EWCA Civ 581, a decision of the Court of Appeal.

14. Five principles have been identified (and I accept can be identified) as emerging
from those authorities. First, there must be good grounds for concluding that the money
or assets about which information is sought belonged to the claimant; secondly, there
must be a real prospect that the information sought will lead to the location or
preservation of such assets; and thirdly, the order should, so far as possible, be directed
at uncovering the particular assets which are to be traced. Although the specificity
required will differ according to the facts of each case, the general principle appears to
be that the order should not be wider than is necessary in the circumstances.

15. A key passage relating to this principle is to be found in the judgment of Morritt
LJ in the Marc Rich case, where he said, referring to a passage in the judgment of
Hoffmann J in Arab Monetary Fund v Hashim, the following:

"T do not understand Hoffmann J to be stating that a Bankers Trust order must be as
specific as a subpoena in all cases ...No doubt the degree of specificity required will
differ according to the facts of each case and those facts will include the relationship
between the person against whom the order is sought and the other persons against
whom the claims are made. The court must in this, as in all other exercises of its
discretionary powers, seek to achieve a just balance between those who seek such orders
and those against whom they are sought. In striking such a balance it is necessary to
consider the onerousness of compliance with the order sought without being tied down
by rules relating to subpoenas."

Those words are also illustrative of the fourth principle; namely that interests of the
claimant in obtaining the order must be balanced against the possible detriment to the
respondent in complying with the order, and the detriment to the respondent includes,
in a case where this arises, any infringement, or potential infringement, of rights of
privacy or confidentiality.

16. Fifthly (and finally), it is established that the applicant must provide undertakings,
first of all to pay the expenses of the Respondent in complying with the order; secondly,
to compensate the respondent in damages, should loss be suffered as a result of the
order; and thirdly, only to use the documents or information obtained for the purpose
of tracing the assets or their proceeds.’ '

I will take the requirements for an order under the Bankers Trust jurisdiction in turn.
As to the first, in the present case, I concluded that there is a good arguable case that
whoever holds the cryptocurrency or traceable substitutes therefor does so as a
constructive trustee for C. In this regard:

(1) There is a good arguable case that cryptocurrencies are a form of property. This is
supported by the legal analysis in the Legal Statement of the UK Jurisdiction Task Force
(‘Legal Statement’) paras. 71-84, referred to and adopted by Bryan J in AA v Persons
Unknown [2019] EWHC 3556 (Comm) at [56]-[61].

(2) There is a good arguable case that ‘when property is obtained by fraud equity
imposes a constructive trust on the fraudulent recipient: the property is recoverable and
traceable in equity’ (to use the words of Lord Browne-Wilkinson in Westdeutsche



LMN v Bitflyer and Others
Approved Judgment

Landesbank Girozentale v Islington BC [1996] AC 668 at 716). This principle was
applied in relation to intangible property which was neither a thing in possession nor a
thing in action in Armstrong GmbH v Winnington Networks Ltd [2012] EWHC 10
(Ch), esp at [127]; and see Snell’s Equity (24" ed), para. 26-012.

(3) While there are arguments, drawn to my attention by Mr Yeo, that transfer of Bitcoin
on the Bitcoin blockchain may create a new asset in the hands of the acquirer (Legal
Statement para. 47), nevertheless there is a good arguable case that the transfers can
nevertheless be the subject of tracing, on the basis that there is a relevant substitution
(see Lewin on Trusts 201 ed., 44-063-071, Civil Fraud: Law, Practice & Procedure ed.
Grant and Mumford, 23-014-015).

20.  The case summarised in the preceding paragraphs has been formulated on the basis that
the law of England and Wales is applicable. I concluded that there is a good arguable
case that that is so. Specifically there is a good arguable case that:

(1) The claim can be regarded as one involving a non-contractual obligation arising out
of a tort/delict for the purposes of Article 4(1) of the Rome II Regulation (Reg (EC)
No. 864/2007, as amended).

(2) That the relevant cryptocurrencies were at the time of the hack located and has their
situs in England and Wales, on the basis that C is resident and carries on its relevant
business here. This is supported by the analysis in Dickinson Cryptocurrencies in
Public and Private Law para. 5.109 and Dicey Morris & Collins on the Conflict of Laws
(16™ ed) para. 23-050; and by the reasoning in Tulip Trading Ltd v Bitcoin Association
for BSV [2022] EWHC 667 (Ch) at [147]-[149] per Falk J. I consider that there is a
good arguable case that this is so, notwithstanding the fact that C’s servers are located
in Romania, which may be regarded as an adventitious circumstance.

(3) That accordingly, either the cryptocurrency can be regarded as ‘damaged’ in
England and Wales because it is in England that it was taken from C’s control (see
Dicey Morris & Collins op cit at para. 35-027) or because C as an English company has
suffered loss and damage in England.

21.  The second principle in relation to the grant of an order under the Bankers Trust
jurisdiction is that there should be a real prospect that the information sought will lead
to the location or preservation of the misappropriated cryptocurrencies. I was satisfied
that, given the nature of the apparent fraud and of the information sought, which is in
particular as to the identity of account holders and the destination of transfers, that this
was so.

22,  The third principle in relation to the grant of a Bankers Trust order is that the order
should not be wider than is necessary. This is a matter which has been addressed in the
context of exactly what information was ordered to be provided: see below.

23.  The fourth principle is that the interests of the claimant in obtaining the order must be
balanced against the possible detriment to the respondent(s) in complying with the
order. As to this, there was and is a clear benefit to C in obtaining the information
sought. I was satisfied that the potential detriment to Ds could be eliminated or at least
very effectively mitigated by C’s undertakings as to expenses and damages, the
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restriction on collateral use, and the provision in the order that Ds are not required to
do anything which would contravene local law.

The fifth principle relates to the undertakings to be given by C. Such undertakings were
offered in this case.

Accordingly, I considered that there was a good arguable case on the merits of a claim
under the Bankers Trust jurisdiction. I should add that, given that there seems no doubt
that the Ds were ‘mixed up’ in the fraud (in the relevant sense, which does not involve
any fraud or wrongdoing on their part), I consider that these considerations also show
that there was a good arguable case that relief should be granted under the Norwich
Pharmacal jurisdiction.

The existence of a ‘gateway’

26.

27.

The second jurisdictional issue is whether there is a good arguable case as to the
availability of a ‘gateway’ for service out. I considered that there clearly was, namely
the new ‘gateway’ in PD 6B §3.1(25) which applies where:

‘A claim or application is made for disclosure in order to obtain information —

(a) regarding: (i) the true identity of a defendant or a potential defendant; and/or (ii)
what has become of the property of a claimant or applicant; and

(b) the claim or application is made for the purpose of proceedings ... which, subject
to the content of the information received, are intended to be commenced either by
service in England and Wales or CPR rule 6.32, 6.33 or 6.36.’

The information sought falls within the terms of (a)(i) and (a)(ii). As to (b), C’s stated
intention is that, should the information obtained reveal potential cause of action
defendants in the jurisdiction, it will commence proceedings against them here.
Equally, if the information indicates that they are outside the jurisdiction, C intends to
commence proceedings here and to seek to serve such proceedings out of the
jurisdiction. I concluded that there is a good arguable case that this would be possible
on the basis of the potential applicability of the ‘gateways’ in PD 6B §3.1(11) and/or
(15). There is an argument, based on what was said in Fujifilm Kyowa Kirin Biologics
Co Lid v Abbvie Biotechnology Ltd [2016] EWHC 2204 (Pat) at [97] per Amold J, that
the location of the assets should be their location at the time permission to serve out of
the jurisdiction is sought, but I do not consider that what was said in that case, which
were obiter dicta, means that there would not be a good arguable case as to the
availability of service out in such a case as this.

Is England and Wales the proper forum?

28.

The third jurisdictional issue is whether England and Wales is the proper place in which
to bring the claim. On the basis of the information presently available (and which was
available on 28 October 2022), England does appear to be the proper place for the action
to be brought. C is an English company; there are good grounds for considering the
situs of the cryptocurrency to be in England; relevant documents are in England; and
the law of England and Wales at least arguably governs the proprietary claim.
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The Application for Service by Alternative Means

29.

30.

The second principal application which needed to be determined on 28 October 2022
was C’s application to serve the Defendants by alternative means, pursuant to CPR
6.15, 6.27 and 6.37(5)(b). There must be ‘good reason’ for such permission to be
granted. Further, in the case of defendants situated in Hague Service Convention
countries, at least where those countries have entered a reservation under Article 10,
there need to be exceptional or special circumstances, which I take to mean that there
must be a factor which provides a sufficiently good reason for such service
notwithstanding the significance to be accorded to the reservation.

1 was satisfied that there was a good reason (and to the extent necessary, exceptional
circumstances) afforded by the nature of the claim and the need for steps to be taken as
soon as possible to seek to identify the relevant defendants and to preserve property. I
recognised that the case could not be properly described as one of ‘hot pursuit’, given
the length of time between the fraud and now, but I did not consider that C was
blameworthy in this regard, and the fact that time had elapsed did not mean that it was
no longer important for there to be expedition. Steps should be taken before the scent
goes colder. Accordingly I made orders for service by alternative means by email at a
number of specified email addresses and in one case additionally by posting a link to
the documents on the online contact form on the relevant Defendant’s website. The
order provided that the Defendants should be able to apply to set this order aside.

Further orders

31.

The order made on 28 October 2022 also ordered that the hearing of C’s application on
notice to the Defendants should take place on 11 November 2022. In order that the
purpose of the application should not be defeated by publicity, I also made
confidentiality orders, which directed Ds, until the hearing, or further order of the court,
and except for the purpose of obtaining legal advice, not to inform persons (other than
subsidiaries) of the proceedings or the contents of the order. It also ordered that if the
Defendants contacted their subsidiaries about the claim, they should obtain an
undertaking from those subsidiaries that they should not inform others about the claim,
in a form which was annexed to the order.

The 11 November 2022 Hearing

32.

33.

According to the information which C provided and which was available to the court at
the hearing on 11 November 2022, it appeared that each of the Defendants named in
the Claim Form for which permission to serve out had been given on 28 October 2022
had received notice of the hearing by the means ordered. None had applied to set aside
that order for service by alternative means. At the hearing itself, D1 attended personally
through a representative. As I have said, D5 was represented by Mr Yeo. I will return
to the position of the different Defendants in due course.

C sought that the hearing should be in private. This was not objected to by those
Defendants participating. I considered, again in order that publicity should not defeat
the object of the application, that it was necessary to hold the hearing in private. I
indicated however, that I would wish to ensure that there should be a public judgment
setting out the reasons for what had been determined (anonymised or redacted only to
the extent necessary to ensure that the object was not defeated).
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The hearing was being conducted and orders were being sought by C at a point at which
it was still open to the Defendants to challenge the jurisdiction of the court under CPR
Part 11, including by a challenge to the order permitting service out of the jurisdiction.
None of the Defendants had positively stated that it would challenge the court’s
jurisdiction, but D2, D3 and D5 had expressly reserved their positions in relation to this.
The orders to be made had necessarily to be tailored to preserve the Defendants’ right
to challenge the jurisdiction, and any participation in the hearing by D1 and D3 and any
concessions made by D2 and D3 in relation to the relief sought were without prejudice
to such rights.

The Application for Bankers Trust relief

35.

36.

37.

As to the merits of the application for Bankers Trust relief, I considered, for reasons I
have already given in the context of the application for permission to serve out, that C
has a good claim to such relief.

I should, however, address one specific point to which reference was made in
correspondence with C’s solicitors by the solicitors for D2. That is that there is an
argument to the effect that the making of Bankers Trust orders against foreign
defendants constitutes an infringement of the sovereignty of a foreign jurisdiction and
should only be made in exceptional circumstances. It was suggested that such an
argument can be made on the basis of what was said in Mackinnon esp at 493-4 per
Hoffmann J.

In my judgment the approach indicated in Mackinnon is inapplicable in the present
case. Here, it is not known where the relevant documents are located. While there is
clearly a possibility that the documents are in another or other jurisdictions, they may
be in this one. Furthermore, it may well be that the location of the documents (which
may be electronic) is of little significance. The court is faced with the novel challenges
of fraud in relation to cryptocurrency transactions, and an approach adopted in relation
to banks in 1985 does not seem to me to be apposite. In any event, Hoffmann J himself
recognised in Mackinnon that such orders might be made in exceptional circumstances,
and that exceptional circumstances had been found where crime and fraud were
involved (see at 498 by reference to London and County Securities Ltd v Caplan
(Unreported) 26 May 1978). The present case involves crime and fraud and the pursuit
of assets. Although that pursuit cannot be said to be ‘hot’, it is nevertheless important
that there should be no further avoidable delay. It would be impractical and contrary
to the interests of justice to require a victim of fraud to make speculative applications
in different jurisdictions to seek to locate the relevant exchange company and then to
seek disclosure, probably in aid of foreign proceedings. That would be productive of
increased costs, and delay, and reduce the possibility of effective location of the fruits
of fraud. Concerns about national laws can be catered for by the terms of the order
which make clear that no respondent is required to do anything contrary to local laws.

The position of the Ds

38.

D1

The position of the various Ds was, as it appeared at the hearing on 11 November 2022,
as follows. :
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39. DI appeared at the hearing, and raised the entirely legitimate concern that there should

D2

40.

41.

D3

42.

D4

43,

D5

44,

45.

not be identification of an inappropriate defendant. D1 did not raise substantive
objections to the relief sought.

As I have said, D2 had, through its solicitors Herbert Smith Freehills, made reference
to Mackinnon. It had, however, also made it clear that it would not actively oppose the
granting of a Bankers Trust order, and would take a neutral position in the present case.
In addition, it raised points about the confidentiality provisions and the terms of the
order. And, significantly, it stated that D2 is not the ultimate entity which owns or
operates the Binance.com exchange and does not hold the information sought, nor does
it have an unfettered legal right to demand that information from any other Binance
entities. Nor was it willing to identify the relevant entity. It said that, nevertheless, if
the court granted the order it would request the information from other ‘Binance
Operators’ (as defined in the terms and conditions on the Binance website).

The difficulty of C not knowing which was the precise legal entity concemned, in
circumstances where the exchange ‘topco’ was not willing or able to say, was addressed
by C by seeking to add a ‘Persons Unknown’ Defendant in respect of the Binance
exchange. Thus, at the hearing on 11 November 2022 I gave permission for the addition
of an eighth Defendant, namely ‘Persons Unknown (being the individuals or companies
or other entities who are identified in the Binance.com platform’s terms and conditions
as Binance Operators but not [D2])’.

D3 was named because C contended that it is the ‘topco’ in relation to the Kraken
exchange. D3’s response to service of the proceedings was that C was in breach of a
contract between C and D3 whereunder C had agreed not to bring an action against
Payward entities without complying with its terms and conditions. It is not necessary
to set out that issue in any detail. D3 maintained that position, but indicated, without
submitting to the jurisdiction, that it would comply with an order if made.

Issues were raised in correspondence from D4 as to the whether the correct Defendant
had been named. This led to C seeking permission, which I granted, to add the 7%
Defendant. A concern was also raised as to whether the order required a cross-border
transfer of personal information. It appeared to me that that issue would be sufficiently
dealt with by the provision that the order did not require the defendant to do anything
prohibited by local law.

Coinbase Inc, through its solicitors DLA Piper UK LLP and counsel, had indicated that
it, rather than Coinbase Global Inc, which had originally been named, was the relevant
entity. I made an order substituting it as DS5.

D5 pointed out that the sum allegedly received by a Coinbase user was very small, but
it indicated that it was nevertheless prepared to provide information to assist C to
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identify the alleged fraudster. D5 made a number of points as to the terms of the order,
and in particular as to the width of the information which should be provided. In
substantial measure as a result of these submissions, the information which I ordered
should be produced (for all Defendants) was as follows:

1. In respect of any customer account(s) which the Target Cryptocurrency was
allocated to and/or received on behalf of:

(a) the name the account(s) is held in;

(b) All ‘Know Your Customer’ (KYC) information and documents provided in
respect of the account(s);

(c) Any other information and documents held in relation to the account(s) which
does (or which the relevant Defendant consider is likely to) identify the holder of
the account(s), including email addresses, residential addresses, phone numbers and
bank account details, save that any bank account details and/or social security
numbers may be partially redacted by the relevant Defendant.

2. To the best of the Defendant’s ability:

(a) An explanation as to what has become of the Target Cryptocurrency (for the
avoidance of doubt, this should be with reference to the customer account which is
not necessarily the same as the recipient address listed in Schedule 1);

(b) The balance in the customer account referred to under sub-paragraph (a) above:
(i) immediately before it was allocated and/or received the Target Cryptocurrency;
and (ii) at the time of that Defendant’s response pursuant to this order;

(c) (In respect of the 1%-4% and 6*-8" Defendants only) insofar as transfers have
been made from (or on behalf of) that customer account to any other recipient
address between [date A] and [date B], if those recipient addresses are associated
with customers of the relevant exchange, the name and residential address of each
accountholder.

D5 also submitted that the court should not make a Confidentiality Order in the form
which had been included in the order of 28 October 2022, and which was included in
C’s draft order for 11 November 2022. That form of order required, in outline, that if
a defendant needed to contact a subsidiary to respond to the claim, it should seek to
obtain a written undertaking from that subsidiary that it would not disclose the existence
of the proceedings or order and agree that the undertaking was subject to English
jurisdiction. D5’s submission was that it was inappropriate to order a Defendant to
obtain an undertaking from a subsidiary (which included an obligation to submit to the
jurisdiction of the English court). I considered that that objection had considerable
force. Accordingly no such provision was included in the order made on 11 November
2022. The position in relation to subsidiaries who needed to be informed was dealt with
by adding the 9% to 12t Defendants, so that any persons who fell within those limited
categories would be directly bound by the confidentiality provisions of the order. D5
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D6

48.

reserved its position as to whether that was an appropriate way in which the issue was
dealt with (since it did not affect D5 in the case).

D5 also submitted that C’s undertaking as to collateral use should specifically prohibit
use of the information obtained for the purpose of a substantive claim against any of
the Defendants without the leave of the court. Accordingly, the terms of the
undertaking which was required from C in this respect was in the following terms:

As to collateral use:

(1) Subject to sub-paragraph (2) below, the Claimant shall only use the information
and disclosure provided by the Defendants for the purpose of recovering their
(allegedly) misappropriated assets or damages in respect of the misappropriation
(which shall include (i) taking further steps in this claim or to obtain further
information / documentation from third parties as well (ii) bringing proceedings
against any persons who may be liable to the Claimant in relation to the alleged
misappropriation of assets).

(2) The Claimant will not use the information or disclosure provided for the
purpose of any substantive claim against any of the Defendants without prior
permission from the court.

(3) The Claimant shall use reasonable endeavours to keep the disclosure and
information provided confidential to the extent that is possible and permitted by
the court (including redaction and/or ensuring such disclosure is subject to
protective orders to prevent public inspection).

D6 had made no substantive comments (whether by way of objection, reservation of
position or otherwise).

Summary

49.

In the circumstances I was prepared to make an order requiring the provision of
information and documentation. The dates for compliance were adjusted so that they
fell after the date on which any application under Part 11 had to be made. Insofar as
Defendants were added, provisions were included as to permission to serve out,
alternative service, and time for challenging the jurisdiction of the court. C was
required to give undertakings covering expenses and loss in usual terms. It was also
required to provide an undertaking as to collateral use in the terms which I have set out
above. End dates for the confidentiality and privacy obligations, subject to further order
of the court, were provided for.
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Our Commitment to User Protection

Users are at the heart of everything we do. From the beginning, we made user protection our top priority by
embedding state-of-the-art security measures and strict data privacy controls across the Binance ecosystem.
We work alongside partners, policy-makers and regulators to shape our robust compliance program and
regulatory framework, and build a sustainable path forward for the blockchain industry.

Secure From Day One

We safeguard user funds by securing our platform with strict protocols and industry-leading
technical measures. From real-time monitoring and a 360-degree risk management system to
advanced data privacy tools and end user security education, we continually find innovative
ways to protect the users we serve.

Platform Security

Secure Storage

The vast majority of user funds and assets are safely stored in offline, cold storage facilities.

Real Time Monitoring

Our risk management system analyzes every withdrawal attempt, password reset, two-factor
authentication reset and email address change. Unusual activity triggers suspended withdrawals
for a minimum of 24-48 hours.

Organizational Security

Our wallet and personnel infrastructure features advanced security measures, including
multisignature and threshold sighature schemes (TSS), ensure the safety and integrity of our users’

funds.
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We safeguard user funds by securing our platform with strict protocols and industry-leading
technical measures. From real-time monitoring and a 360-degree risk management system to
advanced data privacy tools and end user security education, we continually find innovative
ways to protect the users we serve.

Platform Security

Secure Storage

The vast majority of user funds and assets are safely stored in offline, cold storage facilities.

Real Time Monitoring

Our risk management system analyzes every withdrawal attempt, password reset, two-factor
authentication reset and emait address change. Unusual activity triggers suspended withdrawals
for a minimum of 24-48 hours.

Organizational Security

Our wallet and personnel infrastructure features advanced security measures, including
multisignature and threshold signature schemes (TSS), ensure the safety and integrity of our users’
funds.

Advanced Data Encryption

We protect user data and personal information, including Know-Your-Customer (KYC) information,
by encrypting data in storage. Meanwhile, data in transit is secured via end-to-end encryption,
ensuring only users have access to their personal information.

User-Level Security

Safe Sign In

Binance supports strict sign-in protocols using two-factor authentication, including hardware, app-
based, SMS and email methods.

Access Control

Advanced access control provides users with opt-in security features such as IP and wallet addrass
whitelisting, API access control and device management. 0
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Advanced access control provides users with opt-in security features such as IP and wallet address
whitelisting, APT access control and device management.

Security Notifications

Receive emails, notifications and security alerts in the event that suspicious activity is detected.
Users can secure their account by restricting access to unwanted third parties.

Opening New Doors for Crypto

We're committed to meeting the highest standards for regulatory compliance, in order to maintain our
responsibility to our users and further develop the blockchain industry.

Working Together To Establish Global Crypto
Compliance

In order to shape the future of crypto compliance across the globe, Binance partners with
regulators and third parties to develop clear regulatory frameworks, guidelines and standards.
In parts of the world where regulation is still under development, we strive to set proactive
initiatives to protect our users according to globat compliance standards. We continue to invest
in our compliance program and partner with cutting-edge compliance technology providers to
meet and exceed global regulations. We continue to invest in our compliance program and
partner with cutting-edge compliance technology providers to meet and exceed global
regulations whilst empowering law enforcement agencies.

Compliance Initiatives

Know Your Customer (KYC)

Anti-Money Laundering (AML)

https://www.binance.com/en/event/user_protection 171
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Compliance Initiatives

Know Your Customer (KYC)
Anti-Money Laundering (AML)
Law Enforcement Request System

Adherence to Sanctions Policy

Compliance Technology

DOW JONES

RISK & £ Chainalysis
COMPLIANCE & y

ELLIFTIC % TRM
REFINITIV [< jumio.

e onfido

Our Approach to User Care and Education

As part of our commitment to serving users, we launch good faith efforts to combat cybercrime, track down
missing assets and recover funds for everyday users—even when incidents occur outside of the Binance
ecosystem, or are caused by preventable human error. To further protect our users, we invest in user
education initiatives, including Binance Academy, a free educational platform designed to keep users
informed and help them safely navigate their crypto journey.

Fund Recovery Efforts

https://www binance.com/en/event/user_protection 1/1
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Our Approach to User Care and Education

As part of our commitment to serving users, we launch good faith efforts to combat cybercrime, track down
missing assets and recover funds for everyday users—even when incidents occur outside of the Binance
ecosystem, or are caused by preventable human error. To further protect our users, we invest in user
education initiatives, including Binance Academy, a free educational platform designed to keep users
informed and help them safely navigate their crypto journey.

Fund Recovery Efforts

Helping a Binance User RecoverBinance Recovers Over Binance Angels Recovered
$30,000 $344,000 for Users $98,000 in Crypto

Combating Cybercrime

How Binance Helped Take How Binance Helped Take How Binance Helped UK
Down a Cybercriminal Group... Down Cybercriminal Ring... Authorities Fight Cyberc 0
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Helping a Binance User RecoverBinance Recovers Over Binance Angels Recovered
$30,000 $344,000 for Users $98,000 in Crypto

Combating Cybercrime

How Binance Helped Take How Binance Helped Take How Binance Helped UK
Down a Cybercriminal Group... Down Cybercriminal Ring... Authorities Fight Cybercrime...

More Privacy Topics

yduction to Confidential ~ Why Public WiFi Is Insecure  Device Fingerprinting: How Wha
tions Exposed Are You?

More Security Topics

a Hardware Wallet (and  What Is a Digital Signature? Common Scams on Mobile Gene
1Should Use One) Devices

Contact Binance

Need help with Binance? Visit our Support Center to get in touch with our dedicated suppart team, available
24/7. For other inquiries, connect with us below.

0

Press Inquiries
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More Security Topics

a Hardware Wallet (and  What Is a Digital Signature? Common Scams on Mobile Gene
1Should Use One) Devices

Contact Binance

Need help with Binance? Visit our Support Center to get in touch with our dedicated support team, available
24/7. For other inquiries, connect with us below.

Press Inquiries

PR@binance.com

Compliance Inquiries

compliance@binance.com

Legal Inquiries

legal@binance.com

Law Enforcement Inquiries

Law Enforcement Request System

Banking & Vendor Inquiries

risk@binance.com
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Contact Binance
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Need help with Binance? Visit our Support Center to get in touch with our dedicated support team, available

24/7. For other inquiries, connect with us below.

Press Inquiries

PR@binance.com

Compliance Inquiries

compliance@binance.com
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legal@binance.com

Law Enforcement Inquiries

Law Enforcement Request System

Banking & Vendor Inquiries

risk@binance.com

About Us
Products
Service
Support
Learn

Community

®@ © ¢ 6 v © © @

Binance © 2025

https://www .binance com/en/event/user_protection

+ + + + +

171



26/G3/2025, 01:13 How 1o Report Stolen Funds Transferred to Binance | Binance

FAG
Support Center ® FAQ ¥ Security ¥ LawEnforcement ¥ How to ..Binance

How to Report Stolen Funds Transferred to Binance
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How to provide a clickable link for a TxID?

Important note:

« Binance ‘s not responsible for any less suffarad in reiation tc or anising from the alieged stolen funds.
nance is unable to unilaterally freeze any user’s assets withou® an agorogriate official freezing order from law enforcement or a court
fcompetent jurisdiction, Tt is your responsibility to prematily take action 1o abtan an official freezing order, 2.g. by reporting the matter
to your local police and requesting the issuance of a freezing orge”
» Any response or action taken by Binance in refatica to any information provided by you on the incident shall be without admission to the
marits of your claim or any alleged tracing of funds to Binance. Binance reserves the right to set out its position on your claim as we

deem fit

in addition. oiease ask law enforcement cfficials to contact 8inance via the fcllowing methods mentioned in the guide via this link
idepenaing on their jurisdiction):

s China {mainland):
o Signup here with an official law enforcement email adaress

« Russia and Belarus: Plzase email case@binanceholdings.ru.

« Others {including Hong Kong/Taiwan/Macau): Sign up here w.th an official law enforcement email adcress.

Jimance wiil cooperate with law enfercament raguests 'p provicing tng in‘ormasion and support as reguired by law, Binance will liaise
direciy with 1aw enforcement. and Binance, including its Custome: Seri'ce team will not be able to share any of this irformaticn with you

as they are confidential. You should atways reach out to law arforcerment dirsetly for any updatas.
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Register Now
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Peopular Cryptocurrencies
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Don't invest uniess you’re prepared ta lose alf the money you invest. This is a high-risk investment and yau should ot expect o be protected if samething goes

wrong. Take 2 mins to {earn more,
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Government Law Enforcement Request System

For Government and Law Enfarcement Agencies only:

Weicom2 to the Sovernment Law Enforcement Request System (LERS) Goverrment and law enforcement agencies can use this system 1o submit
information requests Binance will review each case and cocperate on a case-oy-case basis (¢ disclose information as legally rzquired, i

accordance with our Terms of Use and apolicable laws.

Please submit vour inquiry on our new Law Enforcement Partal. For global law enfarcement agencies, please use the following link:
hitps:fappkodexglobal.cor/binance/signup #3 "aw 2~isremaotirom TRna Yo €37 JSR 1he lovpvang o
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able 10 submit your requests, keep irack of your cases, and access all relevant information.

£
q

If you have an exigent request, please make sure to mark your case "Exigent” under the legal process type and we will orocess it immediatzly.
Note the portal only works in Google Chrome and Microsoft Edge.

Additionally, be aware 1hal agency verifications submitted with the use of VPNs will not be completed,

https://www.binance.com/en-GB/support/law-enforcement
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» Disputes: If you would like to file a formal complaint with Coinbase, please contact us via this help page.

» Criminal matters: Subpoenas for criminal matters can be submitted by Law Enforcement Officers via our
portal at https:/app.kodexglobal.com/gov/signup.
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A member of our support staff will respond as soon as possible.

%Y Drag files here or click to add a file

Submit

AN

Direct a complaint

If after contacting customer support your complaint is still
unresolved, please refer to this page for additional information.

A simple, secure way to buy and sell cryptocurrency

Trade bitcoin and other cryptos in 3 minutes.

https://support.gemini.com/hc/en-us/requests/new ticket_form_id=1260805732969
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Back to all legal agreements

User Agreement

Last updated: March 20, 2025

Welcome to Gemini!

Thank you for choosing Gemini, a digital asset platform operated by Gemini Trust
Company, LLC (a New York limited-purpose trust company), Gemini Moonbase,
LLC, and its affiliates. A Gemini exchange account is required to receive crypto
rewards earned from purchases made with the Gemini Credit Card. Depending on
your location, the Gemini exchange account is provided by one of our affiliates,
either Gemini Trust Company, LLC or Gemini Moonbase, LLC.

+ By continuing to use Gemini's services, you agree to be bound by the terms of
the User Agreement applicable to your jurisdiction.

« If you are unsure which agreement applies to you or have questions, please
contact Gemini Support at support@gemini.com.

hitps://www.gemini.com/legal/user-agreement 1/4
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If you reside in any of the below areas (unless If you reside in any of the below areas, you
otherwise noted), you are opening a Gemini are opening a Gemini exchange account
exchange account with Gemini Trust Company,  with Gemini Moonbase, LLC and your
LLC and your account is governed by the account is governed by the Gemini
Gemini Trust Company, LLC User Agreement Moonbase, LLC User Agreement

Areas of Availability:

e All U.S. states, including PR, GU, and D.C.

» Note: Accounts opened before January 15,

2025, in UT and MO remain with Gemini
Trust Company, LLC. Areas of Availability:

» Accounts opened before January 28, 2025, o AL, AK, AZ, AR, CA, CO, CT, DE, D.C,,
in AL, AZ, CT, HI, IN, MD, MA, MI, PA, and VA FL, HI, IL, IN, 1A, KS, ME, MD, MA, M,
remain with Gemini Trust Company, LLC. MS, MO, MT, NH, NM, ND, OK, OR, PA,

e Accounts opened before March 13, 2025, in PR, SD, UT, VT, VA, WA, WV, W[, WY.
AK, AR, CA, CO, DE, D.C., FL, IL, IA, KS, ME,

MS, MT, NH, NM, ND, OK, OR, PR, SD, VT,
WA, WV, W1, and WY remain with Gemini
Trust Company, LLC.

Thank you for choosing Gemini.

https://www.gemini.com/legal/user-agreement 204
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Support center > Terms of agreement > Article

OKX Law Enforcement Request Guide

Published on Sep 11, 2023 T
Law Enforcement Request Guide

Last Updated: September 10, 2024

For Government and Law Enforcement Agencies only:

1.INTRODUCTION

As per our Terms of Service, the services of OKX.com are being provided by the following

entities:

Aux Cayes FinTech Co. Ltd., a Seychelles registered company for all other users eligible to

access and use OKX’s Services;

OKCoin Europe LTD, a Malta limited liability company, which operates under the OKX brand, for
users who are residents of one of our approved operating locations within the European
Economic Ares;

OKCoin USA Inc., a US incorporated company, for users who are US residents residing in an

allowed US jurisdiction;

OKX Australia Pty Ltd and OKX Australia Financial Pty Ltd, Australian registered companies,

for users who are residents of Australia;

OKX Bahamas FinTech Company Limited, a Bahamas registered company for users who are
residents of Mexico and who registered between November 16, 2022 and August 28, 2023, and

institutional users who are registered on or after August 29, 2023;

https://www.okx .com/help/okx-law-enforcement-request-guide s
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OKX Middle East FinTech FZE, a United Arab Emirates registered company, for users who are

residents of the United Arab Emirates;

OKX Servigos Digitais Ltda., a Brazil registered company, for users who are residents of Brazil

and who registered on or after June 15, 2023; and

OKX SG Pte. Ltd., a Singapore limited fiability company, for users who are residents of Singapore
and who registered on or after October 13, 2023.

(Such entities collectively referred to herein as “OKX”, “we” or “us™).

Where appropriate, we will respond to requests from authorized law enforcement officers with
proof of authority. We will review each case and cooperate on a case-by-case basis, in
accordance with the relevant Terms of Service, our Privacy Notice Statement, and any applicable
laws and regulations. This Law Enforcement Request Guide explains how authorized law
enforcement officers can engage and contact us to request customer information and/or freeze

a customer’s OKX account.

2. LAW ENFORCEMENT REQUESTS

We are responsible for processing law enforcement requests from all jurisdictions, in
accordance with our Terms of Service, our Privacy Notice Statement, and any applicable laws

and regulations.

If you are an authorized law enforcement officer, please address all law enforcement requests to

“OKX” (as opposed to a specific OKX entity) and send such requests to

enforcement@okx.com . We make every effort to promptly respond to your emails. If, however,
you do not receive our response, please check your email's junk/spam folder.

If applicable, please also reference the appropriate applicable Mutual Legal Assistance Treaty-

related documents if cross-border law enforcement is involved.

hups:/fwww.okx.com/help/okx-law-enforcement-request-guide
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3. REQUIRED INFORMATION

For us to consider your request, law enforcement officers should write to us:

1. using an emall address from an official government domain and attaching documentary
evidence of your personal authority as a representative of your law enforcement agency to

administer such request (e.g. photo of your agent badge);
2. stating in the subject line the specific actions/items requested; and

3. attaching a signed court order and/or official letter from your law enforcement agency that

includes the following details:

®  Full name of your law enforcement agency and its legal authority to make such request

in conjunction with courts of competent jurisdiction, with documentary evidence
attached;

®  Your official contact information (email address and/or phone number);

e Achronological overview of the alleged incident under investigation, including material

facts of the case, with reference made to the following matters where possible:

o all relevant wallet address(es) and transaction hashes (“TXID"), starting from the first
transaction the alleged victim is complaining about (please specify token type and
amount for each transaction, and the relevant blockchain) (“First Transaction™), to

how that transaction is traced to OKX;

o for complex cases, please state the total amount in question (in tokens and

approximate value in USD), and include a breakdown for our better understanding;

o your investigation findings to date, including information on the alleged fraudster,
and also the circumstances in which the alleged victim was convinced to make the

First Transaction;

o relevant OKX user’s name, UUID, registered phone number and email address,

identification number; and

4. The actions/items requested.

All requests and attachments must be in English.

https://www.okx .com/help/okx-law-enforcement-request-guide 315
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4. CONFIDENTIALITY REQUEST

In the event your request requires a freeze of a customer's OKX account, we will not disclose to
the affected customer that such action was taken pursuant to a request from your law
enforcement agency. In certain circumstances, however, we may seek your approval to disclose
to the customer that their account has been frozen pursuant to a directive from your agency. We
will not make any such disclosures unless we get prior permission from you, although we may
not be able to maintain the freeze on a voluntary basis for a prolonged period without such

permission.

If such permission is granted, please also confirm whether we can share your official contact
information with the affected customer so they can contact you directly to assist with your

investigation.

©2017 - 2025 OKX.COM

@ English/HKD ~

More about OKX v
Products v
Services ~
Supoort =

https://www okx.com/help/okx-law-enforcement-request-guide
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GENERAL TERMS AND CONDITIONS OF THE BIT2ME
PLATFORM SERVICES

Please note that this document contains a translation of the General Terms and
Conditions from Spanish to English. In the event of any discrepancies,
inconsistencies, or differences between this English version and the original Spanish
version, the Spanish version shall prevail and be considered the definitive and
binding version.

VERSION: JANUARY 2024




LEGAL INFORMATION

BITCOINFORME, S.L. (hereinafter Bit2Me), with registered office at Calle
Germdan Bernacer, 69, 03203, Elche, Alicante, SPAIN and with N.LF. B-54835301,
registered in the Business Register of Alicante, in volume 3828, folio 110, Entry 1
with Page A-143230, is the owner of the website: https://bit2me.com/ and the
APP (iOS/Android) through which you can access the Bit2Me Platform.
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1. GENERAL DESCRIPTION

These GENERAL TERMS AND CONDITIONS, along with the Legal Notice, the
Privacy Policy, the Cookies Policy and any other specific conditions published on
this website for the provision of services by Bit2Me, are applicable to any
individual with legal capacity who engages Bit2Me services through the website,
the App (i0S/Android) or its e-wallet platform (hereinafter, the “Platform”).

Bitcoinforme, S.L. is the Company responsible for the website https://Bit2Me.com,
the Platform hosted on that domain and the APP as well as its content. Its primary
activity is to offer several services for buying and selling cryptocurrencies or
cryptoassets (hereinafter, “cryptocurrencies”), through the electronic wallet
custody service (hereinafter, “Wallet”) that allows the user to exchange virtual
currency for fiat currency (euros). This service allows users to convert and transfer
among different types of supported cryptocurrencies, buy and sell of
cryptocurrencies, and use the centralized services of the trading platform, as well
as other additional services to facilitate and support the exchange of
cryptocurrencies.

These GENERAL TERMS AND CONDITIONS must be accepted by the User in order
to use the Bit2Me Platform services that require prior acceptance through the
website https://Bit2Me.com or through the Application for Smartphone and Tablets
Android and i0S located in Google Play, App_Store (hereinafter, “Platform” or
“Application” or “"APP").

If these GENERAL TERMS AND CONDITIONS are not accepted during the
registration process for the contracting of Bit2Me services, access to the Bit2Me
Platform services will not be granted.

By expressly accepting these GENERAL TERMS AND CONDITIONS, the user is
understood to have fully accepted them, having previously read and understood
each of the terms, and is obliged to comply with all the specifications outlined
therein.

2. REQUIREMENTS FOR ACQUIRING USER STATUS

User status can be acquired by individuals of legal age and with full capacity to
enter into contracts who agree to these GENERAL TERMS AND CONDITIONS
(hereinafter, "the User").

In instances where a user accesses the Platform on behalf of a legal entity, the
user acknowledges and declares that they possess sufficient authorization to
commit the represented the legal entity or company to service agreements. In
such cases of accessing the Bit2Me Platform or registering as a Legal Entity,
Company, or Professional, any service requests made by the User will be
considered as made by the Legal Entity, and Bit2Me will assume they are
authorized by said entity.

Acquiring user status entails the acknowledgment and unconditional acceptance of
the terms of these GENERAL TERMS AND CONDITIONS, as well as the Legal Notice
and Privacy Policy of the Bit2Me Platform, which the user affirms to have reviewed



prior to acceptance. This documentation can be saved and reproduced by the user.
Registration on the Bit2Me Platform is a necessary condition for engaging services
offered by the Bit2Me Platform.

Users will access Bit2Me Platform services using a username and password created
during the registration process when agreeing to these General Terms and
Conditions.

The username and password, which allow user identification and access to Bit2Me
Platform services, are strictly personal and confidential. The User is responsible for
maintaining their secrecy. Therefore, the User expressly agrees that Bit2Me
assumes any use of the service through their identification credentials is conducted
by the registered User, uniess the User has previously notified Bit2Me of their loss
or theft. In such cases, the User must promptly modify them. Passwords can be
freely changed by the user via procedures established by Bit2Me. The old
password will be invalidated as an identification method as soon as the new one is
created.

Bit2Me reserves the right to block access to and use of the Bit2Me Platform
services for security reasons as deemed necessary.

Bit2Me will implement organizational and technical measures on its computer
systems to ensure proper use of the Service by Users and to prevent unauthorized
access that could lead to the unauthorized disclosure of the User's financial
information accessible through the Service.

3. SERVICES OFFERED BY BIT2ME

Bit2Me offers a variety of services for the purchase and sale of cryptocurrencies or
crypto assets (hereinafter “cryptocurrencies”) through its platform. These services
include an electronic wallet custody service (hereinafter “Wallet”), which enables
users to exchange virtual currency for fiat currency (euros), conversion and transfer
among various types of supported cryptocurrencies, buying and selling of
cryptocurrencies, and the centralized services of the trading platform. Additionally,
Bit2Me provides other support services to assist with the cryptocurrency exchange
process.

Bit2Me is committed to the proper delivery of services via the Platform, Users
agree to utilize the Platform responsibly, absolving Bit2Me of any responsibility for
misuse, incorrect, or unlawful use of the Platform, or for the purpose of engaging
in illegal activities.

4. EFFECTIVENESS OF THE GENERAL TERMS AND CONDITIONS

The GENERAL TERMS AND CONDITIONS shall become effective and, therefore,
binding for both Bit2Me and the User once the following condition is fulfilled: The
User has expressed their agreement by clicking the “I have read and accept the
GENERAL TERMS AND CONDITIONS" button on the Platform or in the Application.

Furthermore, in accordance with amsmm@u_aﬂmummzm

Bit2Me will confirm




the acceptance of these GENERAL TERMS AND CONDITIONS within a maximum
period of twenty-four hours from their becoming effective, by acknowledging the
commencement of the contract..

5. PRIVACY POLICY

Acceptance of the Bit2Me website's Privacy Policy is required along with these
GENERAL TERMS AND CONDITIONS. The information you provide to Bit2Me is
essential for the provision of services through the Platform, enabling you to use
the services offered by Bit2Me. The collected data will be processed in compliance
with the relevant Data Protection legislation. The Privacy Policy can be accessed

via the following link: https://Bit2Me.com/legal/privacy,

6. AMENDMENT OF THE GENERAL TERMS AND CONDITIONS

Bit2Me reserves the right to amend these GENERAL TERMS AND CONDITIONS
without prior notification. When significant changes are made, users wiil be
informed, and it is the user's responsibility to review these updated GENERAL

TERMS AND CONDITIONS available at https://Bit2Me.com.

In this context, the user will be deemed to have fully accepted the revised
GENERAL TERMS AND CONDITIONS Iif, after a period of one month from when the
amendments were made available to all users, the user has not expressed dissent
or terminated the service. Within this period, the user has the right to indicate
disagreement with the amendments to the GENERAL TERMS AND CONDITIONS
and must request cancellation or termination of the Bit2Me service if they do not
agree with the changes.

7. LINKS TO EXTERNAL SITES

On the Platform, you will find links to third-party websites, which operate under
their own terms and conditions. Bit2Me is not responsible for any transactions
that users may conduct through these external entities. Similarly, the Privacy
Policies or GENERAL TERMS AND CONDITIONS of these entities are beyond
Bit2Me's control. Therefore, users should be aware that the GENERAL TERMS AND
CONDITIONS and Privacy Policies of these third parties are solely their
responsibility and not that of Bit2Me.

8. MINORS

Minors are not permitted to use the services offered by Bit2Me through the
Bit2Me Website or Application. Any request for membership made by individuals
under the age of eighteen (18) will be deciined.

9. INFORMATION ON CRYPTOCURRENCIES

Cryptocurrency or cryptoasset transactions occur directly without the need for

intermediaries. Unlike traditional legal tender, cryptocurrencies are not supported
by any government entity and do not depend on trust in a central issuer. Instead,



they utilize alternative methods to prevent double-spending and to achieve
consensus across all network nodes.

Each transaction within the network Is recorded with a digital signature to prevent
fraud and forgery and is permanently stored on the network.

Cryptocurrency transactions, which can be verified through URLs such as
hitps://explorerBit2Me.com, typically do not reveal the identity of Bit2Me users
involved in a transaction. However, users should be aware that the system does not
guarantee complete anonymity.

Given the sophisticated encryption and security measures, the chances of
cryptocurrency counterfeiting, or theft are extremely low. However, there remains
a risk of failure in procedures or software. Payments made in cryptocurrencies are
irreversible, and the likelihood of computer errors affecting legitimate
cryptocurrency payments is minimal due to system checks designed to avoid such
issues. Most payment errors result from user input mistakes, hence Bit2Me is not
liable for transactions conducted by users. In the event of errors attributable to
the user, Bit2Me may impose fees or costs as detailed at

10.INFORMATION AND DOCUMENTATION REQUIREMENTS

Certain Some services on the Platform do not necessitate the express acceptance of
these GENERAL TERMS AND CONDITIONS as they are freely accessible services or
functionalities governed by the Legal Notice on the Bit2Me website. Platform users
may utilize the freely accessible services provided on the Bit2Me website, as well
as all natural or legal persons visiting the website.

To acquire User status for the provision of services offered by Bit2Me, users who
register on the Platform must provide certain information necessary to comply with

ﬂnan_c]_ng (herelnafter LPBC) to fulfill the reqmrements for formal client
identification.

The level of information requested will vary depending on the service and the
financial thresholds of the transactions conducted by the user. Different levels of
information enable access to services with more features and higher transaction

limits for the end user (see table economic thresholds).

Requested information may include, but is not limited to, mobile phone number,
transaction amount, name, surname, username and password, email address,
security code sent via email or required for two-factor authentication, profession,
date of birth, and any other data or information necessary based on the type of
transaction chosen by the user.

The type of user will also determine the required information, depending on
whether it is an individual or a legal entity, necessitating details such as ID card,
residence card, foreign identity card or passport, bills, video conference, deeds,
shareholding structure, proof of business activity, etc., in accordance with Law



10/2010, of 28 Aprii, on the prevention of money jaundering and the financing of
terrorism and other applicable legislation as deemed necessary.

Bit2Me reserves the right to request additional information at any time to better
understand the purpose and nature of the user's business relationship, potentially
through a third party. Failure to provide information or indications of money
laundering in the submitted data will permit Bit2Me to unilaterally terminate the
service contract immediately.

11. FINANCIAL AND TEMPORAL RESTRICTIONS ON TRANSACTIONS

Bit2Me users can access information regarding the limits and costs of the services
provided, including any fees or commissions, by visiting the Limits and Prices

section of the website at https://Bit2Me com/comisiones.

12, SERVICE PRINCING

The services provided to users via the Bit2Me Platform will incur fees and/or
commissions, details of which can be found in the commissions and limits section
of the website: hitps://Bit2Me.com/comisiones. These charges will be
communicated to the user during each transaction and recorded in the user's
transaction history for ten (10) years in compliance with the Anti-Money
Laundering and Counter-Terrorist Financing (AML/FT) regulations.

The exchange rates are dynamically calculated in real-time based on several
factors, including:

e Market supply.
o Market demand.
e Partnerships with third party partners.

This approach ensures an optimal real-time exchange rate for each supported
currency, applicable in transactions and exchange.

The fees for storage and withdrawal services at Bit2Me are influenced by our
partnerships with third parties and the fees charged by the user's bank or card
entities.

Bit2Me reserves the right to amend the GENERAL TERMS AND CONDITIONS in
response to changes in usage conditions, potentially passing on these
modifications to its users.

Notably, any alterations in the fees charged by the electronic money institution, or
changes to payment or electronic money services, must be communicated to the

user two months in advance, in line with article 33 of Roval Decree-Law 19/2018,

matters.

Information regarding the electronic money institution and other entities is

available at: https://Bit2Me.com/es/legal/ede.



For Bit2Me Pro services, a commission is charged on each executed order within
the Bit2Me Pro order book. Commissions are levied in the cryptocurrency received
and calculated as a percentage of the order volume. These are applied per
transaction and automatically deducted upon order fulfilment. If an order acts
partly as an Order Maker and partly as an Order Taker, the respective fees for each
role are applied accordingly.

Users acknowledge and consent that Bit2Me Pro fees may vary and are subject to
updates, which will apply to transactions post-update. You also agree that fees will
be deducted from your Bit2Me Wallet. Current Bit2Me Pro fees are detailed at the
provided link.

Bit2Me offers volume-based commission discounts, available at the mentioned
link. Users recognize and accept that such discounts are subject to change or
discontinuation at Bit2Me's discretion.

Any compensation Bit2Me receives for services rendered under these GENERAL
TERMS AND CONDITIONS will include applicable taxes, levies, and duties as per
current laws. It is the user's responsibility to assess tax implications on
transactions conducted through Bit2Me and fulfill tax obligations to the relevant
authorities.

13.CONTRACT DURATION

This contract is effective for one year from the date of its acceptance and signing,
and it will AUTOMATICALLY renew for subsequent one-year periods indefinitely,
unless either party notifies the other of their intention not to renew. Nevertheless,
the user has the right to request termination of the contract at any time. It should
be noted, however, that the User is not entitled to terminate the contract until they
have satisfied all outstanding payment obligations to Bit2Me.

14. BIT2ME SERVICES

14.1. GENERAL MATTERS

14.1.1. Conditions and Restrictions

Bit2Me reserves the right, at its sole discretion, to decline any transaction
submitted via the Services, to impose limits on the transaction amounts allowed
through the Services, or to set other conditions or restrictions upon the use of the
Services without prior notice. For instance, it may limit the number of open orders
on the Platform or restrict transactions from specific locations.

14.1.2. Accuracy of information

You are required to provide accurate and complete information when creating your
account on the Platform or as directed by any screen within the Services. You
affirm and guarantee that all information supplied through the Services is accurate
and comprehensive.



14.1.3. Cancellations

You may cancel an initiated order or service request only if the cancellation is made
before Bit2Me executes the transaction. After your order or request has been
executed, you cannot alter, withdraw, or cancel your authorization for Bit2Me to
conduct the transaction or to provide the service. Should an order or service
request be partially fulfilled, you may cancel the remaining portion unless it
pertains to a market transaction. We reserve the right to deny any cancellation
requests related to a market order once it has been placed. In contrast to exchange
orders, all trades are final once initiated. While we may, at our discretion, reverse a
trade under specific exceptional circumstances, a customer does not have the right
to a trade reversal.

14.1.4. Insufficient funds

If your Bit2Me Account lacks sufficient funds to fulfill an order or service request,
we may cancel the entire order, or we may carry out a partial order with the
available funds in your Bit2Me Account, deducting any applicable fees owed to
Bit2Me for the transaction.

14.1.5. Taxation

You are responsible for determining any taxes that may apply to your transactions
through the Services, and it is your duty to report and remit the correct tax to the
relevant tax authority. You agree that Bit2Me is not responsible for determining
the applicability of taxes to your transactions or for collecting, reporting,
withholding, or remitting any taxes arising from any transaction.

14.2. ELECTRONIC PURSE OR WALLET

To operate on the Platform, Bit2Me provides users with wallets for purchasing
cryptocurrencies, conducting exchanges between different types of supported
cryptocurrencies, and converting them into legal tender fiat currency (euros).

You must also accept these GENERAL TERMS AND CONDITIONS and the Privacy
Policy in full by clicking on the "I have read and accept the GENERAL TERMS AND
CONDITIONS" button after reviewing them via the provided hyperlinks or by

requesting they be sent by email to info@Bit2Me.com.

Bit2Me, in accordance with article 27.1 of Law 34/2002, of 11 July, on information
soclety services and electronic commerce (LSSI), expressly states that it will keep

the electronic document in which the Service contract is formalized.

If necessary, Bit2Me may request the user to provide relevant data to comply with

Law 10/2010 of 28 April, on the prevention of money_laundering and terrorist
financing. Should the user decline to provide this information, Bit2Me may
unilaterally terminate the service.



Furthermore, Bit2Me reserves the right to temporarily suspend the user's
transactions as a precautionary measure until the legality and legitimacy of the
transactions can be confirmed and verified.

14.3. CURRENCIES SUPPORTED

The Platform or Application supports the main cryptocurrencies on the market, as
well as some of the main current or fiat currencies of legal tender FIAT (euros).
Currently the only legal tender accepted by Bit2Me is the Euro.

14.4. LIMITATIONS OF WALLETS

Owing to technical constraints, certain Bit2Me cryptocurrency wallets may lack
capabilities for storage, withdrawal, or other functions. Wallets with such
restrictions are marked with a "lite" icon. By clicking on this icon, users will be
informed of the specific limitations in place.

Bit2Me is continuously striving to increase support for a broader range of
cryptocurrencies and to ensure that all supported cryptocurrencies have full
functionality.

14.5. SERVICES FOR EURO TRANSACTIONS

Bit2Me is a platform that enables users to purchase and sell virtual currencies in
exchange for fiat money. To facilitate these services and ensure secure
transactions in euros, Bit2Me offers two options:

i, Open and maintain an e-money wallet which allows you to hold e-money
for the purpose of purchasing cryptocurrencies at any time, and to receive
and retain euros obtained from selling cryptocurrencies. For this purpose,
Bit2Me collaborates with an e-money institution, as further outlined below.

i, Execute direct transfers of euros for the transactions you intend to
conduct. In this scenario, Bit2Me does not authorize the cryptocurrency
transaction until it has confirmed the receipt of the funds.

For payment methods (both for depositing FIAT money into the EURO Wallet and
for paying for the cryptocurrency that the user wishes to purchase), Bit2Me
accepts: (i) payments from the EURO Wallet; (ii) card payments; (iii) bank
transfers; and (iv) Tikebit.

14.5.1. EURO e-money wallet

One method of conducting transactions on the Bit2Me Platform is via the EURO
Wallet. Bit2Me may require users to verify ownership of the external account used
for their EURO transfer orders. Bit2Me is not liable for any fees or commissions
associated with the external account utilized by the User or for its management or
security. You bear full responsibility for the use of your external account and agree
to adhere to all applicable terms and conditions relating to the external account
you use for Euro transactions. The timing of a Euro Transaction may be partly



dependent on the actions of third parties responsible for managing the relevant
External Account, and Bit2Me does not guarantee the time frame for completing
Euro Transactions.

The e-money in the User's EURO Wallet does not constitute a deposit or
investment; thus, the FIAT (Euro) funds are not covered by the Financial Services
Compensation Scheme or any other guarantee funds or similar protections.

Users should be aware that e-money held in the EURO Wallet does not accrue
interest. Bit2Me does not provide any compensation for the funds maintained in
the e-money EURO Wallet, whether for storage or for the purchase and sale of
cryptocurrencies.

PECUNIA CARDS EDE, S.L.U.

Bit2Me partners with PECUNIA CARDS EDE, S.L.U. (LEI: 9598007HK1GFFYZRGIO0),
an Electronic Money Institution (EMI) regulated by the Bank of Spain, registered
under the number 6707, and commercially known as "PECUNPAY". Users can access
the General Terms and Conditions of the Electronic Money Wallet service via its
website at “PECUNPAY”. Users can access the General Terms and Conditions of the
Electronic Money Wallet service via its website at www.pecunpav.es.

Users who sign up with Bit2Me will have the opportunity to use PECUNPAY's
services. To utilize these services, users must explicitly choose the electronic
money wallet option to open an electronic money account, which will act as a
wallet for holding euros for use in their buy and sell transactions. Users must
provide their consent and authorization for PECUNIA CARDS EDE, S.L. to execute
payment transactions arising from the contractual relationship between Bit2Me
and the user, as well as transactions between users. This authorization is conferred
when the user agrees to these GENERAL TERMS AND CONDITIONS for engaging
with Bit2Me, which includes information about PECUNPAY and an explicit request
for the electronic money wallet option within the Bit2Me platform.

In this arrangement, customer funds are safeguarded in a custodial account held
by PECUNIA CARDS EDE, S.L., established at a credit institution. This account is
governed by the legal framework set forth in Royal Decree Law 19/2018, of 23
November (along with other relevant and/or supplementary legisiation), and is
afforded the protective measures outlined in article 21.1 a) of the said decree.

Authorization of debits/credit memos

When you instruct us to debit a sum from your e-money EURO Wallet to your
external account or to credit an amount from your external account to your EURO
Wallet, you authorize Bit2Me to process such a transaction through the authorized
e-money institution.

Before executing any payment or debit through the EURO Wallet, Bit2Me and
PECUNIA CARDS EDE, S.L. will conduct necessary checks and controls to prevent
fraud, money laundering, terrorist financing, and other financial crimes. Such
measures may lead to a delay or, in some cases, the inability to complete the FIAT



Money (Euro) transaction until these checks and verifications are satisfactorily
concluded in accordance with legal requirements.

Rejected Transactions

There may be instances where the User's external account rejects the transfer of
the User's funds in Euros, or it may not be available to execute a Euro transfer. In
such cases, the User agrees not to hold Bit2Me responsible for any damages
arising from such rejected transactions.

14.5.2, Transactions via Bank Transfers

Additionally, for customers who prefer not to use the PECUNPAY e-money account
for transactions, specifically for purchasing cryptocurrencies, they can directly
transfer euros to accounts in European countries held by the following institutions:
FIDOR BANK AG and CLEAR JUNCTION LIMITED. It is crucial to understand that
Bit2Me does not manage the funds transferred by users to these accounts; these
funds are solely for facilitating the user-requested transactions at any given time.

Therefore, users can purchase cryptocurrencies using bank transfers with FIAT
money (euros), availing themselves of the bank transfer services from their own
banking institution or payment services from their external account. In every bank
transfer, the details of the payer and payee must correspond to the information
previously provided by the user.

If deemed strictly necessary, Bit2Me reserves the right to temporarily halt debits
or credits to gather additional information from the user and the payment method
utilized, or even to issue a refund. The costs associated with the refund, as
detalled at hitps://Bit2Me.com/comisiones may be charged to the user. The
account details for users to transfer funds for cryptocurrency purchases are as
follows:

FIDOR BANK AG (LEI: 529900AW9RMSHTDQ7156) is a Financial Institution
registered in the Commercial Register of Munich (Germany) under the number
HRB 149 656 and registered with the Bundesanstalt fiir
Finanzdjenstleistungsaufsicht (BaFin) under the number 120505. Read more about
FIDOR BANK AG

CLEAR JUNCTION LIMITED (LEI: 254900NQFIGPQM32QW52) is an entity
registered in England under registered number 10266827 and is authorized and
regulated by the Financial Conduct Authority under reference number 900684,
Read more about CLEAR JUNCTION LIMITED

VERY IMPORTANT:

1) Cryptocurrency purchases via bank transfer can be made using either the
SEPA system (Single Euro Payments Area) or the SWIFT system (Society
for Worldwide Interbank Financial Telecommunication)



2) SEPA credit transfers will be carried out in compliance with EU Regulation
260/2012 and the user's bank shall execute the transfer. The user must
provide all necessary information as required by the prevailing regulations
at any time by the credit institutions or payment service providers involved
in the transaction. The user is accountable for the completeness and
accuracy of the information provided, absolving Bit2Me and any other
credit institutions or payment services involved in the transaction from any
damage or claims arising from incorrect or incomplete information.

3) The sender/initiator of the transfer must be the same individual registered
as a Bit2Me user.

4) When entering the reference, the user should include the entire reference
and may omit hyphens and/or periods if their credit institution or payment
service provider does not support these characters,

5) The user must transfer an adequate amount in Euros for Bit2Me to execute
the requested transaction under the specified terms.

6) Cash deposits are not accepted.

7) Users are prohibited from making money transfers from countries identified
as "tax havens" because Bit2Me, along with the rest of the credit
institutions or payment services participating in the transaction, adheres to
the due diligence measures outlined in EU Directives and Regulations, as
well as Spanish and European laws on the prevention of money laundering
and terrorist financing.

8) The list of countries where SEPA transactions can be processed includes
Member States of the European Union (EU), the European Free Trade
Association (EFTA), and Member States that are part of the European
Payments Area (SEPA) The list of SEPA area countrles is available at:

14.5.3. Card transactions

If the user wishes to buy cryptocurrencies in exchange for FIAT money (euros),
payment cards can also be used as a means of payment. This means of payment
is also available for loading the EURO Waliet.

If strictly necessary, Bit2Me reserves the right to temporarily stop the transaction
requested by the user in order to collect additional information from the user and
the payment method used, even to the extent of refunding the payment.

At Bit2Me we care about the security of our customers in order that a card is not

used fraudulently, so you can perform a verification process in the terms set out
here.

14.5.4. Cryptocurrency Storage



Users have the option to store cryptocurrencies in their Bit2Me wallets for the
cryptocurrencies that are supported by Bit2Me and offer storage functionality.

To use this feature, users must transfer the cryptocurrencies to the address
provided by Bit2Me. It is imperative that users only send the specific type of
cryptocurrency that Bit2Me has indicated for that address.

Bit2Me bears no responsibility if users transfer an incorrect type of cryptocurrency
to the Bit2Me storage addresses. Transactions involving cryptocurrency storage
on the Bit2Me Platform can be verified using a compatible blockchain explorer; for

instance, Bitcoin transactions can be checked at https://explorerBit2Me.com.

Bit2Me securely manages the private keys for digital currencies, which are
essential for executing cryptocurrency transactions. Due to the security protocols
of the Platform, it might be necessary to access private keys or related information
from the cryptocurrency storage to facilitate or execute a transaction.

14.5.5. Users residing in Brazil

Bit2Me is a platform that enables users to purchase, sell, and store
cryptocurrencies. To offer these services and ensure secure transactions for users
residing in Brazil, cryptocurrency purchases can be made only if the User has FIAT
currency in their Wallet for placing cryptocurrency Purchase Orders. Users can
deposit funds (FIAT currency) into their Wallet using the Brazilian instant payment
system - PIX, with a limit of R$ 5,000.00 per transaction

For users in Brazil, Bit2Me exclusively provides the PIX instant payment method for
incoming funds. These funds are processed through SafetyPay.

SafetyPay stands as a leading provider of online banking payments in the
Americas, offering a real-time online payment solution. PIX, an instant payment
system introduced by the Central Bank of Brazil (BCB), is designed to expedite and
simplify payments and transfers between accounts.

The funds will be deemed available in the Bit2Me account once the payment is
officially cleared and recognized in Bit2Me's bank account. It's important to note

that transfers via PIX might face delays due to a high volume of transactions
occurring simultaneously.

14.6. EXCHANGE SERVICES

The Wallet service facilitates exchanges between the wallets a user has
established. The user must specify the amount to be exchanged and the wallet to
which the funds shouid be directed.

14.7. PURCHASING AND SELLING SERVICES

14.7.1. Cryptocurrencies Purchases



Bit2Me enables the purchase of cryptocurrencies, defining a purchase as an
exchange from FIAT currency (euros) to cryptocurrencies,

Bit2Me supports various payment methods for purchasing cryptocurrencies,
including: (i) payments from the EURO Wallet; (ii) payments from a
cryptocurrency Wallet; (iii} card payments; (iv) bank transfers; and (v) Tikebit.

The price is fixed at the moment Bit2Me receives the payment notification, which
may be seconds after the payment is made.

14.7.2. Selling cryptocurrencies

Bit2Me facilitates the sale of cryptocurrencies, defining a sale as the conversion of
cryptocurrencies into FIAT money (euros)

To do this, the user needs to hold the cryptocurrency they wish to sell and convert
it into a FIAT currency (euro) supported by Bit2Me.

14.8. WITHDRAWAL SERVICES

Provided the funds in the User's Wallet exceed any minimum balance required for
open positions, the user may withdraw to an external account any amount, up to
the total funds in the Wallet minus such minimum, and less any transaction fees
charged by Bit2Me (as outlined in clause 11 of the Services Pricing).

14.8.1. Euro Withdrawal

The User must provide details of their external bank account for receiving FIAT
money (Euro) and review the transaction summary before confirming the transfer.

Exceptionally, if FIAT money (euros) is to be withdrawn to an external bank account
not owned by the user, Bit2Me's prior approval is required. The user assumes full
responsibility for the transfer, including any legal consequences, absolving Bit2Me
of liability.

14.8.2. Cryptocurrency Withdrawals

Users can withdraw funds via supported cryptocurrencies by Bit2Me, limited to
those supporting withdrawal functionality.

Withdrawals must be made to a recipient address capable of receiving the specified
cryptocurrency type.

Bit2Me may impose necessary charges for such withdrawals, like miner's fees or
exchange costs.

Bit2Me is not liable for incorrect destination addresses provided by the user or if
the user is unable to manage their private key for the received cryptocurrencies.



Cryptocurrency withdrawals can be verified using a compatible blockchain explorer,

for example, Bitcoin transactions can be checked at hitps://explorer.bit?me.com.

For security, cryptocurrency withdrawals might be manually reviewed by Bit2Me,
processed, and sent to the blockchain network after approval, within the shortest
necessary timeframe.

14.8.3. Users residing in Brazil

Brazilian residents must provide their bank account details for receiving FIAT
currency, along with other personal information requested by Bit2Me for
transaction processing and review the operation summary before ordering the
transfer of Reais to their bank account. For transfers via the PIX system, the user
must provide their Pix Key.

Withdrawals of FIAT currency from Bit2Me to the user's bank account are
processed through FacilitaPay (CNPJ; 10.789.035/0001-05). FacilitaPay operates in
compliance and in accordance with the Brazilian Payment System (SPB)
regulations; the Foreign Exchange Market; and the Payment methods. FacilitaPay
is authorized as an eFX provider, according to Central Bank Circular 3691/13, as
amended from the publication of BCB Resolution n°® 148/21; as an International
Payments Facilitator and as a Correspondent Bank (BCB Resolution n©
3.954/2011).

Exceptionally, if FIAT cash withdrawals are made to an external bank account not
owned by the user, Bit2Me's prior approval is needed. The user is fully
responsible for the transfer and any legal repercussions, releasing Bit2Me from
liability.

14.9. SERVICE REFERRAL PROGRAMME

This program serves as an incentive for individuals who recommend Bit2Me's
services to their family and friends. The reward consists of a portion of the net
profits generated from transactions within Bit2Me's cryptocurrency trading
service,

The percentage of net profit received is based on the user's level at the time of
referral, with the level increasing as the user accrues more profit. An incentive
chart detailing potential earnings based on user levels s available here.

Invitations must be extended via a referral link. These links are accessible to
registered users through the Referrals section in the user account control panel.

To qualify for the referral program, the referred individual must register on the
Bit2Me website using the provided link and complete the minimum Initial deposit
as specified in the referral program terms.

We advise ensuring the accurate distribution of the referral link and verifying that
referred individuals use the link in a cookie-enabled browsing session. This is to



avoid Issues with links shared through social networks, WhatsApp, or Telegram
being altered.

For referrals to be recognized and displayed in the referral panel, the procedure

outlined in the following link must be foliowed: Why doesn't 3 referral appear in
my panel?

Bit2Me does not manually refer any user account to another.

The user has access to a control panel to monitor the progress of the received
incentives, which are tallied in euros. When these incentives reach the minimum
amount specified in the referral program terms, the user can request a withdrawal
to their Bit2Me wallet.

Additionally, participation in the Referral Program necessitates agreeing to the
specific terms and conditions of the service, available at

14.10 BIT2ME PRO

The Bit2Me Pro Platform is a sophisticated centralized trading platform designed
for the purchase and sale of cryptocurrencies, catering to experienced users,
entrepreneurs, professionals, and institutions. Bit2Me does not engage in the
buying, selling, or exchanging of any cryptocurrency or cryptoasset on its behalf,
except for transactions on behalf of German users, where Bit2Me acts as the
immediate counterparty in each order, executing trades directly.

By using Bit2Me Pro, users confirm their expertise in trading services and possess
advanced knowledge of the platform's functionalities, including the various order
types for cryptocurrency transactions. Users acknowledge the high market risk
associated with trading, which could lead to potential losses. Caution in investing
is advised. Users conduct their cryptocurrency transactions on the Bit2Me Pro
Platform at their own risk.

Bit2Me Pro facilitates the exchange of cryptocurrencies among Bit2Me users via
the Bit2Me Platform. This process involves users placing "Orders" to buy or sell. An
"Order" is generated when a user inputs instructions on the Bit2Me Platform to
initiate buy or sell orders. Upon entering an order, users grant Bit2Me permission
to execute a transaction on the platform based on the specified amount of
cryptocurrency in the order. Users agree to pay Bit2Me the applicable fees for
transactions conducted and authorize Bit2Me to deduct such fees from their
Wallet.

14.10.1. Definitions:

Order book

Refers to the collection of buy and sell orders organized within the Bit2Me Platform
for trading purposes.



Market Orders

Refer to an Instruction to buy or sell a certain quantity of cryptocurrency at the
best available price from the existing orders in the Order Book.

Limit Order

Refers to an instruction to buy or sell a specified quantity of cryptocurrency at a
determined price. A limit order will be executed only at the set price or a more
favorable one.

Order Maker (Order Maker)

Refers to an order placed in the Order Book by setting a Limit Order below all
existing sell orders for buying, and above all existing buy orders for selling. An
Order Maker remains open at its specified price in the Order Book until it is either
cancelled or fulfilled by matching with one or more orders from another Bit2Me
customer at the same price,

Order Taker (Order Taker)

Refers to an order that matches the price of one or more existing orders in the
Order Book. An Order Taker resuits in the immediate execution of the order at that
price, up to the total available quantity of the matched existing orders.

Order with Stop

Refers to a directive to place a buy or sell order for a specific amount of
cryptocurrency once the last transaction price in the Order Book hits the price
specified in the Stop Order. Once entered, a Stop Order remains active until it is
executed (i.e., when the price specified in the Stop Order is triggered).

14.10.2. General Bit2Me Pro Issues
Authorization

By placing an order, you grant Bit2Me permission to carry out a transaction as
specified in your order and to deduct the relevant commissions or fees.

Independent relationship

You acknowledge and agree that: (i) Bit2Me acts independently, not as your agent,
intermediary, broker, or advisor, and (ii) any communication or information provided
by Bit2Me should not be considered financial advice or counseling.

Transaction confirmation

After executing your transaction through the Services, an electronic confirmation
detailing the transaction specifics will be provided. You acknowledge and agree



that the absence of such a confirmation from the Services does not affect or nullify
the transaction's terms.

Market rates

When opting for a market transaction, Bit2Me will endeavor to execute the
transaction at or close to the market exchange rate prevailing at the time, as
determined by the Services. You recognize and agree that exchange rate
information provided by the Services may vary from rates available through other
external sources.

Market volatility

Especially in times of high transaction volumes, market illiquidity, rapid
movements, or volatility in the cryptocurrency or currency markets, the actual
market rate at which a market order or trade is executed may differ from the rate
indicated by the Services at the time of your order. You understand that Bit2Me is
not liable for such price variations. In the event of market disruptions or Force
Majeure events, Bit2Me may: (a) suspend access to the Services; or (b) prevent
you from completing actions through the Services, including closing any open
positions. Upon resumption of trading, you acknowledge that market rates may
substantially vary from rates prior to such events.

Market operations

You commit to maintaining sufficient funds in your Wallet to fulfill Bit2Me's
minimum balance requirements for participating in market order trading. You
recognize that if your funds fall below the minimum balance requirements, Bit2Me
reserves the right to close some or all of your open positions without prior notice.
Bit2Me may modify these minimum balance requirements at its discretion. Should
your Wallet balance become negative, you agree to settle the owed amount to
Bit2Me within 48 hours. Trading on a negative margin Wallet is prohibited.

14.10.3. Orders

Users can place orders to buy or sell a specified quantity of cryptocurrencies at a
price detailed in the Quote Cryptocurrency (order), assuming the user has a
sufficient positive balance of the relevant Cryptocurrency in their Bit2Me Wallet.
This balance must cover the total value of the order, including applicable fees.
Upon placing an order, the specified amount of cryptocurrency mentioned in the
order will be reserved in the user's Wallet. To execute a transaction, the user
authorizes Bit2Me to temporarily control the cryptocurrencies allocated in the
order.

In Bit2Me Pro, you can use different types of Orders:

Limited Orders



A Limit Order is immediately placed in the Order Book and could result in
becoming an Order Maker, an Order Taker, or partially both. This order remains in
the Order Book until the user cancels it.

Market Orders

Bit2Me cannot ensure the execution of a Market Order at a specific price. The user
acknowledges and agrees that a Market Order might be executed at varying prices
based on the Market Order's size and the existing orders in the Order Book at the
time. Specifically, the user understands and agrees that a Market Order might
execute at a price less favorable than the most recent transaction price, which can
sometimes be significantly lower.

Stop Orders:

A Stop Order must be placed as a Stop Limit Order, which triggers a Limit Order
when the Stop price is reached. This type of order is not listed in the Order Book
nor visible to others, but any resulting order (i.e., the Limit Order activated by the
Stop price) is made public and visible.

The user acknowledges that the execution of a Stop Limit Order is not guaranteed.
Such an order will remain in the Order Book until either canceled or completely
executed by the user.

Minimum order volumes

Bit2ZMe Pro imposes minimum order volumes for placing orders. The current
minimum order volumes are available on the Bit2Me website.

Bit2Me will periodically adjust these minimum order volumes to reflect market
conditions and cryptocurrency values. The user acknowledges and agrees that
these minimum order volumes are subject to change over time and are not fixed.

14.10.4. Enforcement and settlement

Execution will take place whenever an Order Maker matches an Order Taker, and an
order may match one or more orders at the same price. Bit2Me will settle the
associated orders immediately in the form of respective debits and credits to the
Bit2Me Wallets involved.

14.10.5. Order matching and priorities

Bit2Me associates Order Taker orders with Open Order Marker orders in each
Order Book based on price and time priority. This means that, each time an Order
Taker is entered, this order is associated with the oldest Order Maker order at the
best price in the Order Book. If the Order Taker is not fully filled, it can be
attached to any Order Maker after that price, in the same order of publication as
those Order Maker orders. If such Order Taker is still not fully executed as
described above, it shall be attached to one or more Order Maker orders at the



next best price, in the same order of publication as such Order Maker orders. This
process shall be repeated until the Order Taker is fully executed.

14,10.6. Market integrity

All executed orders are final and cannot be canceled, except if (i) Bit2Me is
mandated by applicable law or regulation, or (ii) due to a significant technical error
(e.g., orders or executions that violate these rules). In case of a technical error,
Bit2Me will make reasonable efforts and act in good faith, following industry
standards, to rectify positions as if the error had not occurred.

14.10.7. Cancellation of open orders

Bit2Me reserves the right to cancel open orders under the following conditions:

i. Orders placed by Bit2Me users who have breached the Terms and
Conditions.

ii. Orders that contain clear errors regarding price, quantity, or other
parameters

lii. If necessary due to technical reasons or in compliance with any applicable
law or regulation

Furthermore, all open orders that have not been executed within a maximum period
of 30 days will be considered expired and will be automatically canceled.

14.10.8. Interruptions

Should technical errors adversely impact a Bit2Me User's ability to effectively use
Bit2Me Pro, or hinder its use entirely, Bit2Me may take necessary measures
regarding one or more Order Books, specifically:

iv.  Temporarily disable the deposit or withdrawal of cryptocurrencies;
v.  Cancel Open orders;

vi.  Suspend the ability to place new orders (users may only be able to
cancel existing orders), log in, access Bit2Me or access via APIs.

14.10.9. Prohibitions

Users of Bit2Me Pro are prohibited from entering orders that would result in
auto-execution (where the same Bit2Me Client would serve as both Order Maker
and Order Taker in the transaction). Such orders will be rejected. If two orders of
differing amounts lead to auto-execution, the smaller order will be canceled, and
the larger order will be reduced by the amount of the smaller order. The remainder
of the larger order will stay open.



Additionally, any form of market manipulation is strictly forbidden. This includes,
but is not limited to, front-running, wash trading, spoofing, layering, churning, and
quote stuffing. Market manipulation refers to any action by a market participant,
or someone acting in coordination with a participant, intended to:

o Deceive or mislead other users,
Control or manipulate the price or volume of a cryptocurrency on
Bit2Me Pro,

e Support, promote, finance, endorse any of the aforementioned
activities.

Bit2Me does not employ protective mechanisms or automated stops at pre-set
price levels. However, as outlined in the terms and conditions above, Bit2Me
reserves the right to use stops or implement measures deemed appropriate to
ensure market integrity, prevent market manipulation, or maintain the Bit2Me
Systems' proper functioning.

14.10.10. Transparency and information

Bit2Me provides all its users with equal access to Bit2Me Pro. Furthermore, all
Bit2Me users have complete, real-time access to the market information presented
on the Bit2Me Pro Platform. The market information includes the following:

vii.  Limit orders listed in the order books including price and quantity;
viii.  All executed transactions, detailing price, quantity and timestamp.

The Bit2Me Pro Platform does not reveal stop orders that have been placed but
not yet triggered, nor does it disclose information regarding which user has
placed or canceled an order.

14.10.11. Use of B2M for Bit2Me Pro commission rebates

" Payment of the fees applicable to the Bit2Me Pro service, which can be consulted
via the following [LINK], is made by the User in FIAT money. However, the User
may choose to use its B2M to pay the fees for transactions carried out on Bit2Me
Pro.

To activate the service described above, the User must activate the enabled tab
called "Use B2M for commission payments”, which can be viewed when accessing
the Bit2Me Pro main menu

In the event that the User activates the use of B2M for the payment of
commissions, Bit2Me, following the User's order, will proceed to make a switch
from B2M to FIAT in order to cover the payment of these commissions. In this way,
the User will be able to receive discounts on the payment of his commissions.
Bit2Me shall bear the transaction cost of the switch from B2M to FIAT, which shall
be carried out at the request of the User.



14.11. BIT2ME PAY

Bit2Me Pay is the Bit2Me service that allows users to make immediate
cryptocurrency transfers between Bit2Me Platform wallets. The service is
exclusively between registered users of the Bit2Me Platform.

Transfers are made free of charge, without commissions and/or additiona! charges,
both to the sender/ordering user and to the recipient/beneficiary of the transfers.

A maximum of 30 transfers can be made per day for a minimum cryptocurrency
countervalue in Euro of 0.25 Euro cents.

14.11.1. Process of the transfer issuing service:

¢ The sender/ordering user of the transfer must access the service through
the Bit2Me Platform.

It is necessary to have a registered Bit2Me account and to have the
corresponding Wallet with a positive balance of the cryptocurrency you wish
to transfer.

¢ The amount to be transferred and the channel of communication of the
transfer notification to the recipient/beneficiary must be selected. To do this,
you must enter the mobile phone number or e-mail address of the
recipient/beneficiary of the transfer.

In the case of transfers to users of the Bit2Me platform, the email address or
mobile phone number of the recipient/beneficiary must match the one used
by the latter on the Bit2Me platform, otherwise the Platform will not
recognize the registered account.

o Transfers cannot be made for amounts greater than the Wallet balance used
by the sender/ordering party for the transfer.

You will be able to review the data entered before sending the transfer.

Once the transfer has been made, the amount of the cryptocurrency will be
blocked until it Is actually sent, and the Wallet of the issuer/ordering party is
debited and the Wallet of the recipient/beneficiary is credited. Transfers
must not be accepted by the beneficiary user.

14.11.2. Transfer receipt service process:

e The recipient/beneficiary user of the transfer will receive a notification
through the communication channel provided by the sender/ordering party,
containing a link that redirects the recipient/beneficiary to their account on
the Bit2Me Platform.

e Recipient users who are not already registered on the Bit2Me Platform will
need to register, agreeing to these GENERAL TERMS AND CONDITIONS, as
well as the Bit2Me Privacy Policy. To become a user, they must complete
the Platform's verification processes related to the Prevention of Money
Laundering. Failure to complete these processes will result in the inability to
become a platform user and, consequently, to receive the funds transferred
by the sender/ordering party.

s Should they lack a cryptocurrency wallet, they are required to create one
on the Bit2Me Platform to receive the sender/ordering party's transfer. If



the recipient/beneficiary does not create a Bit2Me account within 7 days of
the transfer being Initiated, the transfer will be voided.

e Upon completing the transfer, the Wallet of the sender/ordering user will be
debited, and the Wallet of the recipient/beneficiary user will be credited.

14.11.3, Data protection

The sender/ordering party must provide personal data of the recipient/beneficiary
in order to be able to notify the transfer. In accordance with data protection
regulations, the sender/ordering party is responsible for and guarantees Bit2Me
that he/she has previously obtained the informed consent of the
recipient/beneficiary of the transfer to process his/her data in accordance with the
terms described herein.

Bit2Me will process the personal data provided by the sender/ordering party in
the name and on behalf of the sender/ordering party and will not use them for any
purpose other than the communication of the transfer made.

In those cases, in which personal data of third parties who have not acquired the
status of user of the Bit2Me Platform are provided and the 7-day period
established for the acceptance of the transfer by the recipient/beneficiary ends,
Bit2Me will proceed to the immediate deletion of the personal data in their
information systems, not performing any further processing of their personal data.

14.12 BIT2ME SAVE / RECURRENT PURCHASES

It is a service offered to Bit2Me users to make periodic or recurring purchases of
cryptoassets in exchange for fiat money automatically. Users can choose the
cryptocurrencies they want to buy available as indicated in this link, the amount in
euros they want to buy and how often they want to do it (once, daily, weekly,
monthly, etc.). The payment method in euros can be made through the card that
the user has added in their profile or through a bank transfer that the user will
make to their Euro Wallet. On the date on which the user has chosen to purchase
the cryptocurrencies, Bit2Me will proceed to execute the transaction at the existing
market rate on that date and will deposit in the user's Crypto Wallet the
countervalue of the cryptocurrencies obtained for the amount of euros selected in
the initial order.

Once the user has established a recurring purchase, he/she may cancel it at any
time.

14.13 SPACE CENTRE

Space Center is configured as a tiered system through which Bit2Me and B2M
Holders users can obtain greater advantages and benefits in all services and
products of the Bit2Me Suite in a simpler and more accessible way. Thus, it is one
of the ways in which Bit2Me strives to compensate and thank loyal customers for
their regular use of the Bit2Me Platform through various benefits in all Bit2Me
products. In addition, this system complements the usefuiness of the Bit2Me token,
the B2M.



Within Space Center, users must complete missions to earn points and climb
through the different levels. The higher the level the user is at, the greater the
advantages and benefits.

Once the user has registered their account on the Bit2me Platform, they will
automatically have access to the Bit2Me Space Center, where they will find the
different functionalities, it offers.

The purpose of this service is to provide users with different benefits for the use of
Bit2Me Platform services. To do this, users must level up by obtaining points by
completing the missions published periodically in the Bit2Me Space Center.

The points and benefits obtained through the Space Center loyalty system are
personal and non-transferable.

The user will be able to know at all times the benefits associated with the different
levels of Space Center in the profile of your account on the Bit2Me Platform.

The user's participation in the Space Center system is governed by the Specific
Conditions of the system which are available at:

14.14 TRADING RISKS

The User acknowledges and agrees to access and use the Services at their own
risk. The potential for loss in trading cryptocurrency pairs, as well as fiat currency
pairs, can be signlficant. Therefore, you should carefully assess whether such
trading aligns with your situation and financial resources. Keep the following
considerations in mind:

o You risk losing all the funds in your Wallet, and in some scenarios, your
losses may exceed those funds. If the market moves against your
position, you may be required to deposit a significant amount of
additional funds on short notice to maintain your position. Failure to
provide these funds promptly may lead to your position being liquidated
at a loss, for which you would be responsible for any resulting deficit in
your Wallet.

e Under certain market conditions, it might become difficult or impossible
to liguidate a position. This can happen, for instance, when the market
hits a daily price fluctuation limit ("limit move™), or if there's insufficient
liquidity in the market.

e Placing contingent orders, like stop-loss orders, may not necessarily
limit your losses to the intended amounts, due to the possibility that
market conditions prevent the execution of such orders.

s All cryptocurrency trades carry risk, and holding an "extended" position
is not inherently less risky than holding an open "long" or "short"
position.

o Leveraging can amplify not only potential gains but also potential
losses.



THE FOREGOING APPLIES TO TRADING OF ALL CRYPTOCURRENCY PAIRS, AS
WELL AS FIAT CURRENCY PAIRS. IT IS IMPORTANT TO NOTE THAT THIS SUMMARY
DOES NOT ENCOMPASS ALL THE RISKS AND OTHER SIGNIFICANT ASPECTS OF
ENGAGING IN SUCH TRADES.

14.15. APPLICATION PROGRAMMING INTERFACES

Bit2Me may provide access to specific information and data through APIs. The
user will only be able to use them in their original, unmodified state through the
Bit2Me Customer Account. Upon completion of the API key creation request, you
will receive an email with a confirmation link. Once you click on the link in the
email, you will receive the API key, which will be the only time it is displayed. If
you do not remember this API key in the future, you may need to create a new
one.

You acknowledge and agree that the scope and specific form of the APIs is at
Bit2Me's sole discretion, and that Bit2Me may modify or discontinue use of the
APIs in its sole discretion at any time. Bit2Me may set limits on the number of API
calls that may be made, in its sole discretion. If you exceed these limits or breach
any other terms of these Bit2Me Pro or General Terms and Conditions Rules,
Bit2Me may moderate your activity or cease to offer you access to the APIs in its
sole discretion.

You grant Bit2Me a worldwide, transferable, sub-licensable, irrevocable,
irrevocable, fully paid-up, royalty-free, non-exclusive right and license in all of
your intellectual property rights to i) use your name, likeness or brand, including
all of your trademarks, logos (hereinafter the "Logos"), etc., to the extent
incorporated into your application and in connection with the maintenance,
development and promotion of our Bit2Me Services, and to i) use, perform,
display to the public, reproduce, distribute, make available and import your
application for the purpose of providing, maintaining, developing and marketing
the Bit2Me Services and Systems. Upon termination or cessation of use of your
API, and your written request, we will use commercially reasonable efforts to
remove reference to your application and any of your Logos from our Bit2Me
Systems,

The Bit2Me marks and names (the "BitZMe Logos"), and all intellectual property
rights therein, are and shall at all times remain the sole and exclusive property of
Bit2Me and shall be protected by applicable laws and treaties. All rights not
expressly granted herein shall remain.

It shall be your sole responsibility to properly secure and maintain the secrecy of
your API keys. You agree to accept full responsibility for any use of Bit2Me that is
facilitated through the API keys or by any other application you may authorize
(including any activity by you or any third party that has access to your account
information, with or without authorization)

14.16. ADDITIONAL INFORMATION



To aid users in understanding how to utilize the services offered, Bit2Me provides
access to a Knowledge Base via its website at hitps://support.Bit2Me.com/. This
resource offers detailed information about the registration process, buying and
selling procedures, as well as insights related to the referral program and
fundamental concepts concerning Cryptocurrencies and the Bit2Me Platform.

Through the link mentioned above, users can reach out to Bit2Me Support at any
time for any inquiries they might have by choosing the "NEW TICKET" option.

15. OBLIGATIONS

Bit2Me undertakes to:

a. To deal as diligently as possible with all queries that the user may request

arising from the use of the services included on the website.

To provide the service to the user in accordance with the provisions of
these GENERAL TERMNS AND CONDITIONS.

Maintain the Bit2Me Platform operational 24 hours a day, except for
temporary interruptions for web maintenance services, technical or
computer problems such as Internet crashes caused by any cause,
computer attacks and similar situations that make it temporarily impossible
to provide the service. The service will be restored as soon as the incidents
have been resolved.

Report any movement that Bit2Me may consider suspicious for the
purpose of compromising the security of the user's account, for further
analysis of the same.

Bit2Me is not obliged to:

a.

Carry out transactions aimed at passing on to users cryptocurrencies from
free distributions or AIRDROPS, or forks in the blockchain or FORKS. Bit2Me
reserves the right to carry out these types of transactions as it deems
appropriate and in the timeframe it deems appropriate.

The user undertakes to:

d.

Provide the information required in the forms in the cases indicated in the
previous sections when making a sale of cryptocurrencies.

Confirm acceptance of these GENERAL TERMS AND CONDITIONS by
clicking on the button "I have read and accept the GENERAL TERMS AND
CONDITIONS".

Communicate to Bit2Me all data necessary for access and use of the
services that require prior identification, which must be truthful, current
and adjusted to reality.



d. Adopt the necessary security measures, both personal and material, to
maintain the confidentiality of relevant data provided by Bit2Me or its
partners, and immediately notify Bit2Me the loss, misplacement, theft,
robbery or illegitimate access on their behalf and / or knowledge by third
parties. You expressly agree that any use of the service made with your
login credentials has been made by yourself.

€. Make proper use of the Services included in the Bit2Me Platform, always in
accordance with the law.

f. Not to carry out any activity that hinders or interferes with the operation of
the Services, including the Bit2Me Platform.

g. To be responsible for all transactions made on your user account,
exonerating Bit2Me from any liability.

16. RESPONSIBILITY

The user asserts understanding and possessing the requisite knowledge for
utilizing blockchain systems and services, fully aware of the risks associated with
cryptocurrency transactions and blockchain usage. Bit2Me is not responsible for
any losses or inability to access cryptocurrencies or fiat currencies resulting from
the user's actions or omissions.

The user acknowledges that cryptocurrency transactions can be highly volatile,
leading to potential significant gains or losses, including the partial or total loss of
the investment. The user is fully aware of the risks involved in selling
cryptocurrencies and agrees that Bit2Me bears no liability for any financial
outcomes resulting from such transactions.

Bit2Me does not offer advice in any domain, including tax, financial, economic,
accounting, or commercial matters. Consequently, any decisions made by the user
are solely their responsibility, based on personal judgment, and not influenced by
any promotions or activities conducted by Bit2Me.

Cryptocurrency transactions are irreversible. Therefore, the user must exercise
caution when executing payments or providing a correct public wallet address.
Bit2Me will not reimburse any virtual or fiat currencies mistakenly sent from the
user's account.

Bit2Me disclaims any liability for internet network failures, issues with
cryptocurrency blockchains, banking errors, or losses resulting from software
hacking that leads to the disappearance of the user's cryptocurrencies.

The user acknowledges the inherent risks of cryptocurrency ownership, absolving
Bit2Me of any responsibility for the loss of their cryptocurrencies.

Banking operation incidents fall entirely under the responsibility of the respective
banks.



Similarly, issues related to the use of payment methods and receipt of fiat
currencies are solely the responsibility of the payment service provider.

Despite the foregoing, should an error occur during a cryptocurrency purchase or
sale process, the User is encouraged to contact Bit2Me support at

bitp://support.bit2me . com/
17. EXCLUSIONS OF LIABILITY

The services offered through the Bit2Me Platform are in compliance with Spanish
laws. Bit2Me disclaims responsibility for services that may not adhere to the laws
of other countries where the Bit2Me Platform's services are accessible.

Bit2Me is absolved of any liability if the Bit2Me Platform is used improperly or
unlawfully by the User,

Bit2Me wiil not be liable for any damages or losses resulting from unforeseeable
events or those foreseen but inevitable, whether due to chance or force majeure.

Bit2Me is not accountable for any malfunction, technical errors, accidents,
malfunctions, manipulation, service interruptions, or other incidents that occur in
external technical equipment or services necessary for providing the Service.

Bit2Me shall not be held liable for the unavailability of the Service due to force
majeure or temporary suspensions for technical reasons.

Bit2Me assumes no responsibility for the misuse of the user’s access credentials
unless the user has reported their loss, theft, or misplacement. In such cases, the
user must immediately change them via the procedures Bit2Me has established.
The old password will be invalidated as an identification method as soon as the
new one is generated. The user expressly agrees that any service use under their
credentials is deemed their own action.

Bit2Me is not liable for any loss of funds due to user deception by third parties,
for example, a scam involving payment in cryptocurrencies for a nonexistent
service.

Bit2Me strictly prohibits using its platform to purchase cryptocurrency for ransom
payments, typically demanded by ransomware (e.g., Cryptdlocker). Should users
find themselves in such situations, we urge them to contact law enforcement and
refrain from making any payments.

The user will be responsible for any damages caused to third parties due to the
information provided, including but not limited to damages resulting from:

e Using outdated, false, or inaccurate information.
» Third parties using the user's personal passwords.



Bit2Me advises against investing in cryptocurrencies for individuals who are not
fully informed about the service they are engaging with or do not fuily understand
how it operates.

18. ASSIGNMENT AND SUBROGATION BIT2ME

Bit2Me may, if it deems necessary, assign or subcontract the contracts entered
into with users to other entities in order to carry out the object of the contract as
set out in these GENERAL TERMS AND CONDITIONS.

19. MAINTENANCE AND TEMPORARY SERVICE SUSPENSION OF SERVICE
ON THE BIT2ME PLATFORM

Bit2Me is committed to ensuring access to its services in alignment with these
Terms and Conditions. Nonetheless, Bit2Me may temporarily suspend the Services
for maintenance or upgrades, endeavoring to notify you in advance of such
Scheduled Maintenance. The User understands that immediate notification may
not be feasible in emergency situations and accepts the inherent risks of
occasional inaccessibility to, use of, or ability to transact with the Bit2Me Account.

Consequently, service interruptions may occur without prior notice for essential
maintenance tasks required for the optimal operation of the Bit2Me Platform.

Furthermore, non-compliance with the obligations outlined below by the Bit2Me
User will lead to a temporary suspension of service on the Bit2Me Platform until
the User addresses the issue:

a. Failure to provide additional information needed for user identification, their
transactions, or the origins of their funds.

b. Refusal to accept potential updates to the GENERAL TERMS AND
CONDITIONS or the Privacy Policy.

The service suspension entails the following implications:

a. Bit2Me will notify you of the decision to temporarily suspend your
activity on the Platform, including the suspension's rationale (unless legally
prohibited from doing so) and outlining the necessary steps to rectify the
situation.

b. During this suspension period, the user will be unable to access the
Platform and, consequently, cannot execute any transactions.

¢. This temporary suspension will become permanent after THIRTY (30)
days from its initiation if the situation remains unaddressed or if the
required updates or information necessary for continued operation on the
Bit2Me Platform are not provided. Should the situation remain unresolved
after these THIRTY (30) days, and if there is a balance in any currency in
your Wallet, it will be locked and deemed as belonging to an “inactive



account” with abandoned funds or storage, following the applicable legal
regulations or the directives of competent authorities.

20. INACTIVE ACCOUNTS

Bit2Me may classify an account as inactive if:

No transactions have been conducted for a period exceeding 12 months.
There have been no account logins for more than 3 months.
There’'s a failure to respond to inquiries and/or provide requested
documentation within 30 days.

e The customer has been unreachable for over a year.

Prior to deeming an account inactive, Bit2Me will issue two notifications to the
Customer, spaced ONE month apart.

Should the Customer not address the notifications within one month following the
last notification, the account will be considered inactive, and Bit2Me may
undertake the following measures:

e Impose a fee on dormant accounts to offset the cost of asset maintenance
by Bit2Me Operators, their affiliates, or any third party. This fee will be
deducted directly from the dormant account on a monthly basis.

s Transfer the dormant account (including the Digital Assets therein) to an
affiliate of the Bit2Me Operators, any third-party custodian, or to an isolated
wallet, as deemed reasonably necessary by Bit2Me. Should such a transfer
occur, you are entitled to reclaim your Digital Assets, subject to Bit2Me's
verification requirements, which include conducting know-your-customer
(KYC) and transaction awareness and verification procedures.

» Close an inactive account at any time without Bit2Me being liable for any
resulting loss, damage, or expense, except in cases of fraud or wilful default
by Bit2Me. Assets within such dormant accounts will be handled as outlined
above. Once an inactive account is closed, it cannot be reactivated (i.e., you
will need to register a new Bit2Me account to continue using Bit2Me
Services).

Unless legally obligated, under a court order, or directed by a competent authority,
Bit2Me will offer the Customer the option to withdraw funds from inactive or closed
accounts. This is without prejudice to the collection of any stipulated inactivity fees.

Bit2Me reserves the right to determine the method of fund withdrawal, which may
be offered in either fiat or cryptocurrency.

21. COMPENSATION CLAUSE

Bit2Me is expressly and irrevocably authorized by the User to deduct from the
User's account, without prior notice or demand, all overdue and unpaid amounts, as
well as any other liquid and enforceable debts owed by the User to Bit2Me.



Upon settling the amount owed by the User, Bit2Me will notify the User of such
action through any of the communication methods Bit2Me uses with its Users.

22. TERMINATION

This contract shall terminate for the following reasons:

a. Non-acceptance by the User of modifications to the Privacy Poticy, the
GENERAL TERMS AND CONDITIONS, the service pricing, or any applicable
laws and regulations (including laws related to anti-money laundering,
counter-terrorist financing, international sanctions, and embargoes): The
contract will automatically terminate.

b. If either party breaches a fundamental obligation of the contract: The
other party may unilaterally terminate this contract.

C. At the explicit request of the User: The User may decide to terminate this

contract at any time by notifying verifications@bit2me.com. Upon

termination, the User cannot request Bit2Me to reverse any transactions
made during the contract term. Thus, no refunds of cryptocurrencies sold to
Bit2Me or restitution of cash (legal tender) will be issued.

d. If Bit2Me detects fraudulent actions, anti-social or illegal behavior by the
User (such as insuits or threats).

e. If Bit2Me has reasonable grounds to suspect the User is a victim of fraud,
theft, cyber-attack, extortion, manipulation, violence, or blackmail.

f. By law or by the order of a competent authority.

Bit2Me will inform you of the reason for closing the user's account uniess there is a
legal obligation not to provide such information.

23. INVALIDITY OF ANY PROVISION
Should any provision of these GENERAL TERMS AND CONDITIONS be deemed null
and void, this shall not affect the validity of the remaining provisions, which shall
continue in effect for the agreed term.

24. DATA PROTECTION
The services provided by BITCOINFORME, S.L. involve processing personal data.
BITCOINFORME, S.L. commits to protecting privacy and ensuring a secure user

experience. By using the services, the User explicitly consents to the processing of
their data as outiined in Bit2Me's Privacy Policy available at

25. PREVENTION OF MONEY LAUNDERING



Regarding with article 2.1, letter z) of Law 10/2010 on the Prevention of Money
Laundering and Terrorist Financing, Bit2Me's activities as a virtual currency
exchange service provider and electronic wallet custodian are subject to the
aforementioned anti-money laundering and counter-terrorist financing regulations.

Bit2Me adheres to current regulations concerning the prevention of money
laundering and related laws. Accordingly, Bit2Me informs that such regulations
require, among other obligations, documenting the identification of its users,
gathering information on their professional or business activities, and reporting
any transactions or activities suspected or known to be related to money
laundering.

26. CUSTOMER SERVICE

Users have access to Customer Care Services to directly contact an agent via:
https://support.bit2me.com/es/support/home
27. INVOICING

Regarding the services for buying and selling cryptocurrencies or cryptoassets by
Bit2Me, as specified in
3771992, such intermediary services are exempt from Value Added Tax (VAT):

There is no obligation to issue an invoice, except in situations described in Article
2(2) of this Requlation, for the following transactions: a) Transactions exempt from
Value Added Tax, by virtue of Article 20 of its regulatory law, with the exception of
the transactions referred to in paragraph 2 below. However, the issue of an invoice
shall be compulsory for transactions exempt from this tax in accordance with
Article 20.

Nevertheless, issuing an invoice is mandatory for transactions exempt under
Article 20, paragraphs. 2.9, 3.9, 4.0, 5.0, 15,0, 20,9, 22.9, 24.9, 25.0 and 28.0 of
the Tax Law.

Invoices and a copy will be issued in all cases where the recipient is a business or
professional, regardless of the tax regime applicable to the transaction.

To request an invoice, customers must contact Bit2Me, and it will be provided
within 60 working days.

28. INTELLECTUAL AND INDUSTRIAL PROPERTY

The Bit2Me Platform, its source code, and contained content are protected by
national and international intellectual and industrial property laws. They may not
be exploited, reproduced, distributed, modified, publicly communicated,
transferred, or transformed without the express written authorization of the rights
holders.



The design, images, signs, trademarks, logos, products, and services on Bit2Me
are protected by Industrial Property Law.

Accessing the Bit2Me Platform does not grant users any rights or ownership over
the intellectual or industrial property rights or its contents. Users are prohibited
from copying, modifying, distributing, transmitting, reproducing, publishing,
transferring, or selling the aforementioned elements or creating new products or
services derived from the obtained information without Bit2Me's express written
authorization.

Users are strictly prohibited from altering the content or structure of the Bit2Me
Platform.

Bit2Me reserves the right to take legal action against users who violate or infringe
on intellectual and industrial property rights.

29. APPLICABLE LAW AND JURISDICTION

This contract will be interpreted and governed by the current laws of Spain. Both
parties, expressly waiving any other jurisdiction to which they might otherwise be
entitled, agree to submit to the jurisdiction of the courts deemed competent
according to the legal system for any interpretation or dispute arising from this
contract.

BIT2ME 2021 - Spain.
All rights reserved.
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Appendix 1

CURRICULUM VITAE
K.P. Chow

Kam Pui Chow (&F$%3d)

Position:

Associate Professor, Department of Computer Science, The University of Hong Kong
Programme Director, MSc in Computer Science

Programme Director, MSe in Electronic Commerce and Internet Computing

Visiting Professor, Liaoning Police Academy

Co-founder, CISC Limited

Tel. no.: 28592191 /90319729 E-mail: chow@cs.hku.hk
Education
1985 Ph.D. (Computer Science), University of California, Santa Barbara
1981 Master of Arts (Statistics), University of California, Santa Barbara
1979 Higher Diploma (Mathematics, Statistics and Computing),
Hong Kong Polytechnic

Summary of Works (2020-2023)

MSc programmes of Computer Science Department

1. Start the new programme MSc(FTDA) in Sep 2021

2. Start the new joint programme MSc(AI) in Sep 2022, together with
Department of Mathematics and Department of Statistics and Actuarial
Science

3. Increase the number of admitted MSc students for Department of Computer
Science from 322 (2020) to 519 (2022) (60% increase)

4. Increase the number of MSc applications for Department of Computer Science
from 2477 (2020) to 4298 (2022) (74% increase)

5. Increase the total income of the MSc programmes for Department of
Computer Science (excluding income from MDASC and MSc(AL)) from 49
million to 108 million HKD

6. Increase the total number of courses offered by MSc programmes for
Department of Computer Science from 52 to 70

7. Able to offer sufficient number of courses for significant increase in number
of students

8. Able to manage large number of students for online and face-to-face teaching
during the COVID-19

9. Establish the joint GPU-farm together with the CS Dept

Research

1.

Publish papers in international top conferences in digital forensics, DFRWS
Digital Forensic Research Workshop (USA and APAC) and IFIP 11.9
International Conference on Digital Forensics



2. Technical Program Committee Chair for DFRWS APAC 2021 and 2022
3. Chairman, IFIP (International Federation of Information Processing) TC11
WG 11.9 on Digital Forensics

Knowledge Exchange
1. Member of the Sub-committee on Cybercrime of Law Reform Commission of
Hong Kong, released the Consultation Paper on Cyber-Dependent Crimes and
Jurisdictional Issues to the public on July 2022 to collect public opinion
2. In cooperation with Hong Kong Police to prepare the competition questions

for the National Digital Forensic Competition (Meiya Cup) annually (2020,
2021, 2022)

3. Act as computer forensic expert witness for the first Bitcoin criminal case in
Hong Kong

4. Act as computer forensic expert witness for several criminal case involving

Telegram and Bitcoin, and criminals for 2 cases have been successfully
convicted, some cases are still pending

5. Since 2012, I have given expert opinion and testified in court for below cases:

Year Police / Court Reference Area of Expertise _
2020 KCCC 2883/2018 BitCoin and Cryptos
2020 ESCC 2394/2020 Telegram
2022 OCTB RN 21000045 Telegram
2022 CSTCB RN 20001293 BitCoin (Double spending)
2022 CW RN 21000385 BitCoin
2023 OCTB RN 19000559 Telegram
2023 HCCC 51/2022 Social media and Instant messaging systems
2023 ESCC 1606/2022 Telegram
2023 DCCC 513/2022 Telegram
Personal Summary

I began my academic career in the Department of Computer Science, The University of Hong
Kong, upon completion of my doctoral degree in the United States. My first contribution was
on establishing HARNET, the first academic and research network for tertiary tnstitutions in
Hong Kong. My earlier research works were in expert systems development and Chinese
computing. In those years, I have used expert systems techniques successfully in
implementing several systems for local industries. In the years 1994-1997, ] had led a team of
software engineers to implement the search engine for Hong Kong Telecom's 108 Telephone

Directory Enquiry System using state of the art technology in main memory database and
distributed computing.

In the recent years, my research interests have migrated to digital forensics and cyber security.
[ was the Director of Center for Information Security and Cryptography and the Project
Manager of the Strong Cryptographic Infrastructure for Electronic Commerce project.
Starting from 2005, I have been working on the Internet piracy monitoring system Lineament
I, and Internet auction site monitoring system Lineament [I. Both Lineament I and Lineament
IT were adopted by HKSAR Customs and Excise Department in 2007 and 2011 respectively. I

am pow working on digital identity profiling techniques which will be incorporated into the
software system Lineament Analytic System.

K.P.Chow
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In 2006, I represented the IT Division, Hong Kong Institution of Engineers, to draft the
“Recommended Procedures for IT Practitioners on Personal Data Handling”, which was
published by Office of the Privacy Commissioner for Personaj} Data,

I have published research papers on computer forensics and computer security in local and
international conferences and journals. 1 have been a member of the Program Committee of
the international computer forensic workshop SADFE and was the conference chairman of the
Sixth IFIP WG 11.9 International Conference on Digital Forensics held in January 2010 in
Hong Kong. From 2010-2013, and from 2016, I am the Chairman of the Information Security
and Forensics Society (ISF 8), a professional body for digital forensics experts in Hong Kong,.
[ am also a member of the Hong Kong Institutions of Engineers, and the President-Elect of the
Hong Kong Forensics Science Society. Two of our research papers got the best paper awards
in one of the reputable digital forensics research conference in USA in years 2008 and 2011.
One of our research papers “The Rules of Time on NTFS File System” had been submitted to
Courts of Hong Kong several times as a supporting document for the expert reports.

I am also the Programme Director for the MSc(E-Commerce and Intemet Computing)
Programme and the MSc(Computer Science) Programme. I taught the courses “e-Crime” and

“e-Discovery and Digital Forensics™ for many years and [ am now the instructor for the course
“Digital Investigation and Forensics™.

In the past, I have provided consultancy and trairing to local organizations including Hong
Kong Domain Name Registration Limited, Hong Kong Telecom, Hong Kong Airport Services
Limited, Hewlett Packard and MPFA in the areas of project management, distributed
computing, Internet technology and software quality assurance.

Since 2004, I have been invited to be a computer forensic expert to assist the Court and the HK.
law enforcement agencies, and to give advice to counsels on understanding and interpreting
digital evidence for both criminal and civil proceedings in Hong Kong. In criminal
proceedings, | have analyzed cases that include child pornography, software copyright, email

forensics analysis for a software copying and adaptation case, and also provided digital
investigation and forensics services to several companies that involved potential insider IP
thefts, which included both software and CAD design copying. 1 have also assisted Hong Kong
Police on fraud case involving Bitcoin.

Since 2020, I have conducted digital forensic analysis and propared expert reports for cases
involving Bitcoin and Telegram. For cases involving Bitcoin, | have performed analysis on
hardware Bitcoin wallet, Bitcoin Mixer and double spending in Bitcoin. For cases involving
Telegram, 1 have performed analysis on Telegram private groups and channels. I have
published over 50 research papers in digital forensics. Now I am the Chairman of the [FIP
{International Federation on Information Processing) WG 11.9 on Digital Forensics, which is
an intemational body specialized in digital forensics research and practices,

Award ’

Knowledge Exchange Award of F aculty of Engineering, University of Hong Kong,
2013

Honoree in the category of “Senior IT Security Professional” for the International
Information Systems Security Certification Consortium, [nc., (ISC)?, The 3° Annual
Asia-Pacific Information Security Leadership Achievements Pro gram, 2009

K.P.Chow
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Professional Services

Member of the Sub-committee on Cybercrime of Law Reform Commission of Hong
Kong

Member of the Standing Committee on Technological Development, Privacy
Commissioner for Personal Data (till Dec 2021)

Member of the Multi-functional Smart Lampposts Technical Advisory Ad Hoc
Committee (till March 2021)

Chairman, IFIP (International Federation of Information Processing) TC11 WG 11.9
on Digital Forensics

Professional Activities

Program Chair, DFRWS (Digital Forensics Research Workshop) APAC 2021, 2022

Member, The Hong Kong Institution of Engineers

Chairman,, Information Security and Forensics Society

President Elect, Hong Kong Forensics Science Society

Member, Association for Computing Machinery

Member, IFIP W(G11.9 on Digital Forensics

Conference Co-Chair, International Conference on Digital Forensics and
Investigation tICDFI 2012)

Program Committee, International Workshop on Systematic Approaches to Digitial
Forensics Engineering 2005, 2007, 2011, 2012

Program Committee, The 2007 International Workshop on Forensics for Future
Generation Communication environments (F2GC-07)

Program Co-Chair, The 2009 Intemational Workshap on Forensics for Future
Generation Communication environments (F2GC-09)

General Chair and Program Co-Chair, Sixth Annual IFIP WG 11.9 International
Conference on Digital Forensics, 2010

Program Committee member, the 11th Annual Information Security South Affrica
{(ISSA) Conference, 2010, 2011, 2012

Publicity Chiar, The 6th International Symposium on Digital Forensics and
Information Security (DFIS-12), 2012

Digital Forensics and investigations Consultancy

2022 Digital forensic analysis for a Bitcoin case involving double spending
2022 Digital forensic analysis for a Bitcoin case involving Mixer
2021-22  Digital forensics analysis for 2 cases involving Telegram
2021 Digital forensics analysis of a case involving Yahoo! Mail
2021 Digital forensics analysis of 2 mobile phones
K.P.Chow
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2019-2020 Digital forensics analysis for a fraud case involving BitCoin and
hardware wallet

2020-2021 Digital forensics analysis for a fraud case involving BitCoin mining

2019 Security audit for a Hong Kong listed company
2016-2017 Digital forensics analysis for a software copyright infringement case
(civil litigation)

2016 Digital forensics analysis for a copyright infringement case for HKSAR
Customs and Excise Department

2016 Digital forensics analysis of digita! images for an intemnal investigation in
the University of Hong Kong

2016 Digital forensics analysis of digital images for a High Court proceedings
(civil litigation)

2015 Digital forensics analysis for 2 fraud case involving BitCoin

2012-2013 Expert witness in computer forensics and digital evidence for a criminal
case involving digital evidence inside hard disks

2012 Digital investigation and forensics analysis for 2 local design company

with senior management stealing company’s valuable assets, e.g.
customers details

2012 Digital audio authentication and forensics analysis

2011-12  Digital forensics analysis for ex-employees of a local company who were

accused of stealing company’s intellectual property before leaving the
company

2010-11  Hong Kong Police
» Forensics analysis of an Internet fraud case

2009-2010 Internal investigation for a local company for insider theft and data
leakage

2008 Internal investigation for a local company for insider theft
2004-2005 Hong Kong Customs and Excise Department
* Software forensic analysis for a software copying case

2004- Expert witness in computer forensics and digital evidence for court cases
that involving computer crime, such as child pomography, SD card
forensics analysis, mobile phone analysis, and web site analysis

2000-2005 Hong Kong Police

» Design and implementation of the computer forensic software tool
DESK (Digital Evidence Search Kit)

® Pasword recovery for encrypted files

¢ Data recovery from a CD-ROM
2002 Others

* Feasibility study on recovering data from a formatted hard disk

Security and IT Audit Consultancy
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2013
2011-2012
2011
2010-2011
2009-2010

2002-2004

2001-2003

2001

1995-2008

1994-1997

1986

IT audit for a local company with factory in China

MIS internal review for a public listed company

Security audit and penetration testing for a local company
Penentration test planning for a public listed company

Security police and security architecture design for a public listed
company

HKLI

* Project manager for the project Hong Kong Legal Information Institute

(HKLII) localization, tasks include HKLII server migration and
Chinese interface support

* Manage the design and implementation of the Commurity Legal
Information Website

Consultant to the HKU spinoff company i-SSL, specialized
cryptographic software and data security tools
Hong Kong Domain Name Registration Limited (HKDNR)

¢ Project manager for the development and implementation of
HKDNR’s Internet Domain Name Registration System

Fujitsu (Hong Kong) Ltd:
* Consulting on design and implementation of airline crew scheduling

systems and ground staff rostering systems, using artificial
intelligence and operations research techniques

Hong Kong Telecom

® Manage the design and implementation a telephone directory enquiry
system using main memory database technique moning on a
distributed environment

HARNET

¢ Establish the HARNET, the first academic and research network for
higher institutions in Hong Kong

Major Software Projects

2016-2017

2015
2013
2012-2013

2006-2011

2006-7

K.P.Chow

Research and prototype development of €-Cheque Sanity Utilities for Solid
State Devices

Socjal Network Site Monitoring System (SocNet)
Lineament Monitoring System I Plus (Cyberlocker)

Lineament Analytic System: software system that supports digital identity
profiling

ASM (also known as Lineament II): Internet surveillance tool that monitor

online auction sites for selling potentiat copyright infringing goods (used by
HSAR Customs and Excise Deparment)

BTM (also known as Lineament I): Internet surveillance tool that monitor

peer-to-peer piracy activities using BT (used by HKSAR Customs and
Excise Department)

P.6



2001-4

DESK (Digital Evidence Search Kit): computer forensic tool for Hong
Kong Police

1999 Strong Crytographic Library (SCL): software library developed by CISC,
licensed through Versitech.

1999 Crypto-Tools (e-Cert version): software tool donated to ITBB, bundled
together with HKPost e-Cert.

Major Research Projects

2018-2019 Trial: SHIELD (Principal Investigator, funded by Ilnnovation and
Technology Fund Public Sector Trial Scheme (HK$2,300,000)

2017-2019 IoT Security Evaluation Testbed (IoT-SET) ITP/024/17LP Seed Projects
(HK$2,708,934)

2017-2019 Research on Key Technologies in Mobile Internet Forensics (Principal
Investigator, funded by Innovation and Technology Support Programme
(HK$899,900)

2017-2018 Trial: SHIELD (Prin cipal Investigator, funded by Ilnnovation and
Technology Fund Public Sector Trial Scheme (HKS$3,516,600)

2016-2017 A Video Identification System based on a Novel Video F ingerprinting
Technique(Principal Investigator and Project Manager, funded by
Innovation and Technology Fund)

2016-2017 SPEAR — Special Portable Extendible Attack Research Unit (Principal
Investigator, funded by Seed Funding Programme for Applied Research)

2015-2018 SHIELD - Critical Infrastructure Protection in Hong Kong (Principal
Investigator, funded by Innovation and Technology Fund and ITF Public
Sector Trial Scheme)

2014-2015 A Systematic Approach for Online Auction Fraud Detection (Principal
Investigator, funded by Seed Funding Programme for Applied Research)

2014 Trial: Cyberspace Investigation Technology Using Criminal Profiling
(Principal Investigator, funded by Innovation and Technology Fund Public
Sector Trial Scheme,)

2012-2013 To Develop a Practical Framework for Cloud Forensics (Principal
Investigator, funded by URC Seed Funding Programme for Applied
Research)

2012-2013 A preliminary forensic analysis tool for Shanzhai mobile phones (Principal
Investigator, funded by URC Seed Funding Programme for Basic
Research)

2011-2012 Integrating Multiple Visual Biometic for Human Recognition (Principal
Investigator and Project Manager, funded by Innovation and Technology
Fund)

2010-2011 Using Face Recognition Result as Cue for Human Tracking System with
Multiple Uncalibrated Cameras (Principal Investigator and Project
Manager, funded by Innovation and Technology Fund)

K.P.Chow
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2009-2010

2008-2009

2007-2008

2006-2007

2005-2006

2004-2007

2003-2005

2002-2005

2002-2004

2001-2003

1998-2001

Publications

Object-oriented Motion Deblurring Technology for Foremsic Video
Enhancement (Principal Investigator and Project Manager, funded by
Innovation and Technology Fund)

Robust Face Detection and Reconstruction Method that address inherent
limitations in Face Recognition Technology (Principal Investigator and
Project Manager, funded by Innovation and Technology Fund)

A Distributed Retrieval Architecturé for Large Scale Surveillance System

(Principal Investigator and Project Manager, funded by Innovation and
Technology Fund)

Reliable Digital Video Survillance Systems with Efficient Content-based

Video Retrieval Support (Principal Investigator and Project Manager,
funded by Innovation and Technology Fund)

Authentication for Survillance System (Project Manager, funded by
Innovation and Technology Fund)

Community Legal Information Website (Project Manager, funded by DoJ
HKSAR)

High Performance and Intelligent Video Surveillance System (Project
Manager, Industry and Technology Fund UICP)

Secure Preservation of Electronic Documents (Project Manager,
Industry and Technology Fund)

HARNET-2 and Intrustion Detection Router (Co-Investigator, Area of
Excellence in Information Technology)

Vulnerability Analysis Tools for Cryptographic Keys (Co-Investigator,
Industry and Technology Fund)

Strong Cryptographic Infrastructure for Electronic Commerce (Project
Manager, Industry Support Fund)

Scholarly books, monographs and chapters:

1. K.P.Chow and S. Shenoi (Eds), Advances in Digital Forensics VI, Springer, 2010.

2. F. Law, K.P. Chow, P. Lai, H. Tse and K. Tse, Digital Child Pornography, in
Technology for Facilitating Humanity and Combating Social Deviations:

Interdisciplinary Perpectives by M.V. Martin, M. A. Garcia-Ruiz and A. Edwards
(Eds), IGI Global, 2010.

3. R.Ieong,P.Lai, K.P. Chow, M. Kwan, F. Law, H. Tse & K. Tse, Forensic Investigation
of Peer-to-Peer Networks, Handbook of Research on Computational Forensics, Digital
Crime and Investigation: Methods and Solution, 1GI Global, United Kingdom.

Computer Forensics:

1. Y. Gong, K.P. Chow, S.M. Yiu & H.F. Ting, Analyzing the peeling chain patterns on
the Bitcoin blockchain, DFRWS 2023 APAC, Forensic Science International: Digital
Investigation 46 (2023).

K.P.Chow
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10.

11.

12.

13.

14.

15.

16.

T. Wang and K.P. Chow, Noise Based Deepfake Detection via Multi-Head Relative-

Interaction, The Thirty-Seventh AAAI Conference on Artificial Intelligence (AAAI-
23), 2023,

T. Wang, H. Cheng, K.P. Chow & L. Nie, Deep Convolutional Pooling Transformer

for Deepfake Detection, ACM Transaction of Multimedia Comput. Commun, Appl.,
Vol. 19, No. 6, 2023.

T. Wang and K.P. Chow, A lightweight reliably quantififed deepfake detection
approach, Annual ADFSL Conference on Digital Forensics, Security and Law, 2022,

Yanan Gong, Kam Pui Chow, Siu Ming Yiu, Hing Fung Ting, Sensitivity analysis for
a Bitcoin simulation model, DFRWS 2022 APAC - Proceedings of the Second Annual
DFRWS APAC, also appeared in Digital Investigation 43, Sep 2022 (Article 301449).

T. Wang, M. Liu, W. Cao and K.P., Chow, Deepfake Noise Investigation and Detection,
DFRWS 2022 USA, Proceedings of thw Twenty-Second Annual DFRWS USA, also
appeared in Digital Investigation 42,2022 (Article 301395).

Ao Shen and Kam-Pui Chow, Community Detection in Web Discussion Forums
During Social Unrest Events, The Eighteenth IFIP WG 11.9 Intemnational Conference

on Digital Forensics, Virtual, 2022, appeared in Advances in Digital Forensics XVIII,
pp 169-185.

Yanan Gong, Kam-Pui Chow, Hing-Fung Ting and Siu-Ming Yiu, Analyzing the Error
Rate of Bitcoin Tracing Heuristics, The Eighteenth IFIP WG 11.9 Intemnational

Conference on Digital Forensics, Virtual, 2022, appeared in Advances in Digital
Forensics XVIII, pp 187-205.

Chun-Fai Chan and Kam-Pui Chow, Security Analysis of Firmware Protection in an
Industrial Robot, The 15th IFIP WG 11.10 International Conference on Critical
Infrastructure Protection, Virtual, 2021.

Ken Yau, Kam-Pui Chow and Siu-Ming Yiu, Detecting Anomalous Programmable
Logic Controller Events Using Process Mining, The 15th IFIP WG 11.10 International
Conference on Critical Infrastructure Protection, Virtual, 2021.

Yichen Wei, Kam-Pui Chow and Siu-Ming Yiu, Insider Threat Detection Using
Variational Graph Encoding, The Seventeenth IFIP WG 11.9 International Conference
on Digital Forensics, Virtual, 2021.

Shengzhi Qin, Qiaokun Wen and Kam-Pui Chow, Political Movement Location
Topicality Analysis Using Web Forum Data, The Seventeenth IFIP WG 11.9
International Conference on Digital Forensics, Virtual, 2021.

Jianguo Jiang, Nan Song, Min Yu, Kam-Pui Chow, Gang Li, Chao Liu and Weiqging
Huang, A Semi-Supervised Method for Detecting Malicious PDF Files, The

Seventeenth IFIP WG 11.9 International Conference on Digital Forensics, Virtual,
2021.

Wen Qiaokun, KP Chow, CNN Based Zero-day Malware Detection Using Small
Binary Segments, DFRWS APAC 2021, Australia, 2021.

Yichen Wei, Kam-Pui P Chow, Siu-Ming Yiu, Insider Threat Prediction Based on

Unsupervised Anomaly Detection Scheme for Proactive Forensic Investigation,
DFRWS APAC 2021, Australia, 2021,

Chao Liu, Chenzhe Lou, Min Yu, SM Yiu, KP Chow, Gang Li, A Novel Adversarial

Example Detection Method for Malicious PDFs Using Multiple Mutated Classifiers,
DFRWS APAC 2021, Australia, 2021.
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17.

18.

19.

20.

21

22,

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

Tianyi Wang, S Qin and KP Chow, Towards Vulnerability Types Classification using
Pure Self-Attention: A Common Weakness Enumeration Based Approach, 2021 IEEE
24th International Conference on Computational Science and Engineering, 2021.

T Wang, K Lu, KP Chow, Q Zhu, COVID-19 Sensing: Negative Sentiment Analysis
on Social Media in China via BERT Model, IEEE Access, Vol. 8, 2020.

Yanan Gong, Kam-Pui Chow, Yonghao Mai and Jun Zhang, Forensic Investigation of
a Hacked Universal Robot, The 14th IFIP WG 11.10 International Conference on
Critical Infrastructure Protection, Arlington, USA, 2020,

Yichen Wei and Kam-Pui Chow, Insider Threat Detection Using Multi-Autoencoder-
Filtered Unsupervised Leaming, The Sixteenth IFTP WG 11 .9 International Conference
on Digital Forensics, Dethi, India, 2020.

- Wencan Wu, Kam-Pui Chow, Yonghao Mai and Jun Zhang, Public Opinion

Monitoring Using Named Entity Recognition, The Sixteenth IFIP WG 11.9
International Conference on Digital Forensics, Delhi, India, 2020.

Kwai-Keung Yau, Kam-Pui Chow and Siu-Ming Yiu, Detecting Attacks in a Water
Treatment System Using a Omne-Class Support Vector Machine, IFIP WG 11.9
Intermmational Conference on Digital Forensics, Delhi, India, 2020.

CF Chan, KP Chow, C Mak and R Chan, Detecting Anomalies in Programmable Logic
Controllers using Unsupervised Machine Learning, The Fifteenth IFIP WG 11.9
International Conference on Digital Forensics, Florida, USA, 2019.

R Chan, KP Chow and CF Chan, Defining Attack Pattemns for Industrial Control

Systems, The 13th IFTP WG 11.10 International Conference on Critical Infrastructure
Protection, Arlington, USA, 2019.

K Yau, KP Chow and SM Yiu, An Incident Response Model for Industrial Control
Systems Forensics Based on Historical Events, The 13th IFIP WG 11.10 International
Conference on Critical Infrastructure Protection, Arlington, USA, 2019.

BREROH - SRR, BERAMIEE TGRS, BEXARSE R,
2019,

Tianyi Wang and KP Chow, Automatic Tagging of Cyber Threat Intelligence
Unstructured Data using Semantics Extraction, The Seventeenth IEEE International
Conference on Intelligence and Security Informatics, Shenzhen, China, 2019,

Shengzhi Qin and KP Chow, Automatic Analysis and Reasoning Based on

Vulnerability Knowledge Graph, The Third Cyberspace Congress, Beijing, China,
2019.

Michael M. Losavio, K. P. Chow, Andras Koltay, and Joshua James, The Intermet of
Things and the Smart City: Legal challenges with digital forensics, privacy, and
security, Security and Privacy, 2018, 1-11.

X. Zhuang and K.P. Chow, A Framework for Dark Web Threat Intelligence Analysis,

International Journal of Digital Crime and Forensics, Volume 10, Issue 4, October-
December 2018.

Overill, R. and Chow K.P., Measuring Evidential Weight in Digital Forensics

Investigation, The Fourteenth IFIP WG 11.9 International Conference on Digital
Forensics, New Delhi, India. 2018.

Yau, KK., Chow K.P. and Yiu S.M., A Forensics Logging System for Siemens
Programmable Logic Controllers, The Fourteenth IFIP WG 11.9 Intemational
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X.P.Chow

P.14
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